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1. TepMuHbI U onpeieIeHAs

ABTOoMaTusupoBanHasa cucrema (AC) — cucrema, cocrosiias W3 NEepcoHANa U
KOMILJIEKCA CPEJICTB aBTOMATU3ALMH €r0 JIEATEIbHOCTH, PEeaTu3yIomas HHPOPMalMOHHYIO
TEXHOJIOTHIO BBIMOJHEHUS YCTAHOBICHHBIX (PYHKIIUM.

ABTOMATH3MpPOBaHHOe paldouee mecto (APM) — mnporpaMMHO-TEXHUYECKUI
koMmIuiekc AC, mpenHa3HadYeHHBIA UIsI aBTOMATH3allMM JEATEIbHOCTH OINPENEIEHHOTO
BH/JIA.

ApXMTEKTYpa — COBOKYIMHOCTh OCHOBHBIX CTPYKTYPHO-(PYHKIIMOHAJIbHBIX
XapaKTEPUCTUK, CBOUCTB, KOMITOHEHTOB NC «CailTy, BONIOIIEHHBIX B MH()OPMAIIMOHHBIX
pecypcax ¥ KOMIIOHEHTaX, NpaBWIaX HUX B3aUMOJECHCTBUA, pexUMax o0padoTKu
uH(pOpMaIIIH.

be3zonacHocTs wuHpoOpManmMM — COCTOSIHME 3alIUIIEHHOCTH HWH(MOpMaIuH,
XapaKkTepu3yeMoe  CIIOCOOHOCTBIO  TOJIb30BaTelield,  TEXHUYECKUX  CPEICTB U
MH(GOPMAIIMOHHBIX TEXHOJOTUH 00ecneynTh KOH(MUIEHUIUATBbHOCTh, UEIOCTHOCTh U
JOCTYITHOCTh MH(POpMaIIUU MpHU ee 00paboTke B MUHPOPMAIIMOHHBIX CUCTEMAX.

B3aumoneiicTByomas (cMexHasi) cUCTeMa — CHCTEMa WM CE€Th, KOTOpas B
paMKax YCTaHOBJCHHBIX (DYHKIMH HMEET B3aUMOJIEWCTBHE TMOCPEICTBOM CETEBBIX
untepdeiicop ¢ UC «CaliT» 1 He BKIIIOYEHA ONEPATOPOM CUCTEMbI WJIM CETU B IPAHMILY
npolecca OleHK! yrpo3 6e30macHOCTy HH(pOopMaIuu.

Bupyc (koMnbHOTEpHBbI, NMPOrPAMMHBINA) — HCIOJHAEMBIM NPOrPAMMHBIN KOJ
15810 UHTEPIPETUPYEMBIN Habop MHCTPYKIIUH, o0J1a1aroIIHii CBOMCTBaMH
HECAHKIIMOHUPOBAHHOIO  paclpoCTpaHEHUss M camoBocipou3BeneHus. (Co3aaHHbIE
OyOIMKaThl KOMIBIOTEPHOT'O BUpYyCa HE BCETJa COBIAAIOT C OPUTMHAIOM, HO COXPAHSIOT
CIIOCOOHOCTD K JalIbHEUIIIEMY PACIIPOCTPAHEHUIO M CAMOBOCIIPOU3BEICHUIO.

Bo03M0:XKHOCTH HAPYIIUTEJNA — MEpa YCUIIUA HAPYLIUTENS JI PeaInu3aluu yrpo3bl
O0e3zomacHOocTH  WMH(OpPMAIMK, BBHIPAKEHHAass B MOKAa3aTelsiX  KOMIIETEHTHOCTH,
OCHAIIEHHOCTH pecypcaMH U MOTHUBALIMK HAPYLIUTEIIS.

Bpenonocnasi mporpaMmma — nporpamma, npeaHa3HauYeHHas ISl OCYLIECTBIICHHUS
HECAaHKIIMOHUPOBAHHOTO JOCTYyNMa W (WMJIM) BO3JEHCTBUSA Ha MH()OPMALMIO WIH PECYypChl
UH()OPMAIIMOHHONU CHCTEMBI.

BcenomorarenbHblie TexHnueckue cpeacrsa U cucrembl (BTCC) — texnuueckue
CpelICcTBa W CHUCTEMBI, HE MpeIHAa3HAYCHHBIC IS TMepefadyu, OOpaOOTKM M XpaHEHUS
uH(pOpMaIK, YCTaHABIUBAEMbIE COBMECTHO C TEXHHMYECKHUMH CPEJICTBAMU U CUCTEMAMH,
MpeIHa3HAYCHHBIMUA i1 00paboTKM WH(OpMAIMKM WM B TOMEHIEHUSX, B KOTOPBIX
YCTaHOBIICHBI HH(OPMAITIOHHBIE CUCTEMBI.

3amumaemass uHpopmanus — HUHPOPMANHUA, SIBISIIONIASCA  MPEIMETOM
COOCTBEHHOCTHM W TMOJJIEKAIllasi 3allUTE€ B COOTBETCTBUM C TPEOOBAHUAMHU IPABOBBIX
JOKYMEHTOB WJIM TPeOOBaHUSAMH, YCTAaHABIMBAEMBIMUA COOCTBEHHUKOM WH(MOPMAIIHH.

Nudopmanus — naHHbIE, coliepXkalluecs B CHCTEMax M ceTsX (B TOM 4HCIe
3amuiiaeMas uH(opmaius, TepcoHaldbHBIC NaHHbIC, WH(OpMaIus O KOHPUTYpaIuu
CUCTEM U CETe, JaHHbIE TeIEMETPUH, CBEACHUS O COOBITUAX 0€30MaCHOCTH U Ap.).

Nudopmannonnas cucrema (MC) — COBOKYMHOCTh cojepiaiieicss B 0azax
JAHHBIX MHQOpMAIIMU U 00ecreunBaroux ee 00padboTKy MH(MOPMALMOHHBIX TE€XHOJIOTHUM
Y TEXHHUYECKHUX CPEJICTB.
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Nudopmannonno-renekommynukanuonnas cerb (MTKC) — texnonormueckas
cUCTeMa, MpeJHa3HauYeHHas Ui Mepelayd IO JIMHUSAM CBSI3M HMH(OpMaluu, JOCTYN K
KOTOPOM OCYIIECTBISIETCS C UCIIOJIB30BAHUEM CPEICTB BBIYUCIUTEIBHON TEXHUKH.

Nudopmanunonnbie pecypebl — HHGOpMaLKs, JaHHbIE, IPEICTaBICHHbIE B (popMme,
MpeIHa3HAaYeHHOU JUIsl XpaHeHus1 1 00pabOTKHU B CUCTEMAX U CETSIX.

KomMnoneHT — mnporpamMmHOE€, NOPOTrpaMMHO-ANMAPATHOE WIM TEXHUYECKOE
cpenctBo, Bxoasmiee B coctaB MC «Caidry.
KonTposupyemasi 30Ha —  @POCTPAHCTBO, B  KOTOPOM  HCKJIIOUYEHO

HEKOHTPOJIUPYEeMOe NMpeObIBaHUE COTPYIHUKOB U MTOCETUTENIEH onepaTopa U MOCTOPOHHUX
TPAHCHOPTHBIX, TEXHUYECKUX U UHBIX MAaT€PHUAIbHBIX CPEACTB.

HexoxkymeHTHpPOBAHHBIC (HexeKJIapMPOBAHHbBIE) BO3MOKHOCTH —
(GyHKIIMOHAJIBHBIE BO3MOXHOCTH CPEJICTB BBIUUCIUTEIBHOW TEXHUKH, HE OMUCAHHBIC WU
HE COOTBETCTBYIOIIME OIMCAHHBIM B JIOKYMEHTAIlMHU, MPU HCHOJB30BAHUM KOTOPBIX
BO3MOXKHO HapylleHHe KOH(PUISHIMAIBHOCTH, JOCTYMHOCTH WU  I€JIOCTHOCTH
oOpabatbiBaeMOi UH(GOPMAIIHH.

HecaHKUMOHMPOBAHHBIN 10CTYN, HECAHKUMOHUPOBAHHbIEC AEHCTBHUA — JOCTYII
K uHbOpPMAIlUU WIM JACHUCTBUS C HUHQPOpMAIUMEH, OCYIIECTBISIEMbIE C HapyIIEHUEM
YCTAHOBJICHHBIX MpaB W (WJIM) MPaBWI J0CTyna K WHGOPMAIMU WX JEUCTBHM C HEH C
IPUMEHEHHUEM IITaTHBIX CPEJICTB MH(POPMAIIMOHHONW CUCTEMBI UJIU CPEJCTB, aHATIOTMYHBIX
UM T10 CBOMM (PYHKIIMOHAJTBHOMY MIPEAHA3HAYCHUIO U TEXHUUECKUM XapaKTePUCTUKAM.

ObecneunBammye CHUCTEMbl — HMHXEHEPHBIE CUCTEMBI, BKIIIOYAIOLIUE CHCTEMBI
AIEKTPOCHAOKEHHSI, BEHTUJISILIMU, OXJIAXKACHUS, KOHTUIIMOHUPOBAHUS, OXPaHbl U JPYTHE
UHKEHEPHbIE CUCTEMBI, a TaKXKE CPEACTBA, KaHAJbl U CUCTEMBI, MPEAHA3ZHAYECHHBIEC IJIS
OKa3aHUsl YCIyr CBSI3U, APYTMX YCIYT M CEpPBHUCOB, MPEIOCTABISEMbIX CTOPOHHUMHU
OpraHu3alusIMH, OT KOTOPBHIX 3aBUCUT (YHKIIMOHUPOBAHUE CUCTEM U CETEH.

Oo0padorka uHpopManuu — gr000e jaciicTBHE (omeparus) WIW COBOKYITHOCTH
NEeUCTBUN (omepalnii), COBEpPIIAEMbIX C HMCIOJIb30BAHUEM CPEACTB aBTOMATHU3ALMHU WU
0e3 HCIOJIb30BAaHUS TaKUX CpeiacTB C uHpopMamueit, Bkimrodas cOoOp, 3aIuCh,
CUCTEMaTH3alllI0, HAaKOIUICHWEe, XpaHEHWe, YTO4YHeHHe (OOHOBIEHUE, H3MEHEHHE),
U3BJICUCHHE, HMCIOJIb30BaHUE, Nepenady (pacrnpocTpaHEHUE, MPENOCTaBICHUE, TOCTYyI),
0JIOKUpOBaHUE, YIAICHUE, YHUUTOKEHUE HH(DOpMAIUH.

OcHoBHBIE (KpUTHYECKHE) mpouecchl (OM3Hec-mpomecchbl) — YNpPaBICHUYECKHUE,
OpraHu3alMOHHBIC, TEXHOJIOTHYECKHE, TIPOU3BOICTBEHHbBIE, ((MHAHCOBO-IKOHOMUYECKUE U
WHBIE OCHOBHBIE  TIpollecchl  (OM3HEC-TIPOIIECCHI),  BBIMONHIEMBIE  OONamareneM
uH(boOpMaIK, ONepaTopoM B paMKax peanu3anud (QyHKOWA (IOJTHOMOYHM) WIH
OCYLIECTBIICHUS] OCHOBHBIX BHUJOB JEATEIBHOCTH, HapylleHWe W (W) MpeKpalleHue
KOTOPBIX MOXET IMIPUBECTH K BOSHUKHOBEHUIO PUCKOB (yIIepoy).

Ilepconanbubie nanuble (IIH) — mr00as nHGOpPMAIUS, OTHOCAIIASACS K IPSIMO WU
KOCBCHHO ONpPENCIEHHOMY WM OmpeaensieMoMy (Gu3ndeckoMy Uiy (CyOBEeKTy
MEPCOHATBHBIX JIAHHBIX).

ITo0o4HbIe JJIeKTPOMATrHUTHBbIC uU3Jy4YeHus M HaBoaku (IIDMUH) -
AJIEKTPOMArHUTHbIE U3JIYYCHUSI TEXHUYECKUX CpPEJACTB 00pabOTKM  3alllUIlaeMOu
nH(pOpMalMK, BO3HUKAIOIIME KaK MOOOYHOE SIBIICHUE W BbI3BAHHBIE 3JIEKTPUUECKUMHU
CUTHaJaMH, JEUCTBYIOIIMMU B HMX DJIEKTPUUYECKUX M MArHUTHBIX LEMAX, a TaKkKe
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AJIEKTPOMArHUTHBIE HABOJIKM 3TUX CUTHAJIOB Ha TOKOMPOBOSIIINE JTUHUU, KOHCTPYKIIUU U
LENH MUTAHUS.

IMosab30BaTeib — JIMIIO, KOTOPOMY Pa3peIIeHO BBIMOIHATH HEKOTOpPbIE JIEWCTBUSA
(omepamuu) no o0paboTke HHG(OpPMAUUMU B CUCTEME WM CETH M HCIOIb3YIOLIEe
pe3ynbTaThl €€ (QYyHKIHMOHUPOBAHUS.

IIpaBuia pa3rpaHuveHus J0CTYNA — COBOKYITHOCTh MIPaBUJI, PErIAMEHTHPYIOUIUX
mpaBa J0CTyna CyObeKTOB JOCTylna K 00beKTaM J0CTyma.

IIporpammHasi 3akJjIaika — CKPBITHO BHECEHHBIM B MPOTpaMMHOE OOecreueHHe
(YHKIMOHAIBHBIA 00BEKT, KOTOPBIN MPHU ONPEIEICHHBIX YCIOBUIX CIIOCOOEH 00eCeUnTh
HECaHKIIMOHUPOBAHHOE MpOTrpaMMHOE Bo3neicTBue. [IporpamMmmuas 3akmnaika MOXeT ObITh
peann3oBaHa B BUJE BPEIOHOCHOM MPOrpaMMBbl WIIM IPOTPaMMHOTO KOAA.

IIporpammHo-annapaTHoe CpeICcTBO — YCTPONCTBO, COCTOSIIIEE W3 aNMapaTHOrO
oOecrieueHust U PYHKIIMOHUPYIOLIETO Ha HEM IPOrPaMMHOIr0 00ecreyeHus!, y4acTBYIOIee
B (hopMHupoBaHUU, 00pabOTKe, Mepesade Win npruemMe HHPOpPMalUH.

IIporpammHoe obGecneyeHHe — COBOKYIHOCTb IMPOTPAMM CHCTEMbI O0pabOTKH
uHQOpMallMK W TPOTPAMMHBIX JIOKYMEHTOB, HEOOXOAMMBIX JUIS JKCIUTyaTalldd JTHX
IpOrpaMM.

CeTb 3J1eKTPOCBSI3M — CETh CBSA3M, NIPEeIHA3HAYCHHAS VIS AJIEKTPOCBsI3U (Tepeaada
U IIPUEM CUTHAJIOB, OTOOPAXKAIOIIKX 3BYKH, N300paXKeHUs1, MUCbMEHHBINA TEKCT, 3HAKU WU
COOOIIEHHUS JIIDOOTO POJia MO MICKTPOMATHUTHBIM CUCTEMAM ).

CpencrBa kpunrorpagpuueckoii 3amutbl uHGopMmauuu (mmdpoBaibLHbIE
(kpunrorpaduyeckue) cpeacrsa, kpunrocpeacrsa, CK3HW) - anmaparthsle,
OporpaMMHBIE M allapaTHO-TIPOTPaMMHBIE  CPEACTBA, CHUCTEMbI U KOMIUIEKCHI,
peaNu3yolre aJIropuTMbl Kpurnrorpadguueckoro mnpeodpasoBaHus uHOpMAIUU U
npelHa3Ha4YeHHbIE IJIS 3alIUThl MHPOpPMALMKU TIPU Tepeaye Mo KaHajdaMm CBsI3U U (WIIK)
JUIS 3aIUTHl UHGPOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYIAa MpH ee 00paboTke H
XpaHEHHUH.

CpeacrBo 3amutbl uHpopmanmu (C3U) — TtexHHuUecKkoe, NPOrpaMMHOE,
IPOrpaMMHO-TEXHUYECKOE CPEICTBO, BEIIECTBO U (WJIM) MaTepual, NpelHa3HaueHHbIC
VI UCTIONB3YEeMBbIE JIJISl 3alIUThl UHPOPMAIIUH.

CpencrBa BbruuciauTeabHoil TeXHUKH (CBT) — COBOKYyMHOCTh IPOTrpaMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OO0pabOTKU JaHHBIX, CIMOCOOHBIX (YHKIIMOHHUPOBATH
CaMOCTOSITEJIbHO WK B COCTaBE APYIMX CUCTEM.

Texunuecknit kanaja yreuku uHpopmanuun (TKYH) — coBokynHOCT HOCUTENS
undopmarmu  (cpenctBa  o0paboTkM),  (QU3MYECKON  Cpeabl  paclpocTpaHEHUs
MH()OPMATHUBHOTO CUTHAJIA U CPEJICTB, KOTOPHIMHU JOOBIBAETCS 3amuiiaeMas nH(popmarus.

Yrpo3a Oe3onmacHoctd uHpopmanmuu (YBU) — COBOKYNMHOCTH YCIOBHM U
(akTOpOB, CO3JAIOMIMX MOTEHIMAIBHYI0 WJIH pPEaJbHO CYHIECTBYIOIIYI0 OMNacHOCTh
HapylIeHus 6€30MacHOCTH UH(pOpMAIIHH.

YHuuToxkeHue UHGOpMAUMU — JCHCTBUS, B PE3yJIbTaTE€ KOTOPBIX CTAaHOBUTCS
HEBO3MO>XHBIM BOCCTAHOBUTH COJiepKaHHe MH(PopMalnu B UHPOPMAIMOHHON cUCTEME U
(w1K) B pe3ysbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepUaJIbHbIE HOCUTEIU UH(DOpMALIIH.

Yreuka (BammmaemMoil) wuHpopManuM 1O TeXHHMYECKHM KaHAJIaM —
HEKOHTPOJUPYEMOE  paclpocTpaHeHue HUHQPOpPMALMK OT HOCUTENS  3alllMIaeMOM
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uH(popmalu yepe3 (GU3MUECKYIO Cpeay 10 TEXHHUYECKOrO CPEJICTBA, OCYILECTBIIAIOIIETO
nepexBaTr UHPOPMaLIUH.

Ysa3BumMocTh —  HeOocTatok  (ciaboCcTh)  MPOrpaMMHOrO  (pOrpamMMHO-
TEXHUYECKOT0) CPEJICTBA WM CUCTEMbl U CETH B I1IEJIOM, KOTOpBIH(as) MOXKET ObITh
HCIIOJIb30BaH(a) TUTSt peanuzaiuu yrpo3 0e30IacHOCTH uHpopMarum.



2. O0uue MoI0KEeHUs

2.1. BBenenne

2.1.1. Hacrosimass mojaens yrpo3 Oe3omacHocTd HHopMauuu (naigee — Mojaenb
YIPO3) COAEPKUT Pe3yJIbTaThl OLIEHKU YTPO3 0€30MacHOCTH UH(OPMaIIUH.

2.1.2. OueHka yrpo3 MpOBOAUTCS B LENSAX OIpeAesieHus Yrpo3 0e30MacHOCTH
uHpopmalum, peanusanus (BO3HUKHOBEHHE) KOTOPBIX BO3MOKHAa B HH(OpMAMOHHOU
cucreme «Cait» (mamee — HC «Caitt») (¢ y4eToM apXUTCKTYphl W YCIOBUH ce
(YHKIMOHUPOBAHMS) U MOXET MPUBECTH K HAPYLIEHUIO 0€30MacHOCTH 00pabaThiBaeMOi
B UC «Caiit»y wunHdpopmanmu (HapylmieHUI0O KOH(MUICHIIMATBLHOCTH, IETOCTHOCTH,
JOCTYITHOCTH, HEOTKa3yeMOCTH, TMOJOTYETHOCTH, AayTEHTUYHOCTH U JIOCTOBEPHOCTHU
uHdopmanuu u (WIK) cpeacTB ee 00padoTku) W (WIM) K HAPYIICHUIO, MPEKPAIICHUIO
¢ynxumonuposanus MC «CaliT» — akTyanbHBIX YIrpo3 0€30MacHOCTH HHGOPMALIIH.

2.1.3. B cootBercTBUM ¢ noctaHoBinenueM IlpaBurensctea PD ot 1 Hos6ps 2012 1.
Ne 1119 «OG6 yTBepxkaeHun TpeOOBaHUNM K 3allUTE MEPCOHAIBHBIX JaHHBIX TMPU HX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX)» HacTosmas Mojaenb
yrpo3 MOJJICKHUT HCHOIB30BAHUIO TIPU (POPMUPOBAHUU TPEOOBAHUN K CHCTEME 3aIUThHI
[1/11, o6padateiBaeMbix B UC «Caiity.

2.2. UcTouHuKkH pa3padoTKu

2.2.1. Hactosmass  Mogens  yrpo3  chopMupoBaHa B COOTBETCTBHU  C
Meroauueckumu gokymeHtaMu @CTOK Poccun u @Ch Poccum ¢ ydyeToM Clieayromux
PUHIIUIIOB:

— B ciiyyae obOecrnieueHust 6e3omacHoctd uH@opmanuu 0e3 ucnoiabzoBanus CK3U
npu popmupoBanur Mojenu yrpo3 MCHOJB3YIOTCS Metoaudeckue aokyMeHThl DCTIK
Poccuu;

—B Ccly4ae omnpeneiacHuss MUHUCTEPCTBOM apXUTEKTYphl W  CTPOUTENHCTBA
CmomneHnckoit  obmactu  (manee — MUHHUCTEpCTBO)  HEOOXOAUMOCTH  OOECIICUCHHS
6e3onacHocti uHpopmaruu ¢ ucnonbzoBanueM CK3U npu dopmupoBanuun Monenu
yrpo3 ucnodb3yrorcsa metoanueckue qokyMmeHTel @CTOK Poccuun u @Ch Poccun.

2.2.2. IlepedeHb HOPMATHUBHBIX IPABOBBIX AKTOB, METOJMYECKUX TOKYMEHTOB W
HAIMOHAJIBHBIX ~ CTAaHAAPTOB, MCIOJb3yEeMbId JIi OLEHKH yrpo3 0e30MacHOCTH
uHdopMaIuu 1 pa3padboTku Monaenu yrpos:

— @enepanpubiii  3ak0H  OT 27 utonst 2006 . Ne 149-03  «O06 undopmaruu,
MH(OPMAITMOHHBIX TEXHOJIOTUSIX U O 3aIIUTE HHHOPMAIIHI;

— @enepanbabiil 3ak0H oT 27 utoiig 2006 r. Ne 152-D3 «O nepcoHanbHBIX TaHHBIX);

— [loctanoBnenue IlpaBurenbcTBa Poccuiickoit ®enepamuu ot 21 mapra 2012 .
Ne 211 «O6 yTBepkIeHUM TEpeYHsT MEp, HAMpaBICHHBIX Ha OOECIICYCHHE BBHITIOTHEHUS
00s13aHHOCTEMH, MPeyCMOTPEHHBIX DeaepanbHbIM 3aKOHOM «O TIEPCOHATBHBIX JAHHBIX» U
MPUHATBIMA B COOTBETCTBHHM C HUM HOPMATHBHBIMU TPABOBBIMH aKTaMH, OTIEPATOPAMH,
SIBJITFOIIIAMHUCS TOCY/IAPCTBEHHBIMU WJIM MYHHIIMITAIBHBIMU OpraHaMuN»;

— [loctanoBnenue IlpaButenbctBa Poccuiickoit ®enepammu ot 1 HosiOps 2012 .
Ne 1119 «OG6 yTBepxkaeHnu TpeOOBaHUW K 3alIUTE MEPCOHAIBHBIX JAHHBIX MPHU HX
00paboTke B HHPOPMAIMMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX ),

— [Ipuka3z @enepaibHOM CIYKObI MO TEXHUYECKOMY U SKCIOPTHOMY KOHTPOJIIO
ot 18 dempans 2013 1.  Ne 21 «O0 ytBepxkaenun  CoctaBa U COAECPKAHUS
OpPraHU3alMOHHBIX U TEXHUYECKUX MEpP MO 00EeCleueHUI0 0e30MaCHOCTU MEePCOHATbHBIX
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JAHHBIX TP X 00pabOTKe B MHPOPMAIIMOHHBIX CHCTEMAaX NEPCOHATBHBIX JaHHBIX Y,

— Mertoauueckuii  gokymeHT «MeToguka  OIEHKM  yrpo3  0e30MacHOCTH
uHbOopMaIny, YTBepKAcHHBIH DenepabHONU CITYKOBI 10 TEXHUYECKOMY M DKCIIOPTHOMY
KOHTpoJto 5 peBpans 2021 r.;

— bazoBast Mojsiens yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX 00paboTke
B MH()OPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX NTaHHBIX, YTBEP)KICHHAs 3aMECTHUTEIIEM
nupekTopa dDenepasbHONW CIIY)KOBI TIO TEXHHYECKOMY H DKCIIOPTHOMY KOHTPOJIO
15 ¢espans 2008 r.;

—T'OCT P 59853-2021 «Mupopmanronnsie TexHogoruu. Komrmieke ctaHaapToB Ha
aBTOMATU3WPOBAaHHBIC CHCTEMBl. ABTOMATHU3WPOBAaHHBIC CHCTEMBI. TEpMHUHBI U
ompeneNieHus», YTBepKIeHHbIH npukazoM Pocctanmapta ot 19 HosOps 2021 r. Ne 1520-
CT;

—T'OCT P 50739-95 «CpenctBa  BBIYMCIMTEIBHOM  TEXHMKU.  3aluTa  OT
HECAaHKIIMOHUPOBAHHOTO JOCTyma K uHpopMmanuu. OOIme TeXHUYeCKue TpeOOBaHHS,
yTBEpKACHHBIN ocTaHoBieHUeM ['occtannapra Poccuun ot 9 depans 1995 r. Ne 49;

—T'OCT P 51188-98 «3amura nndopmanuu. McribiTanus MporpaMMHBIX CPEJICTB Ha
HAJIMYME  KOMIIBIOTEPHBIX  BHUPYCOB.  THIIOBOE  PYKOBOJCTBO»,  YTBEPIKICHHBIN
noctaHoBieHueM ['occrangapra Poccuu ot 14 urons 1998 r. Ne 295;

—T'OCT P 59795-2021 «MudopmanmionHsie TexHojgoruu. Kommieke ctanaapToB Ha
aBTOMAaTU3WPOBAHHBIC CHUCTEMbl. ABTOMAaTH3MPOBAaHHBIC CHCTEMBI. TpeOOBaHHS K
COJIEpKaAHUIO JOKYMEHTOB, YTBEPKICHHBIH IPUKA30M Poccrannapra
ot 25 okTsa6ps 2021 1. Ne 1297-cr;

— PykoBoasiimii  1OKyMeHT «3amura OT HECaHKIMOHUPOBAHHOIO JOCTyMa K
uHbopmanmu. TepMHUHBI U OIpeAeNieHUus», YTBEpKICHHbIM PemieHuem mpencenartesns
INocrexxomuccun Poccun ot 30 mapta 1992 1.

2.3. OueHuBaemMble Yrpo3bl

2.3.1. Mozenb yrpo3 COAEPKUT pe3yibTaThl OLEHKH aHTPOIOTeHHBIX YIpo3
Oe3omacHOCTH WH(OpMAaIMK, BO3HUKHOBEHHE KOTOPHIX OOYCJIOBJICHO JICHCTBUAMH
HApYILIUTEEH, U TEXHOTC€HHBIX HCTOYHUKOB yrpo3. [Ipu a3ToM B HacTosmen Moaenu yrpos
HE pPAacCMaTpUBAIOTCS yYrpo3bl, CBSI3aHHBIE C TEXHUYECKHMMHU KaHaJlaMH YTEUKH
unpopmarmu (nanee — TKYU), no npuunnam, nepedrcieHHbIM B Tabiuie 1.



9

Tabauna 1 — O60CcHOBaHMSI HCKIIOYEHUS YTpo3, peann3yemsbix 3a cueT TKYHU

Yrpossl,
CBsI3aHHbIE
Ny | € TexHHUeC
o/ | KAMH KaHa- O0ocHOBaHUE HCKIIOYCHUS
JJaMHM yTed-
KM HH{}Op-
Manuu
1. | Yrposs XapaxkTepusyroTcs HAJIMIHEM BBICOKOKBAJTN(DUITMPOBAHHBIX
YTCUKH HapYIIUTENCH, HCTIOB3YIOIINX JAOPOTOCTOSIIIY IO
aKyCTHYECKO | CTICUATH3UPOBAHHYIO amnmaparypy, PETUCTPUPYIOIYIO
it (peueBoit) | akyctuyeckue (B BO3ayXe) W BHOpoakycThdyeckue (B YHPYrux
UHpOpMAIM | Cpelax) BOJNHBI, a TakkKe OJIIEKTPOMAarHUTHBIE (B TOM dHCIE
n* OTITUYECKUE) U3TydCHHUSI u DIIEKTPUIECKHE CUTHAJIBI,
MOJYJIMPOBAaHHbIE WH(OPMATHBHBIM  aKyCTHYECKUM  CHTHAJIOM,
BO3HHUKAIOIIME 32 CUET MpeoOpa3oBaHUl B TEXHHUYECKHX CPEICTBAaX
o0pabotku unpopmaimu, BTCC u cTpouTeNbHBIX KOHCTPYKIUSAX U
WH)XKCHCPHO-TCXHUUECKMX KOMMYHHUKAIIUSAX T0J] BO3JCHCTBUEM
aKyCTUYECKUX BOJIH.
XapakTep u 00beM 00padbaTeiBaeMOil B cucteMe HHGOpMaIiu
HEJ0CTATOYCH ISl MOTUBAIIMU HApYIIUTENeH K peaanu3alui TaKuX
yrpos
2. | Yrpo3sl XapakTepHu3yrcs HaJIMYUeM BBICOKOKBaJIM(DUIIMPOBAHHBIX
YTEUKH HapyIIUTENIeH, HCIMOJIb3YIONINX CIEeHUATU3UPOBAHHBIE ONTUYECKUE
BUJIOBOM (ONTUKO-DJIEKTPOHHBIE) CPEACTBA IJIsi MPOCMOTpa HH(OpMAIUU C
uHpOpMAIK | DKPAaHOB JHUCIUIEEB M JPYTUX CPEACTB OTOOpa)KEHUs CpEJICTB
u* BBIUUCTUTEIPHOW  TEXHUKH, HWHOOPMAIMOHHO-BBIYUCIUTEIBHBIX
KOMILUIEKCOB, TEXHHYECKHUX CpeJCTB 00pabOTKM rpaduuecKoi,
BUJICO- U OyKBEeHHO-IIM(poBOK HMH(POpMAIMH, BXOISIINX B COCTaB
CUCTEMBI.
Xapakrep u 00beM o0pabaTbiBaeMol B cucteMe HHGOpMaIiu
HEJO0CTATOYCH ISl MOTUBAIIMHN HAPYIIUTENICH K peaanu3alui TaKuX
yrpos
3. | Yrpo3ssl XapakTepu3yTcs HAJTMYHEM BBICOKOKBaJTU(DUITMPOBAHHBIX
YTEUKHU HapYIIUTEICH, HCIIOJIB3YIOLIUX JA0POrOCTOSIIINE
uHbOpMAIM | CTICTIMAIM3UPOBAHHBIE TEXHUYECKHE CPECTBA MepexBaTa MOOOYHBIX
U TI0 (HE CBS3aHHBIX C MPAMBIM (DYHKIIMOHATHHBIM 3HAYCHUEM JJIEMEHTOB
KaHaJlaM CUCTEMBbI)  WH()OPMATUBHBIX  DJIEKTPOMATHUTHBIX  TOJEH U
IIBMUH IEKTPUUYCCKUX  CUTHAJIOB, BO3HHKAIOIMIMX TIpH  00paboTKe

UH(GOPMAINH TEXHUYECKUMH CPEACTBAMU CUCTEMBI.
XapakTep u 00beM 00pabaTsiBaeMOil B cucteme nHpopMauu
HEJIOCTATOYECH I MOTHUBAIIMU HAPYIIUTENEH K peannu3ai TaKux

yrpos3
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* 3a UCKIIIOUEHHEM YTpo3, XapaKTepU3YIOMIMXCSA MCIOJb30BaHUEM HAPYLIUTEIIMU
MOPTAaTUBHBIX (MOOWJIBHBIX) YCTPOMCTB CbheMa HHpOpMalUuu (IJIAHIIETH, COTOBbBIE
TenedoHbl, HU(POBBIE KAMEPDI, 3BYKO3aIIUCHIBAIOLIUE YCTPOICTBA U UHBIE CPEACTBA).

2.4. YyacTHUKH (PYHKIIHUOHUPOBAHUSA CUCTEMBbI (CETH)
2.4.1. Indopmaniust o0 opranmzanusx, umewnux otHomieHue k HMC «Caitty,
npejcTaBieHa B Tadaule 2.
Tabnuua 2 — [lepedyenb opranuzanui

No

o/ PoJib opranu3anum Opranuzanus

1. Omnepatop CUCTEMBI MUHHCTEPCTBO apXUTEKTYPHI U CTPOUTEIIHCTBA
CMOJIEHCKO 00J1acTr

2.5. OTBeTCTBEHHOCTH 32 o0ecneyeHue 3aluThbl HHGopManun (0e301MaCHOCTH)
2.5.1. OTBeTcTBeHHBIMU 3a oOecrneuenue Oe3omnacHocty [IJ[H mpu ux o6paboTke B
NC «Caiity npukazom MHUHHUCTpa apXUTEKTYphbl U CTPOUTEILCTBAa CMOJIGHCKOW 00J1acTH
Ha3HA4YeHBI JIOJKHOCTHBIC JTUIA / TIOJIpa3ieeH s, peCTaBJICHHbIEC B Ta0IuIe 3.
Tabnuna 3 — OTBeTCTBEHHBIE 32 0OecnieueHne 3aluThl HHbopMaruu (6€30MacCHOCTH)

Ne Poan monpaznesienus /
JoaskHOCTHOE JIMII0 / MoJpa3/ieieHue
n/n JOJIKHOCTHOIO JIMIIA
1. OTBeTCTBEHHBIN 3a oOecnie- | HauanpHuK oTAena nudpoBu3auu 1 HHGOpMaIioH-
yeHue 0e30MacHOCTH Tep- HbeIX cucteM (OTaen nudpoBU3auu U UHPOPMAIUOH-
COHAJILHBIX JTAaHHBIX HBIX CHCTEM)

2.6. OcobennocTu nepecmorpa Mojesu yrpos

2.6.1. Hacrosmmas Mojenb yrpo3 MOXeT OBbITh IEPECMOTPEHA:

— 0 pelieHrnt0 MUHUCTEPCTBA HA OCHOBE MEPUOJUYECKU MPOBOAMMBIX aHAIU3a U
OIICHKH yTpo3 O€30MMacHOCTH 3aIlUIaeMoi HHOOPMAIIUK C YI€TOM OCOOSHHOCTEN U (WITH )
n3menennui UC «Caiiry;

—B CIydyae BO3HUKHOBEHHs (OOHApYyXKEHHUs) HOBBIX VYSI3BUMOCTEM H  YIrpo3
6e3omacHocTy nH(pOpMaIUy;

— B Clly4ae U3MEHEHHs (enepasbHOro 3aKOHOJATEIhCTBA B YACTH OIICHKU YIPO3
6e3omacHocTy HH(pOpMaIUy;

— B CJy4yae TOSIBJICHUS HOBBIX yIrpo3 B HCIOJB3YEMBIX HCTOYHHUKAX MTAHHBIX 00
yrpo3ax 0e30MmacHOCTH HH(GOPMAITIH;

—B  ClOy4a€ UW3MEHEHHsS  CTPYKTYpPHO-(DYHKIIMOHAJIBHBIX  XapaKTEPUCTHK,
MPUMEHSIEMBIX MHGOPMAIIMOHHBIX TEXHOJOTHHA WJIM OCOOCHHOCTEH ()YHKIIMOHUPOBAHUS
HC «Caiity;

— B CIydae TMOSBICHUS CBeACHWH W (Wiau) (AaKTOB O HOBBIX BO3MOXKHOCTSX
MOTCHIIMAJIBHBIX HAPYIIUTEIICH;

— B CJIydasiX BBISBJICHUS WHUUJECHTOB HH(popmanumoHHON Oe3omacHoctu B HC
«Cait» u (W1m) B3auMOICHCTBYIOIIUX (CMEKHBIX) CUCTEMAX.
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3. Onucanue cUCTEM H ceTeil M NX XaPAKTEePUCTHKA KaK 00beKTOB 3a1UThI

3.1. O0mee onncanne 00bEKTA OLEHKH YIPO3

3.1.1. Hacrosimas Moaens yrpo3 pa3padotana B otHomeHun UC «Caifry.

3.1.2. OcHoBHble xapaktepuctuku MC «Caity:

3.1.2.1. CocraB oOpabaTsiBaeMoi HH(OpPMALUK:

— Ob6menoctynHas uHGoOpMaus.

3.1.2.2. OcHoBHBIE mponecchl (OU3HEC-TIPOLECCHI), Al OOECHEYEeHHs] KOTOPBIX
cosnana C «Cai»:

— OxkazaHue rocyJjapcTBEHHbIX U MyHULIIMNaNbHbBIX yenyr ([Ipeanonaraer opranuza-
LIUIO MPEJOCTaBIEHUS TOCYAAPCTBEHHBIX U MYHUIIMNIAJIBHBIX YCIYT B COOTBETCTBHUHU C 3a-
KoHoAaTenbcTBOM Poccuiickoit denepanun);

— Benenune BeO-pecypcoB (Ilpeanonaraer nesTenbHOCTb, CBA3aHHYIO C HANOJHEHU-
eM opUIMaTIBLHOrO caiiTa OpraHu3allyy, MPeJOCTABICHUEM JIOCTYTa MOJIb30BATENSAM K Cep-
BUCaM, MHPOpMallMM U MaTepuajgaM Ha caiTe, COBEPIIEHCTBOBAHUEM CIIOCOOOB U Me-
TOJIOB MPE/ICTaBICHUs] MHPOpPMALIUU HA caiTe, yJaydlleHueM oOCITyKUBaHUS MOJb30BaTe-
JIeH C Y4eTOM MOJIOKEHUN 3aKOHOIaTeIbCTBA).

3.1.2.3. Yposenp 3ammumieHHoctu I1In: 4 («AkT omnpeneneHuss ypoBHSA
3aIMIIEHHOCTH MEPCOHAJIBHBIX JTAHHBIX NMPU UX 00paboTke B MH(MOpPMAIMOHHAS CHUCTEMA
«Caitit» MuHHCTEepCTBA apXUTEKTYPhI U CTpouTeNbcTBa CMOJIEHCKOM 001acTh»).

3.2. CocTaB M apXUTEKTYpa 00beKTa OLeHKH

3.2.1. CocraB UC «Caiit» onpeneneH B Tabmure 4.

Taomuna 4 — Cocras UC «Caitty

Ne
/i XapakTepuCcTHKA 3HaYeHHUe XapaKTepPUCTUKHI
1. | [Iporpammuo-anmapatueie | OC-407-ZK-D09 — 1
CpeacTBa 0OC-101-ZK-D10 -1
2. | ObmiecucTeMHOE Tpor- - Windows 7 IMpodeccuonanbuas; Windows 10 Pro
paMMHOE 00eCIIeUeHHE
3. | IlpuknagHoe mporpammuoe | - Be6-cepBep Apache
o0ecrieueHne
4. | CpenctBa 3amuthl uH(pOp- | Kpunrorpadpuueckas 3ammura:
Manuu - «Kpuntollpo CSP» Bepcus 4.0 R4 (ucnonnenue 1-

Base) (Ceprudunmpytomuit opran @Cb Poccun Ne
C®d/114-4716 ot 15.01.2024 neiicTBUTENEH 110
15.01.2026)

AHTUBUPYCHAs 3alMTA:

- Kaspersky Endpoint Security ans Windows (Bepcus
11.6.0.394) (Ceptudunupyromuii opran @Cbh Poccun
Ne CO/C3U-0523 or 15.12.2021 neyicTBUTENEH OO
01.11.2026; Ceptudunupyrommii opran DOCTIK
Poccumm Ne 4068 ot 22.01.2019 nencrtBuTEIIEH 10
22.01.2029)

KoHTPO/Ib CheMHBIX MAIIMHHBIX HOCUTEJIEH WH-
dpopmanun:

- Kaspersky Endpoint Security nins Windows (Bepcus
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i XapakTepHCTHKA 3HaYeHHe XapaKTePUCTHKH

11.6.0.394) (Ceprudunupytomuii opran DOCTIK
Poccunm Ne 4068 ot 22.01.2019 pgeiictBuTeneH no0
22.01.2029)

3.2.2. UC «Caiit» mpeAcTaBisieT €000l pachnpeeseHHYI0 CUCTeMY (KOMILIEKC
aBTOMAaTU3UPOBAaHHBIX  pabOyMX  MeCT, KOMMYHHMKAallMOHHOTO W  CEpPBEPHOTO
000pyAOBaHUs, TEPPUTOPUATIBHO PA3MEILIEHHBIX B OJHOM WJIM HECKOJIBbKUX CyObekTax PD
M OOBCIUHCHHBIX B CIUHYIO CHCTEMY C HCIIOJb30BAHUEM CETCH D3JICKTPOCBS3U) CO
CJIEIYIOUIUMU XapaKTepUCTUKAMU:

3.2.2.1. TlonkII04eHHE K CETSIM 3JIEKTPOCBSI3U, BKIIOUYEHHBIM B COCTaB €IMHON CETH
anektpocsasu Poccuiickon denepanuu — umeercs.

3.2.2.2. Tlonknouenne K  UHPOPMALMOHHO-TEIEKOMMYHUKALIMOHHBIM  CETSAM
MuHucTepcTBa — OTCYTCTBYET.

3.2.2.3. llonknouenne K UHGOPMAIMOHHO-TEJIEKOMMYHUKAIMOHHOW  CETH
«HTEpHET» — UMEETCS.

3.2.2.4. TlonknioueHre K MHOOPMAIMOHHO-TEIEKOMMYHUKAIMOHHBIM CETSIM WHBIX
OpraHu3aluii — OTCYTCTBYET.

3.2.2.5. B IC «CaiiT» He oCylIecTBIsETCS B3aUMOJEHCTBUE C CUCTEMAMHU U CETAMU
APYTUX OpraHu3anui.

3.2.2.6. B C «CaiiT» He oCcylIeCcTBIsAETCS B3aUMOJIEHCTBUE C APYTUMHU CUCTEMaMHU
U ceTsMu MUuHHUCTEpCTBA.

3.2.2.7. K wundopmammonnsiM pecypcam HC «CaliT» He OCyIIecTBIsSeTCS
JIOKaJIbHBIM TOCTYII.

3.2.2.8. K undopmammnonnsiM pecypcam MC «Cailt» ocyiiecTBIseTCs yAaJICHHBIHA
noctyn. OcoO0eHHOCTH yJalIeHHOI0 JOCTYIa IPUBEIEHBI B Ta0IuIE 5.

Tabmmma 5 — Y ganeHHbIi 10CTyII

JIuua, Kyna
OCYIEeCTBJIAI0IINE eab mocTyna Cnoco0 noctyna OCYIIeCTBJISIETCSH
yAAJICHHBIN 10CTYII AOCTYII

[Tonp30oBaTenn Nudopmanmonnas C nomoristo Ko BceM y3nam
MOJKIIFOUEHHUSI YEPE3 CHUCTEMBI
Opay3zep

Texnonoruu, ucnonb3zyemoie B IC «Cailt» oTpaxkeHsl B Tadiuiie 6.

Tabnuna 6 — Texaonoruu, ucnonbzyembie B UC «Caitty

Ne HUcnonn3yercsi / He
TexHoJiorus

n/n HCIO0JIb3YeTCH

1. CbeMHbIe HOCUTENIW UH(POpMAITUU He ncnone3yercs

2. TexHonorusi BUpTyann3anuu He ncnone3yercs

3. TexHonorust 6€CPOBOIHOTO JOCTYyIIA He ucnons3yercs

4, MoOubHBIE TEXHUYECKHE CPEJICTBA He ncnone3yercs

d. Beb-cepBepbl Hcnonwiyercs
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Ne HUcnoan3yercs / He
n/n Texnonorus HCIO0JIB3YeTCs
6. TexHonorus BeO-noctyna He ncnons3yercs
/. Smart-kapTsl He ncnone3yercs
8. TexHonoruu rpua-cucTeM He ucnosnb3yercs
Q. TexHONOrnu CynepKOMIbIOTEPHBIX CUCTEM He ucnosnb3yercs
10. | Bonbiive naHHbIe He ncnonw3yercs
11. | YucnoBoe nporpammHoe 000pyI0BaHUE He ncnonw3yercs
12. | OgHopa3oBble Napoan He ncnonp3yercs
13. | DnekTpoHHas moyTa He ncnonp3yercs
14. | TexHonorust nepenayu BUACOMHGOpMALUH He ncnone3yercs
15. | TexHonorusi yiajgeHHOro pabovero crojia He ucnonb3yercs
16. | TexHonorusi ynajeHHOro aIMMHUCTPUPOBAHUS He ucnonb3yercs
17. | TexHonorusi ynajJeHHOro0 BHEMOJOCHOTO 0CTyNa He ucnonb3yercs
18. | TexHonorus nepenayu peyu He ncnone3yercs
19. | TexHONOTUSI UCKYCCTBEHHOT'O MHTEJUICKTA He ucnonb3yercs

3.2.3. UC «Calit» GyHKIIMOHUPYET Ha Oaze WHEOPACTPyKTypsl MUHHCTEpPCTBA
apXUTEKTYpbl U cTpouTenbcTBa CMOIEHCKOM 00MacTd M He (YyHKIMOHHPYET Ha Oaze
1eHTpa o0paboTku naHHbIX (nanee — LHO/]).
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4. Bo3MOKHbIE HETAaTUBHBIE MOCJIEJACTBHS OT peaju3aluy (BOSHUKHOBEHHS)
yrpo3 0esonacHoctu uHGpopmMauuu

4.1. B xoze oneHku yrpo3 6€30nacHOCTH MH(OPMAILIMKU ONPEACISIIOTCS HETaTUBHBIC
MOCJIEICTBUSA, KOTOpPbIE MOTYT HAaCTyOUTh OT peaju3alud (BOSHUKHOBEHHS) YIpo3
6e3omacHOCTH HH(OpMaLUK.

4.2. HeraTuBHBIE TOCIEICTBUSA OINPEACISAIOTCS NPUMEHUTENbHO K HapyIIEHUIO
OCHOBHBIX (KPUTUYECKHUX) TMPOIEecCCOB (OM3HEC-MPOIIECCOB), BBHIMOJIHEHUE KOTOPBIX
obecneunBaer UC «CailTy, 1 TpUMEHUTENBHO K HAPYIIEHUIO 0€301acCHOCTH UH(OPMALIUH,
coaepxamerics B UC «Cairy.

4.3. Ha ocHoBe ananu3za ucxojHbix nanHbix UC «CalT» onpeseneHbl HeraTUBHBIC
MOCJIEJICTBUS, KOTOPbIE MPUBOAAT K BUAaM PUCKOB (yiiepOa), mpeacTaBleHHbIE B TaOIuIe

7.
Tabnuia 7 — Buasl puckoB (yiiep6a) ¥ HeraTUBHBIE TTOCJIECICTBUS

Wnenrn- HeraTuBHbIE MOCJIEACTBUSA Buna pucka (ymep0a)
(pukarop
HIIL.1 Pasrnamenue  nepcoHalbHbIX — AaHHBIX | Y1. Yiiep0 dbuznueckomy JuiLy
rpaxiaaH
HIIL.2 HenpenocraBnenue rocynapcTBeHHBIX yc- | ¥Y3. Yiiep0 rocynapctBy B 00-
JyT JacTu obecreueHrss 000POHbI
CTpaHbl, 0€30MacHOCTH TO-
CyJlapcTBa M IPaBONOPAIKA, a
TaK)Xe B COI[UAIBHOMN, JKOHOMU-
YEeCKOM, IMOJIUTUYECKOM, KO-
JIOTUYECKOM cepax aesTenb-
HOCTH
HIL3 Hapymenue unbix mpaB u cBo6oa rpaxkaa- | Y1. Yiiep6 puznueckomy iy
HUHA, 3aKperuieHHbIX B KoHcTtutymuu Poc-
cutickot denepanuu U ¢eaepaabHbIX 3a-
KOHax
HIL.4 Hapymenue 3akoHomatensctBa Poccuii- | V2. Pucku opuandeckomy Jiu-
ckoii denepannu (POPUANIECKOE U0, UH- | Iy, UHAUBUIYAIBHOMY MPE.I-
JTUBHUIYaIbHBIN IPEAIPUHUMATED ) IIPUHUMATEITIO, CBSI3aHHBIE C XO-
351CTBEHHOM JEATEIBHOCTHIO
HILS HeobxoaumocTh nomoMHUTENbHBIX (He3am- | Y2. Pucku ropuandeckomy Ju-
JAHUPOBAHHBIX) 3aTPaAT HA BBIIUIATHI WITPa- | 1y, UHAUBUIYaIbHOMY IIPE/-
¢$oB (HEYCTOCK) MIIH KOMIICHCAITUH IIPUHUMATEITIO, CBSI3aHHBIE C XO-
35IMCTBEHHOW JIESITEIbHOCTBIO
HIIL.6 HeobxomumocTh nomoMHUTENBHBIX (He3am- | Y2. Pucku ropuandeckomy Ju-
JAHUPOBAHHBIX) 3aTpaT Ha 3aKyNKy TO- | 1y, UHAUBUIYaIbHOMY IIpE/-
BapoB, paboT win yciayr (B TOM YHCIE 3a- | IPUHAMATEIIO, CBSI3aHHBIE C XO-
KyIlKa MPOTPpaMMHOT0 OOecreyeHusi, TeX- | 3IUCTBEHHOU e TeIbHOCTHIO
HUYECKHUX CPEACTB, BBIIEIAIINX U3 CTPOA,
3aM€Ha, HACTPOMKAa, PEMOHT YKAa3aHHBIX
CpEJICTB)
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Wnentn- HeraTuBHbIe NOCJEACTBUSA Buna pucka (ymep0a)
(puxarop
HIL7 Hapymenue nenoBont penyrauuu V2. Pucku 1opuinuecKkomy Jin-
11y, UHAUBUYaIbHOMY TMPE/I-
MIPUHUMATEIIO, CBSI3aHHBIE C XO-
35IMCTBEHHOW JAEATEIBbHOCTBHIO
HIL8 HeBo3MoxHoCTh pemienust 3amad (peanu- | Y2. Pucku opuauyeckomy Jiv-
3aimMu  QyHKUMM) WIM  CHUXKEHHE H(¢- | Iy, UHAUBUIYAIbHOMY Mpe-
(eKTUBHOCTHU pelieHus 3aj1au (peann3aiuy | IpUHUMATEI0, CBSI3aHHBIC C XO-
byHKUIMN) 35IMCTBEHHOMU JI€SITEIILHOCTBIO
HIL.9 Heo6xomumocth u3MeHeHust (mepectpo- | Y2. Pucku ropuanyeckomy Jiv-
€HUs) BHYTPEHHUX MPOUEAYp Ui JIOCTHU- | Iy, UHAUBUIYAILHOMY MPE/I-
KEHUs LeJiel, perieHus 3aaad (peayu- | MPUHUMATEIO0, CBSI3aHHbBIC C XO-
3a1uu QyHKIUN) 35IMCTBEHHOW JAEATEIbHOCTHIO
HITL.10 | IlyGnukamuss HemoctoBepHOW uH(opMa- | Y2. Pucku ropuandeckomy Jin-
IIMY Ha BeO-pecypcax opraHu3aiuu 11y, UHJIUBUyaIbHOMY NPE/I-
MIPUHUMATEITIO, CBSI3aHHBIE C XO-
3SIMCTBEHHOW JAEATEIbHOCTHIO
HIL.11 | Mcnons3oBanue BeO-pecypcoB st pac- | Y2. Pucku opuandeckomy Jin-
IPOCTPAHEHHS] U YIPABICHUS BPEIOHOC- | Iy, UHANBUIYAIBHOMY MPE.I-
HBIM IPOTPAMMHBIM 00ecTieueHueM MIPUHUMATEIIO, CBA3aHHBIE C XO-
35IMCTBEHHOMU JI€SITEIIbHOCTBIO
HIL.12 | Yreuka xoHbuneHuansHol uHdopmanmu | Y2. Pucku ropuandeckomy Jin-
(KOMMepYECKOW TallHbl, CEKPETOB NPOU3- | Iy, UHANBUIYAIBHOMY MPE.-
BOJCTBa (HOy-Xay) u Ap.) MPUHUMATEIIO, CBA3aHHBIE C XO-
3IMCTBEHHOM JI€ITEJIHLHOCTHIO
HIL.13 | OtcyrcTBHE AocTyma K TocyaapcTBeHHOM | ¥Y3. Yiiepb rocymapcTBy B 00-
yCIIyre JacTu obecrieueHrss 000POHBI
CTpaHbl, 0€30MaCHOCTH T'O-
CyJlapcTBa M IPaBONOPAIKA, a
TaK)Xe B COIIMAJILHOM, DKOHOMHM-
YEeCKOM, MOJIUTHUUECKOM, KO-
JIOTHYECKOM cepax aesTenb-
HOCTU
HII.14 | IlyGnaukamuss HeZOCTOBEpHOW commayibHO | ¥Y3. Yiepb rocymapcTBy B 00-
3HAUMMOUN WH(pOpMaIMKu Ha BeO-pecypcax, | lacTu obecriedeHnst 000pOHBI
KOTOpasi MOET MPHUBECTU K COLMAIBHOM | CTpaHbl, 0€30MaCHOCTH T'0O-
HaIpPsHKEHHOCTH, MTAHUKE CPEJIM HACEJIEHUs | CyJlapCTBa U MPABOIOPSAKA, a
v Jp. TaKXe B COL[MAJIbHOM, SJKOHOMH-
YEeCKOM, MOJIUTHUECKOM, KO-
JIoTUYecKou cdepax aesTeb-
HOCTH
HIL.15 | YBenuuenune koauuecTBa kanod B opransl | ¥Y3. Yiiepb rocyaapcTpy B 00-

FOCYJapCTBEHHOMW BJIACTH WU OPraHbl

JacTu obecreyeHust 000POHBI
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HUnentu-
(puxarop

HeraTuBHubie mocJjaeacreus

Bua pucka (yuepo6a)

MECTHOTO CaMOYIpaBJIECHUS

CTpaHbl, 0€30MaCHOCTH TO-
CyJapcTBa U MPaBOMOpPSIKA, a
TaKXe B COIUAIBHOMN, SKOHOMH-
YECKOH, ITOJIMTUYECKOM, DKO-
JIOTUYECKOM cepax aesTenb-
HOCTH
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5. Bo3Mo:kHbIe 00bEKTBI BO3ACCTBHS YIPo3 0€30aCHOCTH HH(POPMALMHU

5.1.B xome oueHku yrpo3 0e30MacHOCTH HMH(POPMALUU  ONPEAEISIOTCS
uHpopmaimonusie pecypcbl 1 KoMHnoHeHTbl C «CaliT», HeCaHKIIMOHUPOBAHHBIN JOCTYII
K KOTOPBIM WJIM BO3JCHCTBHME HA KOTOpbIE B XOJE peaju3aluH (BOSHUKHOBEHHUS) yIpo3
O0e3zonacHOCTH HMH(OpPMALMM MOXKET NPHUBECTH K HETaTUBHBIM  IOCJEICTBUM,
OIpeJIeNICHHbIM B pazjene 4 Hacrosmeit Moaenu yrpo3, — 00bEKTOB BO3IEHCTBHUS.

5.2. OOBEKThI BO3ACUCTBUS ONPENETSINCH AJI1 peaabHOU apXUTEKTYpPhl U YCIOBUN
¢ynxumonuposanust UC «Caiit» Ha OCHOBE aHaNIM3a UCXOAHBIX AAHHBIX U MPOBEIECHHON
MHBEHTApU3ALINH.

5.3. Onpenenenue OOBEKTOB BO3JCUCTBUS MPOM3BOAUIOCH HaA  amnmapaTHOM,
CUCTEMHOM M TMPUKIATHOM YPOBHSIX, HA YPOBHE CETEBOM MOJENM B3aUMOJACHCTBUS, a
TaK)Ke Ha YPOBHE MOJIb30BaTEIIEH.

5.4.B OTHOIIEHMM KaXJIOTO OOBEKTa BO3ACHCTBUS  ONPEAENSIUCH BB
BO3JICHCTBUSA HAa HEro, KOTOpble MOTYT NPHUBECTH K HETaTUBHBIM I[OCJE/ICTBUIM.
PaccmarpuBaemMblie BUbI BO3ICHCTBUS NIPEICTABICHBI B TabauIe 8.

Tabauia 8 — Buabs! Bo3neicTBUsA

Npentuduxkarop Bun Bo3neucrBus
BB.1 yTeuka (rmepexnar) KoH(puaeHIIMaabHOH HH()OPMALIUK WU OT/ACIIb-
HBIX JIAHHBIX (HapylieHne KOH(GUICHITNATbHOCTH)
BB.2 HECAaHKIMOHUPOBAHHBIM JOCTYIl K KOMIIOHEHTaM, 3allHIlacMOMn

uH(pOpPMAIH, CUCTEMHBIM, KOH(GUTYpPAIIMOHHBIM, MHBIM CITyKeO0-
HBIM JIaHHBIM

BB.3 0TKa3 B 00CIIy)KMBaHUH KOMIIOHEHTOB (HapyIIeHHe TIOCTYITHOCTH)

BB.4 HECAaHKIIMOHUPOBaHHAsT Moau]UKalKs, MOJAMEHa, UCKaKEHHE 3a-
mumaeMon nHopMaIuu, CUICTEMHBIX, KOH(OUTYpaITMOHHBIX, HHBIX
CITY’K€OHBIX TaHHBIX (HApyIICHUE IEJTOCTHOCTH)

BB.5 HECAaHKIIMOHUPOBAHHOE HCIIOJIb30BAHUE BBIYUCIUTEIBHBIX pPECYyp-
COB CUCTEM U CETEl B MHTEpPECAX PEILICHUS HECBONCTBEHHBIX UM
3aja4

BB.6 HapylieHue (GyHKIHOHUPOBaHUS (pabOTOCTIOCOOHOCTH) MPOTPaM-
MHO-aIMapaTHBIX CPEJICTB 00pabOTKH, TIEpeladyu U XpaHEHUS HH-
dbopmanmn

5.5. UToroBelil nepeueHb OOBEKTOB BO3JEHUCTBUS CO CIIMCKOM BO3MOXHBIX BHJIOB
BO3JICCTBHS Ha HHUX, pealn3alids KOTOPBIX MOXET IPUBECTH K HETraTUBHBIM
MTOCJICACTBUSAM, TIPEJICTABICH B TaOmIe 9.

Tabania 9 — O0OBEKTHI BO3AEHUCTBUA U BUABI BO3IEHCTBUS

HeraTuBHbIE mocJ1eCTBUS OO0BLexThI BO3AeHCTBUA Bunanl Bo3neicTBUSA
Pasrnamenue mepcoHanbHBIX AaH- | MHGOpMannoHnHas (aBTo- | BB.1; BB.2; BB.3;
HBIX FpakJaaH MaTHU3UPOBAHHAs) CUCTEMA BB.4; BB.5; BB.6

[Ipuknagaoe mnporpammuoe | BB.2; BB.3; BB.4
obecrnieueHue
V3en BeruucautTensHon cetu | BB.2; BB.3; BB.4;




18

HeratuBHble HocCJICeaACTBUA

O0BeKTHI BO3AeHCTBUSA

Buanl Bo3aeiicTBHA

(aBTOMATU3UpPOBAHHBIE  pa-
Ooumne mecra, cepBepa, Map-
HMIPYTU3aTOPBl, KOMMYTaTO-
psl, loT-ycTpolicTBa u T.11.)

BB.6

HenpenocraBnenne rocyaapcTBeH-
HBIX YCITYT

baza nanHbIx

BB.1; BB.2; BB.4

3amuniaemas uHGopmanus

BB.1; BB.2; BB.4

CereBoll Tpaguk

BB.1; BB.2; BB.4

Hapymenue uHbIX mpaB u cBoOOA

baza nanHbIx

BB.1; BB.2; BB.4

rpaXaaHuHa, 3aKpeIUIeHHBIX B | 3amuuraemas HHGOpMaIUsI BB.1; BB.2; BB.4
Konctutynun  Poccuiickoii  ®@e- | CeteBoii Tpaduk BB.1; BB.2; BB.4
nepanuu 1 (eaeparbHbIX 3aKOHAX

Hapymenue 3akoHOJaTenbCcTBa | 3amumaeMas uagopmanus | BB.1; BB.2; BB.4
Poccuiickoit  @enepanuun  (ropu- | MHpopmanronHas (aBTO- | BB.1; BB.2; BB.3;
JUYECKOE JIULO, MHIAUBHUIYAIbHBIN | MATH3UPOBAaHHAS ) CUCTEMA BB.4; BB.5; BB.6
pENIPUHUMATEIb)

Heo0xonuMocTh 1OMOJIHUTENBHBIX
(He3arIaHMPOBAHHBIX) 3aTpaT Ha
BBITUIATHI IITPadoB (HEYCTOCK) WK
KOMIICHCAIUH

baza nanubIx

BB.1; BB.2; BB.4

3amuimaemas uHGopmaIus

BB.1; BB.2; BB.4

Heo0xonuMocTh TOMOJIHUTENBHBIX
(He3arIaHUPOBAHHBIX) 3aTpaT Ha
3aKyNKy TOBapoOB, pabOT WJIH yCIyT
(B TOM uMcIe 3aKymka Mporpam-
MHOTO OOECTICUECHHsI, TEXHUUECKHUX
CPEIICTB, BBINIECIIIUX U3 CTPOs, 3a-
MEHa, HacTpOWKa, PEMOHT yKa3aH-
HBIX CPEJCTB)

BIOS/UEFI BB.2; BB.3; BB.4

Be0O-caiit BB.1; BB.2; BB.3;
BB.4

XML-cxema, nepenaBaemas | BB.2; BB.4

MEXIy KIMGHTOM M CepBe-

pom

baza nqanHBIX BB.1; BB.2; BB.4

Beb6-cepBep BB.2; BB.3; BB.4

Nudopmarmonnas (aBTO- | BB.1; BB.2; BB.3;

MaTH3UPOBAHHAs) CUCTEMA

BB.4; BB.5; BB.6

MalmnHHEBIA  HOCUTENDL WH-

BB.1; BB.2; BB.3;

dbopmarnmu B coctase | BB.4

CPEACTB  BBIYHCIUTEIBHOU

TEXHUKU

MukponporpammHoe obec- | BB.2; BB.3; BB.4
NEYEHUE

[Ipuknagnoe mnporpammuoe | BB.2; BB.3; BB.4
o0ecrnieyeHue

CerteBoe 000opymoBaHUE

BB.2; BB.3; BB.4;
BB.6

CereBoe mporpamMmmHoe obec-
TICUCHUE

BB.2; BB.3; BB.4

CucreMHoe
obOecneueHue

IPOTPAMMHOE

BB.2; BB.3; BB.4
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HeratuBHble HocCJICeaACTBUA

O0BeKTHI BO3AeHCTBUSA

Buanl Bo3aeiicTBHA

CpencTBO  BBIYHCIUTEIBHOU
TEXHUKU

BB.1; BB.2; BB.3;
BB.4; BB.5; BB.6

VY3es BBIUUCIUTEIBHOW CETH
(aBTOMATU3UpPOBAHHBIE  pa-
Ooumne mecra, cepBepa, Map-
HIPYTHU3aTOPbl, KOMMYTATO-
psl, loT-ycTpolicTBa u T.11.)

BB.2; BB.3; BB.4;
BB.6

YyeTHrle [OaHHBIE I10JIB30-
BaTensd

BB.1; BB.2; BB.4

Hapymenue nenoBout penmyrauuu

BeO-caur

BB.1; BB.2; BB.3;
BB.4

3amuniaemas uHGopmanus

BB.1; BB.2; BB.4

HeBo3MoxkHOCTh pelieHus 3aaad
(peanuzanuu (QYHKIUNA) WX CHU-
xKeHrne dPOEKTUBHOCTH PEIICHUS
3a1a4 (peanu3anuu GyHKIIH)

BIOS/UEFI

BB.2; BB.3; BB.4

Be0O-caiiT BB.1; BB.2; BB.3;
BB.4

XML-cxema, mnepenaBaemas | BB.2; BB.4

MEXIy KIUEHTOM M CepBe-

pom

baza nmanHBIX BB.1; BB.2; BB.4

Be6-cepep BB.2; BB.3; BB.4

Nudopmarmonnas (aBTO- | BB.1; BB.2; BB.3;

MaTI/IBI/IPOBaHHaH) CHCTCMa

BB.4; BB.5; BB.6

MaluHHBIA HOCUTENIL HWH-
dbopmaruu B COCTaBe
CPEICTB  BBIUYMCIUTEIBHOU
TEXHUKHU

BB.1; BB.2; BB.3;
BB.4

Mukpomnporpammuoe  obec-

[NECYCHUC

BB.2; BB.3; BB.4

OObekThl  (haiiioBoil cucte-
MBI

BB.1; BB.2; BB.4

[IpuknagHoe
obecrieueHue

IIPOTPAMMHOE

BB.2; BB.3; BB.4

CerteBoe 000pymoBaHUE

BB.2; BB.3; BB.4;
BB.6

CeTteBoe nporpaMmHoe odec-
TICYCHHE

BB.2; BB.3; BB.4

CucremMHoe
obOecneuyenue

IPOTPAMMHOE

BB.2; BB.3; BB.4

CpencTBO BBIYUCIUTEIBHOM
TEXHUKHU

BB.1; BB.2; BB.3;
BB.4; BB.5; BB.6

V3en BBIUMCIUTEIBHOU CETH
(aBTOMATU3UPOBAHHBIE  pa-
Oouue mecTa, cepBepa, Map-

BB.2; BB.3; BB.4;
BB.6
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HeratuBHble HocCJICeaACTBUA

O0BeKTHI BO3AeHCTBUSA

Buanl Bo3aeiicTBHA

HMIPYTU3aTOPBl, KOMMYTaTO-
pbl, loT-ycTpoiicTBa u T.11.)

YyeTHrle [OaHHBIE II0JIB30-
BaTens

BB.1; BB.2; BB.4

Heo6xonumocth u3meHeHust (Te-
pPECTpOEHHUs1) BHYTPEHHUX MPO-
Heayp JUlsl JOCTHXKEHUS 1IeNe, pe-
meHus 3agad  (peanuzauuu  (QyH-
KITU)

BIOS/UEFI BB.2; BB.3; BB.4

Be06-caiir BB.1; BB.2; BB.3;
BB.4

XML-cxema, mnepenaBaemasi | BB.2; BB.4

MEXIy KIUEHTOM M CepBe-

pom

ba3a nanHbIX BB.1; BB.2; BB.4

Be0O-cepBep BB.2; BB.3; BB.4

Nudopmarmonnas (aBTO- | BB.1; BB.2; BB.3;

MaTI/ISI/IPOBaHHaSI) CUCTCEMA

BB.4; BB.5; BB.6

MamuHHBIM HOCHUTEIIL HH-
dbopmaruu B COCTaBe
CPEICTB  BBIUYMCIUTEIBHOU
TEXHUKU

BB.1; BB.2; BB.3;
BB.4

MukponporpaMmmaoe — obec-

IICYCHUC

BB.2; BB.3; BB.4

OObekThl (hailyIoBON CcHCTE-
MBI

BB.1; BB.2; BB.4

[IpukiagHoe
oOecrieueHue

IpOrpaMMHOE

BB.2; BB.3; BB.4

CeteBoe o60opymoBaHue

BB.2; BB.3; BB.4;
BB.6

CerteBoe nporpamMmHoe obec-
NICYCHHE

BB.2; BB.3; BB.4

CeTteBoil Tpaduk

BB.1; BB.2; BB.4

CuctemMHOEe  TpOrpaMMHOE
obecrieueHue

BB.2; BB.3; BB.4

CpencTBO BBIYMCIUTEIBHOM
TeXHUKHU

BB.1; BB.2; BB.3;
BB.4; BB.5; BB.6

V3en BBIUMCIUTEIBHOU CETH
(aBTOMATU3UPOBAHHBIE  pa-
Oouue mecTa, cepBepa, Map-
HIPYTHU3aTOPbl, KOMMYTATO-
pbl, loT-ycTpolicTBa u T.11.)

BB.2; BB.3; BB.4;
BB.6

[TyOnukarusi HEITOCTOBEPHOW WH-
dbopmanuu Ha BeO-pecypcax opra-
HU3aIUU

Be0o-cair

BB.1; BB.2; BB.3;
BB.4

CereBoe mporpamMmmHoe obec-
TICUCHUC

BB.2; BB.3; BB.4

Hcnonw3oBanue BeO-pecypcoB s

Be6-caur

BB.1; BB.2; BB.3;
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HeratuBHble HocCJICeaACTBUA

O0BeKTHI BO3AeHCTBUSA

Buanl Bo3aeiicTBHA

pPacCIpOCTpaHEHUSI W YNPABICHUS
BPEJAOHOCHBIM MPOrpPaMMHBIM 0Oec-
IIEYEHUEM

BB.4

CeTteBoe mporpamMmHOe 0Oec-
TICUCHHE

BB.2; BB.3; BB.4

YTeuka KOH(PUACHIMAIBHOW WH-
dbopmarun (KOMMEpUECKON TalHBbI,
CEKpPETOB MPOU3BOJICTBA U . )

BIOS/UEFI

BB.2; BB.3; BB.4

baza nanHbIx

BB.1; BB.2; BB.4

3amuniaemas uHpopmanus

BB.1; BB.2; BB.4

MamuHHBIA HOCHUTEIIbL HH-
dbopmarnuu B COCTaBe
CPEICTB  BBIYMCIIUTEIBHOMN
TEXHUKU

BB.1; BB.2; BB.3;
BB.4

MukponporpaMmmHoe —obec-
NEEEEIE

BB.2; BB.3; BB.4

OO6nekThl (hailyioBON cHCTe-
MBI

BB.1; BB.2; BB.4

[IpukiiagHoe mnporpamMmMmHoe
obecrnieueHue

BB.2; BB.3; BB.4

CerteBoe 000py0BaHUE

BB.2; BB.3; BB.4;
BB.6

CerteBoe nporpamMmHoe obec-
NeYeHHe

BB.2; BB.3; BB.4

CeTteBoil Tpaduk

BB.1; BB.2; BB.4

CucremMnHoe IPOrPaMMHOE
obecrnieueHue

BB.2; BB.3; BB.4

CpencTBO BBIYUCIUTEIBHOM
TEXHUKH

BB.1; BB.2; BB.3;
BB.4; BB.5; BB.6

V3e5l BBIUUCIUTEIBHOW CETH
(aBTOMaTU3UPOBAHHBIE  pa-
Ooume mecra, cepBepa, Map-
HIPYTHU3aTOPbl, KOMMYTATO-
pbl, loT-ycTpolicTBa u T.11.)

BB.2; BB.3; BB.4;
BB.6

YueTHbIC JaHHBIC IIOJBb30-
BaTCJIs1

BB.1; BB.2; BB.4

OtcyTcTBHE J0CTyIla K rocyjaapc-
TBEHHOM yCIyTe

BIOS/UEFI

BB.2; BB.3; BB.4

Be0O-cair

BB.1; BB.2; BB.3;
BB.4

XML-cxema, mnepenaBaemas
MEXIYy KIMEHTOM U CepBe-

BB.2; BB.4

poM
ba3a nanHBIX BB.1; BB.2; BB.4
Beb-cepaep BB.2; BB.3; BB.4
MammeaHpIM  HOCUTENIs, uH- | BB.1; BB.2; BB.3;
dbopmanuu B cocrase | BB.4

CpPCACTB BBIYMCIIMTCIbHOM
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HeratuBHble HocCJICeaACTBUA

O0BeKTHI BO3AeHCTBUSA

Buabl Bo3aelicTBus

TEXHUKHU

MukponporpaMmmHoe — obec-

IICYCHUC

BB.2; BB.3; BB.4

OO6nekThl (hailyioBON cHCTe-
MBI

BB.1; BB.2; BB.4

[IpuknanHoe
obecneueHue

IpPOrpaMMHOE

BB.2; BB.3; BB.4

CeteBoe 000pynoBaHue

BB.2; BB.3; BB.4;
BB.6

CeteBoe mporpaMMHOC obec-
INCYCHUC

BB.2; BB.3; BB.4

CeteBoii Tpaguk

BB.1; BB.2; BB.4

CucremMHOE  TIPOTPAMMHOE
obecrnieueHue

BB.2; BB.3; BB.4

CpencTBO BBIUMCIUTEIBHOM
TEXHUKU

BB.1; BB.2; BB.3;
BB.4; BB.5; BB.6

VY3e5 BBIUUCIUTEIBHOW CETH
(aBTOMAaTU3UPOBAHHBIE  pa-
Ooumne mecra, cepBepa, Map-
HIPYTHU3aTOPbl, KOMMYTATO-
pbl, loT-ycTpolicTBa 1 T.11.)

BB.2; BB.3; BB.4;
BB.6

[TyGnukanusi HeIOCTOBEPHOH COIIU-
aTbHO 3HAUYMMOW WHGOpPMAlUM Ha
BeO-pecypcax, KOTopas MOXKET IpH-
BECTU K COIHUAIBHOW HAaIpsKEH-
HOCTH, MAHUKE CPEAU HACEJICHUS U

Ap.

baza nanubIx

BB.1; BB.2; BB.4

3amuiaemas uHopmanus

BB.1; BB.2; BB.4

VYBenuueHne KOJUYECTBA Kalod B
Oprasbl TOCYJAapCTBEHHOW BJACTH
WM OpraHbl MECTHOTO CamMoOyI-
paBIICHUS

Be0O-cair

BB.1; BB.2; BB.3;
BB.4

CerteBoe 000opymoBaHUE

BB.2; BB.3; BB.4;
BB.6
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6. UcTouHUKH yrpo3 Oe3onmacHOCTH MHGOPMALIUT
6.1. AHTpONOreHHbIe HICTOYHUKH
6.1.1. B xome ormeHku yrpo3 0e30MacHOCTH HWH(OpPMAIMKU  ONPEACISIIOTCS
BO3MOXHBIE aHTPOIOT€HHbIE UCTOYHUKU Yrpo3 0€30MacHOCTH MH(OpMAIH, K KOTOPbIM
OTHOCSITCS Jiulia (TpyIa JIMI]), OCYIIECTBIISIoNMEe(as) peaqn3aiuio yrpo3 0€30MacHOCTH
uH(pOpMaIMM TyTeM HECAaHKIMOHUPOBAHHOIO JocTyna W (WIM) BO3JEUCTBUS HA

MH(OPMAIMOHHBIE PECYPCHI

HapYUIUTEIH.
6.1.2. [Ipouecc onpeneneHus akTyaabHbIX HAPYIIUTENEH BKIIOYAI:

6.1.2.1. ®opmupoBaHue MEepeyHs pPacCMATPUBAEMbIX BHJIOB HapylIUTENed M HUX
BO3MOJKHBIX LI€JIEH MO peanu3aluuu yrpo3 0€30nacHOCTH MH(OPMALMU U MPEANTON0KEHUN
00 MX OTHECEHHMH K YHUCIY BO3MOXKHBIX HapylIuTeneil (Hapymwurened, MoJJIexainx
nanbHeHIen olleHKe), IpeicTaBieHHbIX B Tadauie 10.

U (AIU) KOMITOHEHTHI

15(@

«CalT», — aKTyaJIbHbIE

Tabnuna 10 — Ilepeuenb paccmMaTpuBaeMbIX HAPYUIUTENEH

Bun
HAPYUIHMTEJIS

Bo3Mo:xkHBIE HeJIM peain3anuu
yrpo3 0e30nacHoOCTH
HHoOpMaALIMU

IIpeamosioxenusi 00
OTHECEHMH K YHCILY
BO3MOKHBIX HAPYLIUTEJIEH

CoenuaabHbIe
CITY»OBI HHOC-
TPaHHBIX I'0-
CyJapCcTB

Hanecenue ymepba TrocymapcTBy
B o0nactu 00O0poHBI, Oe3ormac-
HOCTH U MPABOIOPSIIKA, a TAK¥KE B
UHBIX OTHAENBHBIX O00JacTsIX €ro
NeSTENbHOCTA UM CEKTOpax JKO-
HOMUKU;

JuckpeauTanus nesTeIbHOCTH OT-
JIENbHBIX OPraHoOB TOCY/IapCTBEH-
HOU BJIACTH, OPTaHU3AIU;
[lonyyenne KOHKYpPEHTHBIX Tpe-
UMYIIECTB Ha YPOBHE Tocyaapc-
TBA;

CpbIB 3aKITIOYEHUS MEXKITYHAPOI-
HBIX JOTOBOPOB;

Co3nanre BHYTPUIIOIUTHIECKOTO
KpHU3nca

[lenn He mpenmonararT MO-
TEHI[MATbHOE HAJUYUE Ha-
pyLIuTens

Teppopuctu-
YecKue, IKCTpe-
MHUCTCKHUE TPYII-
MUPOBKHU

CoBepiiieHHE  TEPPOPUCTUUECKUX
aKTOB, yIp03a KU3HU IPaxkJaH,
Hanecenue yuiepba OTAENIbHBIM
chepaMm ACATSTLHOCTH WU CEKTO-
paM dKOHOMMKHU TOCYJIapCTBa;
Jlecrabunuzanus oOIIecTBa;
Jlecrabunuzarusa  AeATEIHHOCTH
OPraHoOB TOCYJIapCTBEHHOM BIac-
TH, OpraHu3aIun

[lenn He mpeamonararOT IMO-
TCHIHAJIBHOE HaJIW4YWe Ha-
pylmIuTeNns

[IpectynHbie
TPYIbI (KpHU-

[lonyuenne  ¢QuHaHCOBOM WM

WHOW MAaTEpPUAIbHOW BBITOJIbI;

BosmoxHbIe
peanu3auu

aejiIn
yrpos3
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Bo3morkHbIe LeJIH peaan3annu

IIpeamnoJsio:xkeHnus 00

Ne Bun
yrpo3 0e301acHoOCTH OTHECEHHH K YHCJIY
n/m | HapylmmTess .
uHdopmanuu BO3MOKHBIX HAPpYHINTeJIei
MUHAJIbHBIC Kenanue camopeanuzanuu (moa- | 6e3onacHocTd HHGOPMAIUU
CTPYKTYPHI) TBEPXKIEHUE CTAaTyCa) MPEANOIAralT HaJIn4ne
HapYUIUTEIs
4. | OtnenbHbie pu- | [lonyyenne  ¢unHancoBoi  unu | BoamMoxHbIe LEeIn
3UYECKHE JTULA | UTHOU MAaTEPUAIILHOU BBITObI; peanvsanuu yrpo3
(xakepsl) JIroOOMBITCTBO WJIM KEJNaHHE ca- | 0e30MacHOCTH MHGOPMALMU
Mopeanuzaluu  (TMOATBEPKIACHUE | IPEANoIaraioT HaJIu4ue
cTaTyca) HapYUIUTEIsI
5. | Konkypupy- [Tonyuenne  ¢unancoBodt wuum | llenn He mpenmnonararT mo-
IOll[E Opra- MHOM MaTepuagbHOMN BBITOJIbI; TEHIMAIbHOE HAJIUYUE Ha-
HU3alUU [lonyyeHne KOHKYpPEHTHBIX Mpe- | PyLIUTENs
UMYIIECTB
6. | PaspabGortuuku |Ilonyuenue QuuancoBoit wnum | llenun He mpeamonararoT mo-
NPOrpaMMHBIX, | MHOW MaTepHaIbHOW BBITOIbI; TEHIMATbHOE HAJIUYUE Ha-
IpPOrpaMMHO- [lonyyeHne KOHKYpPEHTHBIX TMpe- | PYLIUTENs
anmapaTHbIX UMYIIECTB;
CpeICTB Buenpenue JOTIOJTHUTENbHBIX
(GYHKIIMOHAIBHBIX BO3MOXHOCTEH
B IMpOrpaMMHBIE WJIH MPOrpam-
MHO-aIapaTHbIe CPEJICTBA HA ITa-
e pa3paboTKH;
HemnpennamepeHnHbie, HEOCTOPOK-
HbIE WM HEKBaTU(DUIIMPOBAHHBIE
JEHCTBUA
7. Jluna, obecnie- | [lomyuenne  ¢uHancoBOM  wim | BoaMokHBIS LeIn
YUBAIOIIME TTOC- | THOW MaTepUaTbHOU BBITOJIBI; peanuzanuu yrpo3
TaBKy mporpam- | [lonydyeHne KOHKYpPEHTHBIX Tipe- | 0€30MacHOCTH HWH(pOpMaIuu
MHBIX, IPOT- UMYILIECTB; MPEAINOoIaraloT HaJu4yue
pamMHo-anmna- | HenpenHaMepeHHble, HEOCTOPOXK- | HAPYILIMUTEIS
paTHBIX HBIC WA HEKBaTU(DUIIMPOBAHHBIE
CpeacTB, o0ec- | IeUCTBUS
MEYMBAOLIUX
CUCTEM
8. [TocTraBuuku [lonyyenne  ¢dunancoBort  wnu | BoamMoxHbIE eI
BBIYUCIIUTENb- | NHOM MaTepUabHOW BBITOJIbI; peanuzanuu yrpo3
HBIX yCIyT, yc- | [lonydeHne KOHKYpPEeHTHBIX Ipe- | 0e30macHOCTH HH(pOpMaluu
JYT CBA3U UMYILECTB; MpEeAINoIaraloT HaJIu4yue
HenpennamepeHHblE, HEOCTOPOXK- | HAPYLIUTEIS
HbI€ WM HEKBAIU(PUIUPOBAHHbBIC
JNEUCTBUSA
Q. Jlnna, npusne- | I[lonyuenne ¢QunancoBodt  wiu | Bo3aMoxkHbIE LEJIN
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Bo3morkHbIe LeJIH peaan3annu

IIpeamnoJsio:xkeHnus 00

Ne Bun
yrpo3 0e301acHoOCTH OTHECEHHH K YHCJIY
n/m | HapylmmTess .
uHdopmanuu BO3MOKHBIX HAPYIIUTEJIeH
KaeMmble I yC- | ”HOM MAaTEPUAIIbHOU BBITObI; peanvsanuu yrpo3
TaHOBKH, Hac- | [lolyuyeHne KOHKYpEHTHBIX Tpe- | 6e30macHoCcTH HHGOpMAIUU
TPOMKH, UCTIBI- | UMYIIIECTB; MPENOIAralT HaJn4uue
TaHWUM, yCcKo- | HenmpenHamepeHHble, HEOCTOPOXK- | HAPYLIUTEIIA
HaJaJOYHbIX U | HbIE WM HEKBAIU(UIIUPOBAHHBIC
VHBIX BUJIOB pa- | I€HUCTBUS
oot
10. | Jluua, obecnie- | [lonyuenne  QuuaHcoBoit  wiau | Bo3amoxkHbie 1eau
YUBAIOIINE WHOW MaTepuaJbHOUN BBITOJIbI; peanuzanuu yrpo3
byHKIIMOHU- Henpennamepennsie, HEOCTOPOX- | 6e30macHOCTH HHGPOPMAIUU
POBaHUE CUCTEM | HbIe WM HEKBaTU(UIIMPOBAHHBIC | IPEATIONAralOT HaJIM4ne
U CETEU WU JEUCTBUSA HAPYIIUATENSA
obecrieunBa-
IOILE CUCTEMBI
omneparopa
11. | ABropuzoBan- | [lonyuenne  ¢QunaHcoBoit  wiau | Bo3amoxkHbIe EeIn
HBIE MOJIB30- MHON MaTepuaIbHON BBITOJIBL; peanuzanuu yrpo3
BaTeM cucteM | JIIOOOMBITCTBO WM >KeJaHUE ca- | 0€30MacCHOCTH HWHMOpMaIuu
U ceTen Mopeanu3auuu  (IMMOATBEPKIACHUE | IPEATOIaratoT HaJu4uue
craTtyca); HapYLIUTEIS
Henpennamepennsie, HEOCTOPOXK-
HbIE€ WJIA HEKBAIU(UIIMPOBAHHBIE
JICUCTBUS;
Mectb 3a paHee COBEpILICHHBIC
JEHCTBUA
12. | Cucremnnle an- | [lonydenne  ¢unaHcoBoir  wiau | BoamokHbIe ()05
MUHHUCTPATOPbl | UHON MaTE€pUaIbHOM BBITOJIBI; peanuzanuu yrpo3
U aAMUHUCTpa- | JIFOOOMBITCTBO WM JKeJlaHWE ca- | 0€30MacHOCTH WH(MOpMaIuu
TOphl Oe3o0mac- | Mopeanu3anuud  (TMOATBEPKACHHUE | MPEIOIaraioT HaJu4yue
HOCTH craTtyca); HapYLIUTEIS
HenpennamepenHbsie, HEOCTOPOK-
HBIC WA HEKBATU(DUIIMPOBAHHBIE
JICUCTBUS;
MecTp 3a paHee COBEPIIECHHBIE
JNEUCTBUSA
13. | beBmmme (yBo- | [lomyuenune  ¢unancoBoit  wim | Bo3moskHbIe LEJIN
JICHHBIC) pabOT- | UHOW MaTepUaIbHOMN BBITOJBI; peann3anuu yIpo3
HUKH (M0Nb30- | MecThb 3a paHee COBEpILICHHBIE | 0€30MacHOCTH HHGpOpMAUU
BATEJIN ) JNEUCTBUSA MPEATOIAraloT HaJIN4ne

HapyUINTEIS
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6.1.2.2. Onpenenenue XapakTepUCTUK (KATeropus HapyLIUTENS
BO3MOXKHOCTH MO peajnu3aluu yrpo3 0e30macHOCTH HH(OpMaIum)
HapyLIUTEIIEH.

6.1.2.3. OieHka BO3MOXXHOCTH NPHUBJIECUEHHUSI (BXOXKIEHUS B CrOBOpP) OJHUMU
HApYIIUTEISIMU JpYTuX (B TOM dYHCIE OOJaJaroluX MPUBHICTUPOBAHHBIMU IIPaBaMH
JOCTYTIA).

6.1.2.4. ConoctaBieHrue BO3MOXXHBIX HAPYIIUTEIEH U UX LEeJel peanu3aluu yrpo3
6e3omacHocTH WHGOPMAIUU C BO3MOXKHBIMH HETATUBHBIMU TIOCTCACTBUSAMH W BUIAAMH
puckoB (ymiep0a) oT peanusanuu (BOSHUKHOBEHHUS) yrpo3 0O€30MacHOCTU WH(opMaiuu
(ITlpunoxxernne Ne 1). Ilo pesymprataM COMOCTaBJICHHS OINPEACISIOTCS aKTyallbHbIC
HApPYIIUTENH TI0 CICAYIONIEMY MPUHIUIY: HAPYIIUTEIb MPHU3HACTCS aKTYaTbHBIM, €CIIU
BO3MOJKHBIC IIETTH peaju3alliil HapyIIUTeIeM yrpo3 0e30macHOCTH MHPOPMAIUU MOTYT

U  yYpPOBEHH
BO3MOKHBIX

npuBecTH K onpexaeneHHsiM g WC

COOTBETCTBYIOIIUM pHCKaM (BUIaM yIiepoa).
6.1.3. UToroBble XapaKTEPUCTUKH BO3MOXHBIX HAPYIIUTEICH TPEICTABICHBI B

«Cauir»

HCTaTUBHBIM  INOCICACTBHUIM H

Tabmuie 11.
Ta6muma 11 — XapakTepucTHUKUA BO3MOXKHBIX HapyIIUTEICH
Ne Bo3MoKHBIN BU YpoBennb
Karteropus . | AKTyaJbHOCTH
n/n HAPYLIHMTEJIA BO3MOKHOCTEH
1. | IIpectymnHbie rpynibl (Kpu- Buemnnit H2. Ha
MUHAJIbHBIE CTPYKTYPBI) Hapymurens,
00J1a1aroIIHid
0a30BBIMU
MOBBIIIEHHBIMU
BO3MOKHOCTSIMU
2. OtnenbHbIC GU3UICCKHEC Bremnuii H2. Ja
JvIa (XaKepsl) Hapymurens,
00J1a1arOIIHid
0a30BBIMU
MOBBIIIEHHBIMU
BO3MOKHOCTSIMU
3. JInna, obecneunBaromye Bremnuii HI. Ha
MIOCTaBKY MPOrPaAMMHBIX, Hapymurens,
MIPOrpaMMHO-aINIMapaTHBIX 00J1aTaroIIHiA
CpeICTB, 00ECTICUNBAIOIINX 0a30BBIMU
CUCTEM BO3MOKHOCTSIMU
4, [TocTaBmKY BBIYUCTH- Bayrpennunnn | H2. [a
TEJIbHBIX YCIYT, YCIYT CBSI- Hapymurens,
31 o0JaJaronii
0a30BBIMU
MOBBIIICHHBIMU
BO3MOKHOCTSIMU
d. JInua, npuBIEeKaeMbI€ IS Bayrpennunin | H2. Ha
YCTaHOBKH, HACTPOWKH, HC- Hapymurens,
NBITAHUN, TYCKOHAJIAA04- 00J1a1aroInit
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Ne Bo3MoO:KHBIH BH YpoBeHnnb
Kareropus . | AKTyaJlbHOCTb
n/n HApPYLUIHUTE/IA BO3MOKHOCTEH
HBIX Y UHBIX BUJIOB pabOT 0a30BBIMU
MOBBIIIICHHBIMU
BO3MOKHOCTSIMU
6. Jluma, obecneunBarone Buytpennuit | HI. Ha
(GYHKIIMOHUPOBAHUE CHC- Hapymurens,
TEM U ceTell miu obdecre- o0Jaaromuii
YUBAIOIIUE CUCTEMBI OTle- 0a30BbIMU
partopa BO3MOKHOCTSIMU
7. ABTOpH30BaHHBIE MTOJIB30- Buytpennnit | HI. [a
BaTEJIM CUCTEM U CETEN Hapymwureins,
o0J1a1aroniz
0a30BbIMU
BO3MO>KHOCTSIMU
8. CucTemMHbIE aIMUHHUCTPA- Buytpennnit | H2. [a
TOPBI U AIMUHUCTPATOPBI Hapymurens,
0e30macHOCTH o0JIagaronuit
0a30BbBIMU
MOBBIIIEHHBIMU
BO3MOKHOCTSMU
9. | beiBmme (yBoJICHHBIE) pa- Bremnuit HI. Ha
OOTHUKH (ITOJIH30BATENH ) Hapymurens,
00J1a1aroIIHid
0a30BBIMH
BO3MOKHOCTSIMU

6.1.4. Kareropust HapyImuTesns OnpeneseTcss UCXO0/s U3 CIETYIOIINX MPUHIUIIOB:

— BHEUIHUW HapyIIUTEIhb — €CIU HapylIIUTEeIh HE HMEET IMpaB [OCTyma B
KOHTPOJUPYEMYIO (OXpaHsEeMYI0) 30HY (TEpPUTOPHIO) U (WJIK) TTOJTHOMOYHMH MO AOCTYNy K
uHpopMaImoHHbIM pecypcam u komnoHeHTaM UC «Caitty, TpeOyronmm aBTOpHU3alnu;

— BHYTPEHHUM HapylmuTeldb — €CIM HapylWTellb HMEET IpaBa JOCTyla B
KOHTPOJIMPYEMYIO (OXpaHseMyl0) 30HY (TeppUTOpUI0) W (WIKM) TOJHOMOYHUS IO
aBTOMATU3WPOBAHHOMY JIOCTYNMy K WH(MOPMAIMOHHBIM pecypcaM u KommoHeHTam MC
«Caiity. K BHYTPEHHUM HapyIIUTEISIM OTHOCSTCS II0JIb30BATENIM, HMEIONIUE KaK
HEMPUBUIIETUPOBAHHbBIE (monp30BaTEILCKUE), TaK u MIPUBUIICTUPOBAHHBIE
(amMHHHCTpPATUBHBIE) TIPaBa AOCTyNa K MHPOPMAIIMOHHBIM pecypcaMm U kommoHeHTam NMC
«Cai.

6.1.5. BHemHue HapymmTenu pearu3yloT YIrpo3bl 0e30MacHOCTH WHOOpMAIu
MpeIHaMEepeHHO  (MpeaHaMepeHHble  Yrpo3bl  Oe3omacHOCTH — WHpOpManuh) ¢
WCIOJIb30BAaHUEM  MPOrPAMMHBIX, POTPAaMMHO-almapaTHbIX CPEeACTB WiIu  0e3
WCIIOJIb30BaHUSl TaKOBBIX. BHYTpeHHHE HapyIIUTEIU pPeau3ylT Yrpo3bl O€30MaCHOCTH
nHpopMalK mpeaHaMepeHHo (IIpeAHaMepeHHbIE YTPo3bl 0€30MacHOCTH UH(OPMALINK) C
WCIIOJIb30BaHUEM  MPOrPAMMHBIX, [POTPAaMMHO-alnapaTHbIX CPEeACTB uiu  0e3
WCIOJb30BaHUSl TAaKOBBIX WM  HENpPEeIHAMEPEHHO (HENpeIHAMEPEHHBbIE  YTrPO3bl
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O0e3zonacHocTH MH(OpManuu) ©0€3 HUCHOJB30BaHUS NPOrPaMMHBIX, MNPOrPAMMHO-
anmnapaTHbIX CPEJCTB.

6.1.6. Hapymurenu wHMeEOT pa3Hble YPOBHM KOMIETEHTHOCTH, OCHAIIEHHOCTU
pecypcaMu W MOTMBallUM JUIS peaJi3aluu  yrpo3 0e300acHOCTH HH(POPMALIMH.
COBOKYIHOCTh JaHHBIX XaPAKTEPUCTUK ONPEIEISIET YPOBEHb BOBMOKHOCTEN HAPYLIUTEINS
0 peajn3aluu yrpo3 6e30nacHoCTd HH(pOpMauu.

6.1.7. YpoBeHb BO3MOXKHOCTU HAPYIIUTENS OMPEACIICTCS UCXOMASl U3 CIEAYIOIINX
MIPUHITUIIOB:

— HapylIuTeNlb, 00Nafaomuid 0a30BBIMU BO3MOXKHOCTSIMU IO peaju3allid yrpo3
6e3onacHOCTH MHGOPMALIMK — €CJIM HapyILIUTElb MMEET BO3MOXKHOCTh pPEeaTn30BbIBATH
TOJIbKO HW3BECTHBIE YIPO3bl, HANpaBJICHHbIE HAa M3BECTHHIE (JIOKYMEHTHUPOBAHHBIC)
YSI3BUMOCTH, C UCIOJIb30BaHUEM OOLIEAOCTYHBIX HHCTPYMEHTOB;

— HapyLIuTeNlb, OO0JaJaromKii 0a30BbIMH TMOBBIIIEHHBIMH BO3MOXHOCTSIMH IO
peanuzanuu yrpo3 0€30MmacHOCTH UH(pOpMALUU — €CIIM HapyILIMTENb UMEET BO3MOKHOCTh
peanu3oBBIBaTH  yIpo3bl, B TOM  4YHUCJIE€  HANpaBICHHblE HAa  HEU3BECTHHIC
(HEeTOKYMEHTHUPOBAHHBIE) YS3BUMOCTH, C MCIOJIB30BAHUEM CHEIHAIBHO CO3JAaHHBIX IS
ATOr0 MHCTPYMEHTOB, CBOOOJIHO pacrpocTpaHsieMbix B cetu «MHtepner». He umeer
BO3MOXKHOCTEW peaju3aluud Yrpo3 Ha (U3MYECKH H30JHPOBAHHBIE CErMEHTBhI CHCTEM U
CeTEeH;

— HApYUIUTENb, OOJaJAIOMIMA CPETHUMU BO3MOXKHOCTSIMHU IO pPeaM3ali yrpo3
6e3onacHOoCTH MHGOPMAIIMK — €CIIM HapyIIUTEIh MMEET BO3MOXKHOCThH pPEaTn30BbIBATH
yrpo3bl, B TOM YHUCJIE€ Ha BBISIBICHHBIE UM HEU3BECTHBIE YA3BUMOCTH, C UCIOJIb30BAaHUEM
CaMOCTOSITEJILHO pa3pabOTaHHBIX HJIsi ATOTO MHCTPYMEHTOB. He mMeeT BO3MOXHOCTEMH
peanuzanuu yrpo3 Ha (GU3NYECKU U30JMPOBAHHBIE CETMEHTHI CUCTEM U CETEH;

— HApYIIUTENb, 00JIaaloMIUi BBHICOKUMHU BO3MOXHOCTSIMH TI0 pealii3alluu yrpo3
6e3omacHOCTH MH(MOPMAIIUU — €CIIM UMEET MPaKTUYECKH HEOTPAaHWUYEHHBIE BO3MOKHOCTH
peanu30BBIBaTh YIPO3bl, B TOM YHCIE C HCIOIB30BAHUEM HEJCKIAPUPOBAHHBIX
BO3MOXXHOCTEH, MPOTrPaMMHBIX, MPOrPaMMHO-AINIMAPATHBIX 3aKIaJ0K, BCTPOCHHBIX B
KOMIIOHEHTBI CUCTEM U CETEH.

6.1.8. IlonpobHOE onmcanue ypoBHEH BO3MOXKHOCTEH HAPYIIUTENICH 0 peau3aliuu
yrpo3 6e3onacHoct uH(popmaiuu npuseaeHo B [Ipunoxernu Ne 2,
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7. Cnoco0bl peanzanuu (BOSHUKHOBEHUs) YITpo3 0e30nacHocTH HH(popmanuu

7.1. B xone oneHku yrpo3 6€30macHOCTH MH(OPMAILIMK ONPEEsSIOTCS BO3MOXKHbIC
crocoObl peanu3anuu (BO3HUKHOBEHHMs) yrpo3 0O€30MacHOCTH HWHQOpMAIMHU, 3a CueT
UCIIOJIb30BAaHUSI KOTOPBIX AaKTYaJbHBIMM HAPYIIUTEISIMH MOTYT OBITh PpPEaqTu30BaAHbI
yrpo3sl 6e3onacHoctd uH@opmanuu B UC «CailiT», — akTyaJabHble CIIOCOOBI peanu3aluu
(BO3HMKHOBEHMS) YTpo3 O€30MacHOCTH UH(OPMAIIUH.

7.2. Ilpouecc ompeneneHus akTyalbHbIX CHOCOOOB peanu3anuu (BO3ZHUKHOBEHUS)
yrpo3 0€30MacHOCTH MH(OPMALUU BKIIIOYAJL:

7.2.1. CocraBpnenue TepeyHs paccMaTpUBAEMBIX  (BO3MOXHBIX)  CIHOCOOOB
peanuzanuu yrpo3 OesomacHoctu. [lepedeHb BO3MOXHBIX CHOCOOOB peasid3alii yrpo3
6e3omnacHoCTU MH(OpMALUKU TIpe/ICTaBlieH B Tabmnuie 12.

Tabnuua 12 — IlepeueHb BOZMOXKHBIX CITIOCOOOB peann3anuu yrpo3 0€30MmacHOCTH

uH(popMaIu
Waentugu- Cnoco0bl peannzanuu
KATOp
CP.1 Hcnons3oBanue ysa3BUMOCTEH (ysSI3BUMOCTEH KoAa (TIPOrpaMMHOTO
obecrieueHus1), yI3BUMOCTEH apXUTEKTYPhl U KOH(PUTYpAIIMH CUCTEM U
ceTel, a TakKe OpraHU3aIlMOHHBIX U MHOTO(AKTOPHBIX YS3BUMOCTEH)
CP.2 BHenpenue Bpe1oHOCHOTO MPOTPAMMHOI0 00ECTICUEHHUSI
CP.3 Hcnonb3oBanue HeACKIApUPOBAHHBIX BO3MOKHOCTEH MPOTPaMMHOIO
oOecrieueHus 1 (WJIM) TPOrpaMMHO-aINIAPATHBIX CPEACTB
Cp.4 VYcTaHoBKa MPOrpaMMHBIX U (MIJIM) MIPOTpaMMHO-aNMNapaTHBIX 3aKIad0K
B IIpOrpaMMHOe obecrieueHne U (WiK) mporpaMMHO-anmnapaTHbIe
cpelicTBa
CP.5 DopMHUPOBAHUE U UCTIOJIHL30BAHUE CKPBITHIX KaHAIOB (110 BpEMEHH, 110
naMmsITH) IJis iepeaadn KOH(DHUISHIIMAaTbHBIX JaHHBIX
CP.6 [TepexBat (M3mMepeHne) MOOOYHBIX JEKTPOMATHUTHBIX U3TyUYCHUH U
HABOJOK (Apyrux GU3HMYECKHUX IMOJICH) IJIs T0CTyna K
KoH(puaeHIIMaIbHON HH(pOpMAINK, COIepIKAIICHCS B allllapaTHBIX
CpelICTBaX ayTeHTU(UKAIUU
CP.7 NuBa3uBHbBIE CTIOCOOBI TOCTYIA K KOHPUACHINATBHON HH(MOPMAIIIH,
coJiepKalleicst B anmapaTHbIX CPEACTBAX ayTeHTU(DUKAIIUU
CP.8 OmunboYHbBIe EWCTBUS B X0JI€ CO3AaHUS U SKCIUTYyaTallil CUCTEM U
CeTEeH, B TOM YHUCJIE IPU YCTAHOBKE, HACTPOUKE IMPOrPaMMHBIX U
IPOrpaMMHO-AMIAPATHBIX CPEJICTB
CP.9 Hapyiienue 6e30macHOCTH MpU MOCTaBKaxX MPOrPaMMHBIX, IPOTPAMMHO-
anmnapaTHbIX CPEJICTB U (MJIM) YCIYT M0 YCTaHOBKE, HACTPOMKE,
UCTIBITAHUSM, ITYCKOHAJIAJ0YHBIM paboTaM (B TOM YHCIIE
aJIMUHHUCTPUPOBAHHIO, 0OCITYKUBAHUIO)
CP.10 IlepexBar Tpaduika cet nepenadn JaHHBIX
CP.11 HecankunoHupoBaHHbIM PU3HUECKUA TOCTYN U (UJIM) BO3/ICICTBUE HA
JIUHUY, (KaHAJIbl) CBA3U, TEXHUYECKHUE CPEJICTBA, MAIIMHHBIE HOCUTEIU
uH(opMarmn
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HNnentudu-
b Cnoco0bl peanmzanuu
KATOP
CP.12 Peanusanus atak tuna "oTka3z B 00CITyKUBAHUU'" B OTHOIIIEHUH
y

TEXHUYECKUX CPEACTB, MPOrPAMMHOI0 00ECIIEUEHHSI U KaHAJIOB
nepeiayu JaHHbIX

7.2.2. Onpenenenue uHTEPPENHCOB OOBEKTOB BO3JACHCTBUS, OMNPEICICHHBIX B
COOTBETCTBMM C pazgenoM 5 Hacrosuleii Mogenu yrpo3. Huatepdeiichl 00bEKTOB
BO3JIEHCTBHUSI ONPEACIISIIMCh HA OCHOBE M3YUEHUS U aHAJIN3a JAHHBIX:

— 00 apxuTeKType, coctaBe u ycnoBusax pyHkumonuposanus UC «Caiity,

— o0 rpymnnax nons3oBarened HMC «CalT», HX THUNOB JOCTylla M YPOBHEM
IIOJTHOMOYHH.

7.2.3. OnpeziesieHne HAMYMS y aKTyaJbHBIX HapyIIUTENle BO3MOXKHOCTU JOCTYyIa
K uHTEepdericaM 00beKTOB BO3ACHCTBUSI.

7.2.4. OnpeiesieHne akTyalbHBIX CIIOCOOOB peanu3anud (BOZHUKHOBEHUS) yrpo3
O6e3omacHOCTH HMH(POPMALIMM  aKTyaJbHBIM HApyIIUTENIEM 4Yepe3 JOCTYIHBIE €My
uHTepPeiichl 00bEKTOB BO3ECHCTBUS.

7.3. Pe3ynbTathl Tpoliecca OMNpENeieHHs] aKTyallbHBIX CIOCOO0B pean3aliu
(BOBHMKHOBEHHMSI) Yyrpo3 0€30MacHOCTH MH(POpPMAlIUY, BKIIOYAIOUIUE OMHCAaHUE CIOCOO0B
peannzanyu (BOZHUKHOBEHHUS) yrpo3 0€301acHOCTH MH(GOpPMAlUU, KOTOPbIE MOTYT OBbITh
UCMOJIb30BaHbl AKTYaJIbHBIMU HApYIIMTENISMU, U ONMCAHHE HHTEPPENcOoB OOBEKTOB
BO3JEHCTBHUSA, JOCTYITHBIX JUIsl UCIIOJIb30BAHMS aKTyaJIbHBIM HAPYIIUTENSAM, IIPEICTABIICHBI
B Ta0imie 13.



Tabnuna 13 — OnpegeneHue akTyalbHBIX CIOCOOOB peanu3aluu
yrpo3 0e30MmacHOCTH UH(OOPMALIMK U COOTBETCTBYIOIINE UM
BUJIbI HAPYIIUTEIEH U X BOBMOKHOCTH

Karteropus Crocoonl
Bua napymureas Hapymures | O0beKTbl BO3ACHCTBUSA JocTtynubie nHTEepdenchl peann3anuu
sl (mpenTuduKaTOp)
ABTOPU30BaHHbIE MOJIB30- BnyT- BIOS/UEFI ®usnyeckuit goctyn k annapatiomy | CP.8; CP.9; CP.11
BaTEJIM CUCTEM U CETEil pEeHHUM obecneuenuto BIOS

XML-cxema, nepenana- Kanansl cBsi3u y3110B oKkanbHOU Bel- | CP.10

emMasi MeXy KIIMEHTOM U | YUCIUTEIbHOU CeTH

CepBEpPOM

baza nannbIx [Mpuknaanoe npunoxenue, ucnonszy- | CP.1
folee 6a3y TaHHBIX

Beo6-caiit Be6-untepdeiic monp3zoBarens Be6- | CP.1; CP.2
canra

Be6-cepsep Kanane! cBsi3u y3:10B nokanbHOM Bel- | CP.1; CP.2

YUCIUTEILHOU CETHU

Sammunraemas uHpopma-
LS

Hoctyn uepe3 cpeacTBa BHIYUCIIN-
TEJILHOU TEXHUKU

CP.1; CP.4; CP.8;
CP.11

Kanansl cBsizu y3110B jokanbHOU Bel- | CP.10
YUCIIATEIIbHON CETH
duznueckuit Joctyn K nporpammuo- | CP.7; CP.11
anmnapaTHbIM CpeACTBaM 00pabOTKU
uH(bOpMAaITIH

MauivHHbIA HOCUTETb JocTyn uepe3 cpencTBa BEHIYUCITU- CP.8; CP.9

uH(GOpPMAIINH B COCTABE

TEJIHLHOU TEXHUKU




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
CPEACTB BBIYUCIUTEIBHON | DU3NUECKHUM JOCTYI K MAIIMHHBIM CP.11
TEXHUKHU HOCHUTEJSIM UH(OpMauu
MukponporpaMmmHoOe KoHconp ynpaBieHrus MUKpOIIPOr- CP.1; CP.8
o0ecrnieyeHue paMMHBIM o0OecreueHueM

OO6nekThl (haitnoBoi cuc-
TEMBbI

Joctyn yepes cpencTa BBIYACITU-
TEJILHOU TEXHUKU

CP.1; CP.4; CP.g;
CP.9

KaHanbl cBsi3U y3710B TOKAJIBHOMN BbI-
YUCJIUTEIBHOMN CeTH

CP.1; CP.4; CP.8

PU3UYECKUH TOCTYI K MAITMHHBIM
HOCHUTEJISIM HUH(pOpMAITUU

CP.1; CP.4; CP.9;
CP.11

[IpukiagHoe nporpam-
MHOE obecrieueHne

Joctyn uepe3 cpeacTBa BHIYUCIIN-
TEJILHOU TEXHUKHU

CP.1; CP.4; CP.8;
CP.9

Kanansl cBsi3u y3110B nokanbHoi Bel- | CP.1; CP.12
YUCJIUTEIBHON CETH
CeteBoe 000pymoBaHHE Kanane! cBsi3u y3:108B jgokanbHOM Bel- | CP.1; CP.12

YUCIUTETLHOU CETHU

CeteBoe mporpaMMHOE
obecrnieueHue

Jloctyn yepes cpelicTBa BBIYUCITIU-
TEJILHON TEXHUKH

CP.1; CP.4; CP.5;
CP.8; CP.9




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)

KaHanbl cBsI3M y3710B JTOKAIBLHOMN BbI-
YUCTUTEIHLHON CETH

CP.1; CP.8; CP.12

CucremMHO€e IPOrpaMMHOE

Jloctyn yepe3 cpeacTBa BHIYUCIIN-

CP.1; CP.2; CP 4,

oOecrnieueHue TEIbHON TEXHUKHU CP.8; CP.9
Kanane! cBsi3u y3:10B nokanbHOM Bel- | CP.1; CP.2
YHCIUTEIHHOU CeTH

CpenctBo Beruucnurenb- | UHTepdeticel noakmouenus cbeMubix | CP.1; CP.2

HOM TEeXHUKH MalIUHHBIX HOCHUTENEH nHpOpMaIuu
Kanansl cBsi3u y3510B JIokasibHOM BeI- | CP.1; CP.2

YUCIUTEIHLHOU CETHU

[Tonp3oBaTenbckuii HHTEPQEC pa-
OOTBI C CUCTEMHBIM ITPOTPAMMHBIM
obecrnieueHueM

CP.1; CP.2; CP.8

PU3NYECKU JOCTYII K TPOrPAMMHO-
amnmapaTHBIM CpelIcTBaM 00paboTKH
uH(bOpMAaITIH

CP.8; CP.9; CP.11

V3en BBIYMCIUTENBHON
ceTu (aBTOMaTU3UPOBAH-
HBbIE pabouune MecTa, cep-
BEpa, MapuIpyTU3aTOPHI,

['padmuecknii uaTEpdEiic TOKATHHO-
T'0 B3aUMOJICHCTBHS TIOJIB30BATEIS C
y3JI0M BBIYUCIIUTEIIBHON CETH

CP.2; CP.8

KaHabl CBsI3M y3710B JJOKAJIBHOM BBbI-

CP.1; CP.2; CP.12




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)

KOoMMyTaTopsl, IoT-yc- YUCJIUTEIIBHON CeTU

TPOWCTBA U T.II.)
duznueckuil 1ocTyn K nporpammuo- | CP.9; CP.11
anmnapaTHBIM CpeJICTBaM 00paboTKu
uH(pOopMaIH

VYyerHble aHHbIE M0B30- | JJocTymn k oObekTam ¢aiinosoii cucre- | CP.1; CP.8

BaTeNsA MBI, COJIEPKAIUM yUYETHBIE TaHHbIE
M10JIb30BaTeIs
Kanansl cBsi3u y3110B JToKainbHOU Bel- | CP.10
YHCIUTEIBHOU CeTH

briBmine (yBoseHHbIE) pa- Buemnuit | XML-cxema, nepegana- KaHnanbl cBsI3M C BHEIITHUMU WH- CP.10

OOTHHKH (TTOJTH30BATEIIH )

cMasd MCKAY KIIMCHTOM U

q)OpMaLII/IOHHO-TCJICKOMMYHI/IKEIHI/IOH-

cepBEepOM HBIMH CETSIMH
Be0O-caiit Kanansl ¢cBSI3M ¢ BHEIITHUMH UH- CP.1; CP.2; CP.12
bopMaIMOHHO-TEIIEKOMMYHHUKAITHOH-
HBIMH CETSIMH
Be6-cepsep KaHaJb! cBsI3U C BHEIIIHUMU UH- CP.1; CP.2; CP.12

(b opMaIMOHHO-TEIEKOMMYHHUKAITMOH-
HBIMH CETSMU

3amumiaemas nadopma-
st

Kanabl CBSI3M ¢ BHEIIIHUMU HUH-
bopMaIMOHHO-TEIICKOMMYHHUKAITHOH-
HBIMU CETSIMHU

CP.10

OOBexTHI (aitnoBoi cuc-
TEMBI

Kananbl CBSI3M ¢ BHEIIIHUMU HUH-
bopMaIMOHHO-TEIICKOMMYHHKAITHOH-
HBIMH CETSIMH

CP.1; CP.4; CP.8

CeTeBoe mporpaMMHOE

Kanansl ¢BSI3U ¢ BHEIIHUMHU HUH-

CP.1; CP.8; CP.12




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
obecrnieueHue bopMaIlMOHHO-TEJIEKOMMYHUKAIIMOH-
HBIMU CETAMU
CeteBoil Tpaduk Kanansl ¢BSI3M ¢ BHEITHUMHU HUH- CP.1; CP.8; CP.10;
dbopmalmoHHO-TeIeKOMMYHUKaMoH- | CP.12
HBIMU CETIMU
Cucremnoe nporpammMuoe | Kananbl CBsI3u ¢ BHEIIHUMU WH- CP.1; CP.2
obecrnieueHue bopMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETSIMU
Cpencto BeiuncauTenb- | KaHanibl CBsI3U ¢ BHEUTHUMU WH- CP.1; CP.2
HOU TEXHUKH (b opMaIMOHHO-TEIEKOMMYHHUKAIMOH-
HBIMU CETIMU
V3ei1 BEIUNCIIMTEIbHOM Kanansl ¢cBSI3M ¢ BHEIITHUMH HUH- CP.1; CP.2; CP.12
CeTH (aBTOMATU3UPOBAH- | (HOPMAITMOHHO-TEICKOMMYHHUKAIIMOH-
HbIE pabouyne MecTa, Cep- | HBIMHU CETSIMU
BEpa, MapUIPyTHU3aTOPHI,
KoMMyTaTopsl, [oT-yc-
TPOICTBA U T.II.)
YueTHbIEe JaHHBIE IT0JIB30- | KaHabl CBA3M ¢ BHEIIHUMH HH- CP.10
BaTess (b opManMOHHO-TEIEKOMMYHHUKAITMOH-
HBIMU CETIMU
JInna, obecneunBarorye Buemuuii | BIOS/UEFI Koncomas ynpasienus BIOS/UEFI CP.1; CP.8

MIOCTAaBKY MPOrPaMMHBIX,
MIPOrPAMMHO-aNNapaTHBIX

CpeICTB, 00ECTICUNBAIOIINX

CHCTCM

PU3UYECKUH TOCTYI K alnapaTHOMY
obecneuenuto BIOS

CP.8; CP.9; CP.11




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
ammumiaemas uadopma- | Jloctyn uepes cpencTBa BHIYUCITU- CP.1; CP.4; CP.§;
U TEeIbHOU TEXHUKU CP.11
CeteBoe 000pynoBaHue ®usnyeckuit gocryn k nporpammuo- | CP.4; CP.5; CP.8;
anmnapaTHBIM CpeJICTBaM 00paboTKu CP.9; CP.11
uH(pOopMaIIH
CpenctBo Beiuncnutenb- | @usndeckuii nocryn K nporpammuo- | CP.8; CP.9; CP.11
HOU TEXHUKH anmnapaTHBIM CpelicTBaM 00paboTKU
uHopManmu
V3en BBIYMCIUTENBHON ®usuyeckuit goctyn kK nporpammuo- | CP.9; CP.11
CeTH (aBTOMATU3UPOBAH- | allllapaTHBIM CpPeACTBaAM 00pabOTKH
HbIC pabouue MecTa, cep- | nHpopMaIuu
BEpa, MapUIPyTHU3aTOPHI,
KomMMyTaTopsl, [oT-yc-
TPOICTBA U T.II.)
JIuma, obecnieunBaronne BuyTt- BIOS/UEFI Koncounp ynpasienuss BIOS/UEFI CP.1; CP.8
(YHKIIMOHUPOBAaHUE CUCTEM peHHUN
U ceTel win o0ecreunBa- MexanuszMm ooHosiaenuss BIOS/UEFI CP.1; CP.2; CP.8

IOIIHE CUCTEMBI OllepaTopa

DU3UYECKUH TOCTYI K alnapaTHOMY
obecneuenuto BIOS

CP.8; CP.9; CP.11




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)

3amumaemas uapopma- | dusznueckuii foctyn k nporpammuo- | CP.7; CP.11

s anmapaTHBIM CpeACTBaM 00pabOTKH
uH(pOpMaIH

MamuHHbIA HOCUTEND PuU3NYECKU JOCTYII K MALIMHHBIM CP.11

uH(OpMAaIIK B COCTaBE HOCHUTENSIM UH(pOpMauu

CPENICTB BHIYUCIUTEIbHON

TEXHUKU

OO6nbekThl (haitioBoii cuc- | U3UYECKUM TOCTYIT K MAITUHHBIM CP.1; CP.4; CP.9;

TEMbI HOCUTEJISIM HUH(pOpMAITUU CP.11

CeteBoe 000pymoBaHUE ®usnyeckuit goctyn k nporpammuo- | CP.4; CP.5; CP.8;
amnmapaTHBIM CpeCTBaM 00pabOTKHU CP.9; CP.11
uHopManmu

CpenctBo Beluncautenb- | @usnveckuii nocryn K nporpammuo- | CP.8; CP.9; CP.11

HOM TEXHUKH arnmapaTHBIM CpeCTBaM 00pabOTKH
uH(bOpMAaITIH

V3e1 BBIYMCIUTENBHON duznueckuit Joctyn K nporpammuo- | CP.9; CP.11

CeTH (aBTOMAaTU3UPOBAH- | alllapaTHBIM CpeACTBaM 00pabOTKH

HBIE paboune MecTa, cep- | nHpopmauu

BEpa, MapuIpyTU3aTOPHI,

KOMMyTaTopsl, [oT-yc-

TPOWCTBA U T.I1.)

JIuna, npuBIeKaemMble AJisl Buyrt- BIOS/UEFI Koncons ynpasnenus BIOS/UEFI CP.1; CP.8




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
YCTaHOBKH, HACTPOWKH, UC- pEHHUI

IIBITAHWM, IYCKOHAIa104-
HBIX U UHBIX BUJOB pabOT

Mexaumsm oouosienust BIOS/UEFI

CP.1; CP.2; CP.8

du3nyecKuil JOCTYII K almapaTHOMY
obecnieuenuro BIOS

CP.8; CP.9; CP.11

baza nanubIx [Tonw3oBatenbckuit HHTEPdEIc CP.8
CYB]]
Cmyxebnbie mporpammbl komanaHo | CP.8
ctpoku CYB/]

Beo6-caiit Be6-untepdeiic cucremnr anmunuc- | CP.8
TpupoBaHus Beb-caiiTa

Be6-cepsep Cnyxebnbie nporpammbl komanauou | CP.8; CP.9

CTpOKH Jyis yripaBieHusi Be6-cepse-
poM

Sammunaemas uHpopma-
LS

Joctyn uepe3 cpeacTBa BHIYUCIIN-
TEJILHOU TEXHUKHU

CP.1; CP.4; CP.8;
CP.11

duznueckuit Joctyn K nporpammuo- | CP.7; CP.11
anmnapaTHbIM CpeACTBaM 00pabOTKU
uH(bOpMAITIH

Nudopmanmonnas (aBTo- | CpeacTsa 1eHTPAIN30BaHHOTO YIT- CP.8

MaTU3UPOBAHHAsI) CUCTe-
Ma

paBiieHust ”HHOPMaAIIMOHHOMU (aBTO-
MaTHU3UPOBAHHOMN ) CUCTEMOW UJIU €€




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
KOMITIOHEHTaMH
MamuHHbBIA HOCUTEb Hoctyn uepes cpeacTBa BBIYUCIIH- CP.8; CP.9
uH(pOpMAaIIK B COCTaBE TEIbHOU TEXHUKU
CPEICTB BBIYUCIIUTENBHON | DU3UYECKHIA JOCTYI K MAIIMHHBIM CP.11
TEeXHUKHU HOCHUTEJISIM UH(OpMauu
Uepes ¢pynkuuu BBOJa-BbIBOAAa HU3- | CP.9
KOT'0 ypOBHS (IIPSIMOTO JOCTYIIA)
MukponporpaMmmHoe KoHconb ynpaBieHrus MUKpOIIpOr- CP.1; CP.8
oOecrieueHue paMMHBIM o0ecrieueHueM
Mexanusm obHoBnenus mukpornpor- | CP.2; CP.4

PaMMHOTI'O oOecrneueHus

[TpuknaaHoe mporpam-
MHOE o0ecreueHue

I[OCTYI'I qcpe3 CpCaACTBA BBITUCIIHN-
TEJIbHOM TEXHUKHU

CP.1; CP.4; CP.g;
CP.9

CeteBoe 000pymoBaHUE

DU3NYECKUH TOCTYN K TPOrPaMMHO-

CP.4; CP.5; CP.8;

anmapaTHBIM CpelicTBaM 00paboTKu CP.9; CP.11
uHopManmu
CeteBoe mporpaMmMHOE Joctyn yepes cpelicTBa BBIYUCITU- CP.1; CP4; CP.5;
oOecricueHue TEJIbHOM TEXHUKU CP.8; CP.9

CeteBoii Tpaduk

KaHabl CBsI3M y3710B JJOKAJIBHOM BBbI-

CP.1; CP.8; CP.10;




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
YUCJIUTEIIBHON CeTU CP.12

CucremHoOe IpOrpaMMHOE
obecrnieueHue

Joctyn yepes cpencTa BBIYACITU-
TEJILHOU TEXHUKU

CP.1; CP.2; CP 4,
CP.8; CP.9

CpencTBO BHIYUCIUTENb-
HOU TEXHUKHU

NuTtepdeiicsl MoaKIIOYEHUs ChEMHBIX
MaIllMHHBIX HOCUTENEeH nHpOpMaLINH

CP.1; CP.2

[Tonp3oBaTenbckuit HHTEPdEHC pa-
OOTBI C CUCTEMHBIM MTPOTrPAMMHBIM
o0ecrieyeHuEM

CP.1; CP.2; CP.8

PU3NYECKUH TOCTYN K TPOTPaMMHO-
amnmapaTHBIM CpeJCTBaM 00pabOTKH
uHopManmu

CP.§; CP.9; CP.11

VY3en BeIUMCIUTEbHON ['paduuecknit uarepdeiic noxansuo- | CP.2; CP.8
CeTH (aBTOMATU3UPOBAH- | T'O B3aUMOJCHCTBUS MOJIb30BATEINS C
HBbIE pabouyne MecTa, CEp- | y3JIOM BBIYMCIUTEIBHON CETH
Bepa, MapuIpyTu3aTopsl, | KaHaibl ygameHHOro aJIMUHUCTPHU- CP.1
kommyTatopsl, loT-yc- pOBaHUS y371a BRIYUCIUTEIBHON CETH
TPOICTBA U T.II.) duznueckuit Joctyn K nporpammuo- | CP.9; CP.11
anmnapaTHbIM CpeACTBaM 00pabOTKH
uH(bOpMAaITIH
VYuyeTHbIC TaHHBIC TI0JIB30- | JlocTyn k oObekTam daiinoBoit cucre- | CP.1; CP.8

BaTCJIs1

MBI, COACPKAIINM YUYCTHBIC JaHHBIC




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
110JIb30BaTes
OtnenbHble pU3HMUECKUE Buemnunii | XML-cxema, nepenasa- Kanansl cBSI3U C BHEIIHUMU UH- CP.10

auna (Xakepsl)

ceMasd MCXKAY KIMCHTOM U

bopMaIMOHHO-TEIEKOMMYHUKAIIUOH-

CEepBEPOM HBIMH CETSIMHU

Be6-caiir Kanasbl CBSI3U ¢ BHCIIHUMU HH- CP.1; CP.2; CP.12
bopMaIMOHHO-TEJIEKOMMYHUKAIIUOH-
HBIMH CETSIMH

Be6-cepsep Kanaunbl CBSI3M ¢ BHEIIHUMU HH- CP.1; CP.2; CP.12

bopMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETSAMU

Sammunaemas uHpopma- Kananel ¢cBSI31 ¢ BHEIIIHUMHA WH- CP.10
LM dbopMaIMOHHO-TEJIEKOMMYHHUKAITUOH-

HBIMHU CETSIMU
Nudopmanmonnas (aBto- | [lomp3oBaTenu CP.1

MaTU3UPOBAHHAs) CHUCTE-
Ma

OObexTHI (aitnoBoi cuc-
TEMBI

KaHaJb! cBsI3U C BHEIIIHUMU UH-
(b opMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMH CETSIMU

CP.1; CP.4; CP.8

CerteBoe 000pymoBaHUE

Kananbl CBSI3M ¢ BHEIIHUMU HUH-
bopMaIMOHHO-TEIICKOMMYHHUKAITHOH-
HBIMH CETSIMU

CP.1; CP.12

CeteBoe mporpaMMHOE
obecrieueHne

Kananbl CBSI3M ¢ BHEIIIHUMU HUH-
bopMaIMOHHO-TEIICKOMMYHHKAITHOH-
HBIMH CETSIMH

CP.1; CP.8; CP.12

CeteBoii Tpaduk

Kanansl ¢BSI3M ¢ BHEIIHUMU HUH-

CP.1; CP.8; CP.10;




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
dbopmalnmoHHO-TeIeKOMMYHUKaMOH- | CP.12
HBIMU CETAMU
Cucremnoe nporpamMuoe | Kananbl CBsI3U ¢ BHEIIHUMU WH- CP.1; CP.2
obecrnieueHue bopMaIMOHHO-TEJIEKOMMYHUKAIIUOH-
HBIMU CETSIMU
CpenctBo BeiuncauTeNb- | KaHanbl CBSI3U ¢ BHEIIHUMU WH- CP.1; CP.2
HOM TEXHUKH bopMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETSIMU
V3e1 BEIUMCIMTEIbHOM Kananel ¢BsI3M ¢ BHEIIHUMHU HUH- CP.1; CP.2; CP.12
CeTH (aBTOMATU3UPOBAH- | (HOPMAIMOHHO-TEICKOMMYHHUKAIIMOH-
HbIe pabouyne MecTa, Cep- | HBIMHU CETSIMU
BEpa, MapUIPyTHU3aTOPHI,
KoMMyTaTopsl, [oT-yc-
TPOMCTBA U T.II.)
YueTHbIe JaHHBIC 1T0JIB30- | KaHalbl CBA3M ¢ BHEIIHUMH HH- CP.10
BaTess (b opMaIMOHHO-TEIEKOMMYHHUKAIMOH-
HBIMU CETIMU
ITocTaBIIMKHN BEIYUCIUTEID- BuayTt- XML-cxema, nepenana- Kananbl cBSI3u ¢ BHSIIIHUMHU WH- CP.10
HBIX YCJIYT, YCIYT CBSI3H pEHHHUI emMasi MeXIy KIMEHTOM U | (hOpMAaIOHHO-TEIEKOMMYHHUKAIMOH-

CEepBEPOM HBIMH CETSIMH
Be6-caiit Kanansl ¢BSI3U ¢ BHEIIHUMHU HUH- CP.1; CP.2; CP.12
(bopMaImOHHO-TEIICKOMMYHHKAITHOH-
HBIMH CETSIMH
Be6-cepsep Kanaubl CBSI3M ¢ BHEIIIHUMU HUH- CP.1; CP.2; CP.12

bopMaIMOHHO-TEIICKOMMYHHKAITHOH-




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
HBIMH CETSIMU
ammuiiaemas uapopma- | Kananael cBsi3M ¢ BHEIIHUMU WH- CP.10

oyt

bopMaIMOHHO-TEIEKOMMYHUKAIIUOH-
HBIMH CCTSIMU

OO6nekThl (haitnoBoi cuc-
TEMBbI

KaHanbl cBsI3W C BHEIITHUMU WH-
bopMaIMOHHO-TEJIEKOMMYHUKAIIUOH-
HBIMU CETSMU

CP.1; CP.4; CP.8

CerteBoe 000py0BaHUE

KaHnanbl cBsI3U C BHEIITHUMU WH-
bopMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETSIMU

CP.1; CP.12

CerteBoe ITporpaMMHOE
obecnieueHue

Kananel ¢BsI3M ¢ BHEIIHUMHU HUH-
q)OpMaLII/IOHHO-TCJICKOMMYHI’IK&HI/IOH-
HBIMH CCTAMU

CP.1; CP.8; CP.12

CeteBoit Tpaduk

KaHaJb! B34 C BHEIITHUMU UH-
(b opMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETSIMU

CP.1; CP.8; CP.10;
CP.12

V3em1 BBIYMCIIUTENBHON
ceTu (aBTOMaTU3UPOBAH-
HbIE paboune MecTa, cep-
BEpa, MapUIpyTU3aTOPHI,
KOMMYyTatopsl, l0T-yc-
TPOICTBA U T.I1.)

Kanaubl CBSI3M ¢ BHEIIIHUMU HUH-
bopMaIMOHHO-TEIICKOMMYHHUKAITHOH-
HBIMH CETSAMH

CP.1; CP.2; CP.12

YueTHbIC JaHHBIC ITOJIb30-
BaTCJIs1

Kanaubl CBSI3M ¢ BHEIIIHUMU HUH-
bopMaIMOHHO-TEIICKOMMYHHKAITHOH-
HBIMH CETSIMHU

CP.10




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
[IpecTynHble rpynmsl (Kpu- Buemnuii | BIOS/UEFI Konconp ynpasnenuss BIOS/UEFI CP.1; CP.8

MUHaJIbHBIE CTPYKTYPHI)

Mexaumsm oouosienust BIOS/UEFI

CP.1; CP.2; CP.8

XML-cxema, nepenana-
eMas MeXI1y KIIMEHTOM U

KaHanbl cBsI3U C BHEIITHUMM WH-
bopMaIMOHHO-TEIEKOMMYHUKAIIUOH-

CP.10

CEepBEPOM HBIMU CETSIMU
Be6-caiir Kananel ¢BsI3M ¢ BHEIIHUMHU HUH- CP.1; CP.2; CP.12
bopMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETAMU
Be6-cepsep KaHnanbl cBsI3M C BHEIITHUMU WH- CP.1; CP.2; CP.12

q)OpMaHI/IOHHO-TCJICKOMMYHI/IKEIHI/IOH-
HBIMH CCTAMU

Sammunraemas uHpopma- Kananbl cBSI3U ¢ BHEIIIHUMHU WUH- CP.10
LM bopMaIMOHHO-TEIIEKOMMYHHUKAITHOH-
HBIMH CETSIMU
Nudopmanmonnas (aBto- | [lonbs3zoBatenu CP.1
MaTU3UPOBAHHAs) CUCTe-
Ma
OO6nbekThl (haitmoBoii cuc- | Kanaasl cBs3M C BHCITHUMH HH- CP.1; CP.4; CP.8
TEMBI bopMaIMOHHO-TEIICKOMMYHHUKAITHOH-
HBIMHU CETSIMU
CeteBoe 000pymoBaHUE Kanausl CBSI3M ¢ BHEIIIHUMU HUH- CP.1; CP.12

bopMaIMOHHO-TEIICKOMMYHHKAITHOH-
HBIMU CETSIMHU




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
CereBoe mporpamMmMHOE KaHanb! cBsI3U C BHEIITHUMU WH- CP.1; CP.g8; CP.12
obecrnieueHue bopMaIMOHHO-TEIEKOMMYHUKAIIUOH-
HBIMU CETAMU
CeteBoil Tpaduk Kanansl ¢cBSI3M ¢ BHEIITHUMHU HUH- CP.1; CP.8; CP.10;
dbopmalmoHHO-TeIeKOMMYHUKaMoH- | CP.12
HBIMU CETIMU
Cucremnoe nporpammHoe | Kananbl CBsI3u ¢ BHEITHUMU WH- CP.1; CP.2
obecrnieueHue bopMaIMOHHO-TEIEKOMMYHHUKAITUOH-
HBIMU CETSIMU
CpenctBo BeiuncauTeNb- | KaHasbl CBSI3M ¢ BHEITHUMU WH- CP.1; CP.2
HOU TEXHUKH (b opMaIMOHHO-TEIEKOMMYHHUKAIMOH-
HBIMU CETIMU
V3ei1 BEIUMCIIMTEIbHOM Kanansl ¢cBSI3M ¢ BHEIITHUMH HUH- CP.1; CP.2; CP.12
CeTH (aBTOMATU3UPOBAH- | (HOPMAIITMOHHO-TEIEKOMMYHHUKAIIMOH-
HbIE pabouyne MecTa, Cep- | HBIMHU CETSIMU
BEpa, MapUIPyTU3aTOPHI,
KomMMyTaTopsl, [oT-yc-
TPOICTBA U T.II.)
YueTHbIEe JaHHBIE ITOJIL30- | KaHaJbl CBA3M ¢ BHEIIHUMH HH- CP.10
BaTess (b opManMOHHO-TEIEKOMMYHHUKAITMOH-
HBIMU CETIMU
CucTtemMHbIe aIMUHHUCTpA- BuyTt- BIOS/UEFI Koncounps ynpasienuss BIOS/UEFI CP.1; CP.8
TOPBI U AIMUHHUCTPATOPBI pEHHHUI

0€30MacCHOCTH

Mexanusm oonoiieauss BIOS/UEFI

CP.1; CP.2; CP.8




Bua napymuresast

Kareropus
HAPYLIUTEJI
|

O0BeKThI BO3AeHCTBUSA

JlocTynHbIe MHTEP(eichbl

Coco0b1
peaju3aunuu
(mpenTuduKaTOp)

PU3UUECKUM TOCTYII K alnapaTHOMY
obecrneuenuto BIOS

CP.8; CP.9; CP.11

XML-cxema, nepenana- Kanansl cBsi3u y3110B oKkanbHOU Bel- | CP.10

eMas MeXI1y KIMCHTOM M | YUCITUTEIbHOM CEeTH

CepBEPOM

baza nanHbIx [Tonw3oBaTenbckuit HHTEPdEIC CP.8
CYB]]
Cmyxebnbie mporpammbl komanaHo | CP.8
ctpoku CYB/]

Beo6-caiit Be6-untepdeiic cucremnr anmunuc- | CP.8
TpupoBaHus Beb-caiita

Be6-cepsep Cnyxebnbie nporpammbl komananou | CP.8; CP.9
CTpOKH Jyis yripaBieHusi Be6-cepse-
pom

3amumaemas uagopma- | Jloctyn yepes cpecTBa BHIYUCIN- CP.1; CP.4; CP.8;

100581 TEJIbHON TEXHUKH CP.11
Kanansl cBsizu y3110B jokanbHOU Bel- | CP.10
YUCIIATEIIbHON CETH
duznueckuit Joctyn K nporpammuo- | CP.7; CP.11

anmnapaTHbIM CpeACTBaM 00pabOTKH
uH(bOpMAaITIH

Wudopmanmonnas (aBTo-

ITporiecc cozmanus (MOJIEpHU3AINN)

CP.4; CP.8; CP.9




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)
MaTHU3UPOBAHHAsA) CUCTEe- | MHPOPMAIIMOHHON (aBTOMATU3UPO-
Ma BaHHOM ) CUCTEMBI
CpencTBa LIECHTPaIU30BAHHOTO YII- CP.8
paBieHust UHGOPMAIMOHHOM (aBTO-
MaTU3UPOBAHHOI) CUCTEMOM WM ee
KOMITOHEHTaMH
MauvHHbIA HOCUTETb JocTyn uepes cpencTBa BEIYUCITU- CP.8; CP.9
uH(OpMAIIH B COCTaBE TEIbHOU TEXHUKU
CPEICTB BBIYUCIIUTENBHON | DU3UYECKHI JOCTYI K MAIIMHHBIM CP.11
TEXHUKHU HOCHUTEISIM UH(OpMaIuu
Uepes pyHKIIMU BBOTA-BBIBOAA HU3- CP.9
KOT'0 YpOBHS (IIPSIMOTO JIOCTYTIA)
MuxkpornporpaMmMHOE Konconb ynpaBieHUs: MUKPOIIPOT - CP.1; CP.8
oOecrieueHue paMMHBIM o0ecTieueHueM
Mexanusm obnoBnenus mukporpor- | CP.2; CP.4

paMMHOT0 obecTiedeHuUs

OObexTHI (aitnoBoi cuc-
TEMBI

Joctyn uepe3 cpeacTBa BHIYUCIIN-
TEJILHOU TEXHUKHU

CP.1; CP.4; CP.8;
CP.9

KaHab! cBsI3M y3710B JJOKAJIBHOM BbI-
YUCIIUTEIIBHON CETH

CP.1; CP.4; CP.8

@U3NYECKUN JOCTYI K MAIIMHHBIM
HOCHUTENSM UHPOpMAIUU

CP.1; CP.4; CP.9;
CP.11




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)

[IpuknagHoe nporpam-
MHO€ o0ecreueHue

Jloctyn uepes cpencTsa BBIUYACITU-
TEJIBHOM TEXHUKHU

CP.1; CP.4; CP.§;
CP.9

Kanansl cBsi3u y3510B tokanbHOM Bel- | CP.1; CP.12
YUCJIUTENBHON CETU
CeteBoe 000pymoBaHUE Kanane! cBsi3u y3108B nokanbHO#M Bel- | CP.1; CP.12

YUCJIMTEIILHOU CETH

PU3NUECKUH JTOCTYN K TPOrPaMMHO-
anmnapaTHBIM CpelicTBaM 00paboTKU
uHopManmu

CP.4; CP.5; CP.g;
CP.9; CP.11

CeteBoe mporpaMmMHOE
obecrnieueHue

Joctyn uepe3 cpeacTBa BHIYUCIIN-
TEJILHOU TEXHUKHU

CP.1; CP.4; CP.5;
CP.8; CP.9

KaHab! cBsI3M y3710B JJOKAJIBHOM BbI-
YUCIIUTEIIBHON CETH

CP.1; CP.8; CP.12

CereBoii Tpaduk

KaHab! cBsI3M y3710B JTOKAJIBHOM BbI-
YUCIIATEIIBHON CETH

CP.1; CP.8; CP.10;
CP.12




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)

CucremHoe nporpamMmHoe | Jloctym uepes cpeacTBa BHIYUCIIH- CP.1; CP.2; CP .4,

oOecrieucHue TEIbHON TEXHUKHU CP.8; CP.9
Kanansl cBsi3u y3510B JlokasibHOM BeI- | CP.1; CP.2
YUCJIUTENBHON CETU

CpenctBo Beruucautenb- | Untepdeiicel noakmouenus cbeMubix | CP.1; CP.2

HOUN TEXHUKH MalIUHHBIX HOCHUTENEH nHpOpMaIuu
Kanansl cBsi3u y3110B JIokasibHOM BeI- | CP.1; CP.2

YHUCJUTEIILHON CEeTH

[Tonp3oBaTenbckuit HHTEPdEHC pa-
OOTBI C CUCTEMHBIM MTPOTrPAMMHBIM
o0ecreyeHueEM

CP.1; CP.2; CP.8

DuU3UUECKUH TOCTYN K TPOrPaMMHO-
arnmapaTHBIM CpeCTBaM 00pabOTKH
uHopManmu

CP.§; CP.9; CP.11

V3em1 BBIYMCIIUTENBHON
ceTu (aBTOMaTU3UPOBAH-
HbIE paboune MecTa, cep-
BEpa, MapUIpyTU3aTOPHI,
KOMMyTaTopsl, [oT-yc-
TPOMCTBA U T.II.)

['paduyecknii maTEpdEiic TOKaTBHO-
T'0 B3aUMOJICHCTBHS TIOJIb30BATEIS C
y3JI0M BBIYUCIIUTEIIBHON CETH

CP.2; CP.8

KaHab! cBsI3M y3710B JJOKAJIBHOM BbI-
YUCIIUTEIIBHON CETH

CP.1; CP.2; CP.12

Kanansl y1aieHHOTO aIMUHUCTPH- CP.1
pOBaHUS y3Jia BEIYUCIUTEIHLHON CETH
duznueckuit Joctyn K nporpammuo- | CP.9; CP.11




Kareropus Croco0mbI
Bua napymuresast HapywurTes | O0beKTbl BO3ACHCTBUSA JlocTynHbIe MHTEP(eichbl peanu3anuu
1 (mpenTuduKaTOp)

amnmnapaTHBIM CpeACTBaM 00pabOTKH
uH(pOopMaIIH

VYyetnble gaHHbIe M0NB30- | JJocTyn k oObekTaM ¢aiinosoii cucre- | CP.1; CP.8

BaTeNsA MBI, COJIEPKAIUM yUYETHBIE TaHHbIE
110JIb30BaTEIs
Kanansl cBsi3u y3110B oKkanbHOU Bel- | CP.10

YUCJIMTEIILHOU CETH




8. AKTya/IbHbIe YTPO3bl 0€30NaCHOCTH HH(pOpMALNHU

8.1. B xoze oueHku yrpo3 6€30macHOCTU MH(POPMAIUU ONPEEIIIOTCS BO3MOXKHbBIE
yrpo3bl 0€30MaCHOCTH MH(OPMAIUU U IPOU3BOJIUTCS UX OLIEHKA Ha akTyalbHOCTh it UC
«CallT» — akTyalbHbI€ YTPO3bl 0€30MaCHOCTH UH(POPMALIHH.

8.2. Ilpouecc ompenenaeHusi akTyaJlbHbIX YIrpo3 0€30MacHOCTH HH(pOpMalUU
BKJIFOYAJL:

8.2.1. Boinenenne u3 MCXOJHOTO IMEpedHs yrpo3 Oe30MacHOCTH HH(OopMauuu
BO3MOXHBIX YIpo3 IO CJEAYIOLEMY MPUHIMIY: Yrpo3a Oe30macHoCTH HHpopManuu
MPU3HAETCS BO3MOXKHOM, €CIM HMEIOTCS HapylIUTelb WIM WHOM HCTOYHUK YIPO3bI,
O00BEKT, Ha KOTOPBIM OCYHIECTBISETCS BO3JACHCTBUE, CHOCOO peanu3aluu  Yrpo3bl
6e3onacHocTH MHGOPMALIMKM, W peaju3alus yrpo3bl MOXKET NPUBECTH K HETaTUBHBIM
MOCIIE/ICTBUSIM

VbW = [HapymuTens (MICTOYHUK YIpo3bl); 00BEKTHI BO3JEHCTBUSA; CIIOCOObI
peanu3anuu yrpo3bl; HEraTUBHbIE MOCIEACTBUSA |

B xauecTBe MCX0AHOTO MepedHst yrpo3 0e30MacHOCTH UH(POPMALIMK UCTIONB30BAJICA
0aHK JaHHBIX yrpo3 OeszomacHocTH uHpopmanuu, chopmupoBanHbiii DCTIK Poccum
(http://bdu.fstec.ru/).

[lepedeHb UCKIIIOYEHHBIX U3 UCXOJTHOTO NIEPEUHS yIpo3 6€30MacHOCTH HH(POpMaLIUU
npeactanieH B [Ipunoxenun Ne 3.

8.2.2. O1ieHKy BO3MOXHBIX YIpo3 Ha MPEIMET aKTyaJIbHOCTH IO CICAYIOIIEMY
NPUHIIMITY: YIpo3a MPU3HAETCS aKTyaJlbHOM, €CITM MMEeeTCs XOTs Obl OJUH ClieHapui
peanuszanuu yrpo3bl 0€30MacHOCTH HH(POPMALIHH.

CueHapuu OMNpeAeNstoTcss JJii COOTBETCTBYIOIIMX CIOCOOOB peaau3alud yrpo3
0e301acHOCTH UH(pOpMAITHH.

Onpenenenue ClEHApUEB NPEAYyCMAaTPUBAET YCTAHOBJIEHUE IIOCIIEIOBATEIIBHOCTH
BO3MOJKHBIX TAKTUK M COOTBETCTBYIOUIMX MM TEXHHK, IPUMEHEHHUE KOTOPBIX BO3MOKHO
aKTyaJbHBIM HapyILIUTEJIEM C COOTBETCTBYIOIIMM YPOBHEM BO3MOKHOCTEH, a TaKkKe
JIOCTYITHOCTH  MHTep(dEcoB  aiii  HMCTHOJIB30BaHMUS  COOTBETCTBYIOIIUX  CIOCOOOB
peanu3amnuu yrpo3 06e30macHoCTH HHGOPMAIIUH.

IlepeyeHb OCHOBHBIX TaKTUK M COOTBETCTBYIOIIMX KM THIOBBIX TEXHUK,
UCIIOJIB3YEMBIX ISl IIOCTPOCHMSI CIIEHAapUEB peanu3aluud yrpo3 0e€30MacHOCTH
uHdopmaruu npeacrasieH B [Ipunoxenun Ne 4.

8.3.Ilo pe3ymbTaTamM OILEHKH BO3MOXHBIX YIp0o3 O€30MaCHOCTH BBISBICHO
aKTyaslbHBIX yrpo3: 125. UToroBblii mepeueHb aKTyaldbHBIX yrpo3 O€30MacHOCTU
uHdopmaru npencrapieH B Tadmuie 14. BeiBoabpl 00 akTyanbHOCTH yIpo3 0€30MacCHOCTH
uHOpMAllMd C TPUBEACHHBIMU CHEHApUAMHU HX pealu3alii TpEeACTaBICHBl B
[Tpunoxennu Ne 5.

Tabnuna 14 — AxTyasibHBIC YTPO3bI 0€30MACHOCTH HH(POPMAIUN

HUpentn-
¢puxarop HaunMeHoBaHue yrpo3nbl
YIpo3bl

YBUN.004 | Yrposa anmapataoro copoca mapois BIOS

YBUN.006 | Yrposa BHenpeHUs KOAA UIW JaHHBIX

YBUN.007 | Yrposa Bo3A€HCTBUSA HA TPOTPAMMBI C BBICOKUMU MTPUBUJIETUAMU




HUnentu-

(puxarop HaumenoBaHue yrpossl

yIrpo3bl

YBM.008 | Yrpo3a BOCCTaHOBIJIEHUS W/WJIY MOBTOPHOI'O UCIIONIb30BaHUS ayTeHTU(UKA-
IMOHHOW MH(pOpMaALUU

YBIM.009 | Yrpo3a BoccTaHOBIIEHUS Npeblyliel ysa3BuMoit Bepcuu BIOS

YBM.012 | Yrpo3a necTpyKTUBHOI'O U3MEHEHUSI KOH(PUTypalluu/cpeibl OKPYKEHUS
porpaMmm

YBUM.013 | Yrpo3a necTpyKTUBHOIO UCIIOIb30BAHUS JEKJIAPUPOBAHHOIO (DYHKIIMOHATIA
BIOS

YBN.014 | Yrpo3a AnuTenbHOro yAep:KaHusl BBIYUCIUTENBHBIX PECYPCOB MOJIb30BaTE-
JSIMHA

YBU.015 | Yrposa noctyna K 3aniuiiaeMbIM (aitiam ¢ UCIOIb30BaHUEM 00XOHOTO Y-
TH

YBN.016 | Yrposa goctyna K JOKaJbHbIM (haiisiam cepBepa npu nomoiu URL

YBU.018 | Yrpo3za 3arpy3ku HEMTATHOW ONEPAIMOHHON CUCTEMBI

YBU.019 | VYrposa 3apaxenust DNS-kemia

YBI.022 | Yrpo3a n30bITOYHOTO BBIJICJICHUS ONIEPATUBHON MaMATH

YBUN.023 | Yrpo3a u3MeHeHusi KOMIIOHEHTOB HH()OPMAIIMOHHOW (aBTOMATU3UPOBAHHOM )
CHUCTEMBI

YBU.025 | Yrpo3a u3MeHEeHHs] CUCTEMHBIX U TJI00ATBbHBIX MEPEMEHHBIX

YBU.027 | Yrpo3a uckakeHusi BBOJUMOW U BBIBOJIMMOM Ha TiepudepuiftHbIe YCTPOMCTBA
uHbOpMaIUH

YBUN.028 | Yrpo3a ucnonbp30BaHus aIbTEPHATUBHBIX MyTEH TOCTyIa K pecypcam

YBUN.030 | Yrposa ucnonp3oBanus HHGOpMAIMKU HACHTU(PUKAIMN/ayTeHTU(DUKAIINH, 3a-
JTAHHOM 10 YMOJITYaHUIO

VYBU.031 | Yrpo3a ucnosb30BaHUsS MEXaHU3MOB aBTOPU3AIMU AJIsI TOBBILICHUS TTPU-
BHJICTU U

YBU.032 | Yrpo3a ucnonb30BaHus MOAASABLHBIX MUGPOBHIX noanuceit BIOS

YBU.033 | Yrpo3a ucnonp3oBaHus ¢1abocTell KOJTUPOBAHMS BXOIHBIX JAHHBIX

YBU.034 | Yrpo3a ucnoib30BaHus CIa00CTEH MPOTOKOJIOB CETEBOTO/IOKATHFHOTO O0OMe-
Ha JAHHBIMU

YBUN.036 | Yrpo3sa uccienoBaHus MEXaHU3MOB paOOTHI TPOTPAMMBI

YBUN.037 | Yrposa uccrienoBanus NPUIOKEHUS Yepe3 OTUETHI 00 omubKax

YBU.039 | Yrposa ucuepnanus 3amaca KiIroueh, HeoOXoauMbIX st oOHoBIeHH BIOS

YBbU.041 | Yrposa MexxcalTOBOr0 CKpUNTHUHIA

YBbUN.042 | Yrpo3a MexcalTOBOM MOJNJIENIKH 3aMpoca

YBU.045 | Yrposa Hapymenust uzonsiuu cpenbl ucnoanenus BIOS

YBbUN.049 | Yrposa HapymieHus HEeJIOCTHOCTH JAHHBIX Kella

YBU.051 | Yrpo3a HEBO3MOXKHOCTH BOCCTAHOBJIEHUS ceccuu paboThl Ha [T9BM mipu BbI-
BOJIE U3 MPOMEKYTOUHBIX COCTOSIHUN MUTAHUS

YBU.053 | Yrpo3a HEBO3MOKHOCTH YIIPABJICHH TpaBamMu nosb3oBateneid BIOS

YBU.061 | Yrpo3a HEKOPPEKTHOTO 3aaHUsI CTPYKTYPBI JAHHBIX TPAH3AKIUH

YBUN.062 | Yrpo3a HEKOPPEKTHOTO UCIOJIb30BAHUS PO3PAYHOTI0 NPOKCH-CEPBEPA 32




HUnentu-

(puxarop HaumenoBaHue yrpossl

yIrpo3bl
cY€T MIarnHoB Opaysepa

YBUN.063 | Yrpo3a HEKOPPEKTHOI'O UCTIOIB30BAHUS (PYHKIIMOHAJIA IPOTPAMMHOTO U aI-
napaTHOro obecreyeHust

YBU.067 | Yrpo3a HenmpaBOMEPHOTO 03HAKOMJICHUS € 3aluiiaeMon nHpopmarmei

YBU.068 | Yrpo3a HenmpaBoOMEPHOTO/HEKOPPEKTHOTO UCTIOJb30BaHUs HHTEpdelica B3a-
UMOJICHCTBHUSI C IPUIIOKEHUEM

YBU.069 | Yrpo3a HenpaBOMEpPHBIX AEHCTBHI B KaHAJIaX CBI3H

YBU.071 | Yrpo3a HECaHKIIMOHMPOBAHHOT'O BOCCTAHOBIICHUS YAAJIEHHON 3alIUIIIAEMON
uH(bOpMaIIH

YBU.072 | Yrpo3a HeCaHKIIMOHUPOBAHHOTO BHIKJIFOYEHUS WM 00X0/1a MeXaHHU3Ma 3a-
muThI oT 3anucu B BIOS

YBU.073 | Yrpo3a HeCaHKIIMOHUPOBAHHOTO JIOCTYTA K aKTUBHOMY U (WUJIM) TACCUBHOMY
BUPTYaJIbHOMY U (W) (PU3NUYECKOMY CETEBOMY 000pYI0BaHUIO U3 (hru3ndec-
KOM ¥ (UJIM) BUPTYaJIbHOM CETH

YBN.074 | Yrpo3a HeCaHKIIMOHUPOBAHHOTO JIOCTYMA K ayTeHTU(PUKAIIMOHHOMN HH-
dbopmanmu

YBU.085 | Yrpo3a HeCaHKIIMOHUPOBAHHOIO I0CTYMa K XpaHUMOM B BUPTYaJIbHOM IpOC-
TPAHCTBE 3alUIIaeMO HHPOpMaLIUU

YBU.086 | Yrpo3a HECaHKIIMOHMPOBAHHOTO U3MEHEHUS ayTeHTU(UKAIIMOHHON HH-
dbopmaruu

YBU.087 | Yrpo3a HECaHKIIMOHUPOBAHHOTO UCIIOIB30BaHUS MPUBUWICTUPOBAHHBIX (DYH-
kuuii BIOS

YBUN.088 | Yrpo3a HeCaHKIIMOHUPOBAHHOTO KOTTMPOBAHMS 3alUIIIAeMOi HHOpMaIIUn

YBU.089 | Yrpo3a HeCAaHKIIMIOHMPOBAHHOTO PEAAKTUPOBAHUS PEECTpa

YBU.090 | Yrpo3a HECAaHKIIMOHMPOBAHHOTO CO3/IaHMS YUYETHOW 3aIIMCH MOJIb30BATENS

YBUM.091 | Yrpo3a HeCaHKIIMOHUPOBAHHOTO YJAJICHUS 3allUIIIaeMOi HHpOpMaIuu

YBUN.093 | Yrpo3a HeCaHKIIMOHUPOBAHHOTO YIIpaBiIeHUs Oypepom

VYBU.094 | Yrpo3a HECAaHKIIMOHHUPOBAHHOTO YIPABJICHUSI CAHXPOHU3AIMEN U COCTOSIHU-
eM

YBU.095 | Yrpo3a HeCaHKIIMOHMPOBAHHOTO YIPABJIEHHUS YKa3aTeIIMU

YBU.098 | Yrposa oOHapy>KeHUS OTKPBITHIX MOPTOB M HACHTU(DUKAIIMY TPUBA3AHHBIX K
HUM CETEBBIX CITYKO

YBUN.099 | Yrpo3a oOHapykeHHUS XOCTOB

YBM.100 | Yrposa 00x01a HEKOPPEKTHO HACTPOCHHBIX MEXAHU3MOB ayTCHTU(UKAIINH

YBbU.102 | Yrpo3a onocpeaoBaHHOTO YIIPABIECHUS IPYIIION NPOrpaMM 4€PE3 COBMECTHO
UCIIOJIb3YEMbIE TAHHbIE

YBU.103 | Yrpo3a onpezeneHusi TUNOB OOBEKTOB 3aLUTHI

YBbU.104 | Yrposa onpeaeneHust TONOJIOTUHA BEIYUCIUTEIBHON CETH

YBU.109 | Yrpo3a nepebopa Bcex HACTPOEK U MapaMeTPOB MPUIIOKEHUS

YBU.111 | Yrpo3sa neperaun 1aHHBIX O CKPBITHIM KaHaJIaM

YBU.113 | Yrpo3sa nepe3arpy3ku anmnapaTHbIX U IPOTPaMMHO-ANIIAPATHBIX CPEJICTB BbI-




HUnentu-

(puxarop HanmeHoBaHue yrposnl

yrpo3bl
YUCUTEIHLHON TEXHUKH

YBU.114 | Yrpo3a nepenoaHeHus HEeJIOYUCICHHBIX TEPEMEHHBIX

YBU.115 | Yrpo3a nepexBara BBOAUMOM U BBIBOJUMOM Ha niepudepuiiHbie yCTPOUCTBA
uH(OpMaLIH

YBU.116 | Yrpo3a nepexBara JaHHBIX, IE€PEIABAEMBIX IO BEIYMCIUTEIBHOMN CETH

YBU.117 | Yrpo3a nepexsara NpuBUIETHPOBAHHOTO MTOTOKA

YBU.118 | Yrpo3a nepexsaTta npuBUIECTMPOBAHHOTO Mpoliecca

YBU.121 | Yrpo3a noBpexaeHus CUICTEMHOIO peecTpa

YBU.122 | Yrpo3a noBbIIEHNS] NPUBUIIETUI

YBU.123 | Yrpo3a nog6opa nmapons BIOS

YBUM.124 | Yrpo3a noaJenku 3anmucei )KypHajia perucTpaiii coObITHI

YBU.127 | Yrpo3a noaMeHsl 1eHCTBUS MOJIH30BaTeNsI MyTéM oOMaHa

YBU.128 | Yrpo3a nogMeHbl TOBEPEHHOTO MOJIb30BaTE

YBU.129 | Yrpo3a nogMeHsl pe3epBHOM KoMUY NporpaMmHoro ooecrneuenus BIOS

YBU.130 | Yrposa nogMeHsbl COIEPKMMOI0 CETEBBIX PECYPCOB

YBU.131 | Yrpo3a nogMeHsl CyObeKTa CETEBOTO JOCTYTA

YBU.132 | Yrpo3a nonxyueHus npeaBapuTeabHol nHGopMarm 00 00hEKTe 3alTUThI

YBU.139 | Yrposa npeogosieHns: GU3NIECKON 3aITUTHI

YBUN.140 | Yrposa npuBeneHusI CUCTEMbI B COCTOSIHUE «OTKa3 B 00CITyKMBAHUNY

YBU.143 | Yrpo3a nporpaMMHOI0 BBIBEICHHS U3 CTPOSI CPEACTB XpaHEHUs, 00pabOTKH
u (W1K) BBOAA/BBIBOJIA/TIepe1aud HHPOPMAITUN

YBU.144 | Yrposa nporpammHoro copoca maposst BIOS

YBU.145 | Yrposa npomycka mpoBEepKH IEJIOCTHOCTH MPOTPAMMHOI0 00€CTICUEHHUSI

YBU.149 | Yrposa c60s 06pabOTKH crieliMaabHbIM 00pa3oM U3MEHEHHBIX (pailioB

YBU.150 | Yrpo3sa c6os npouecca ooHoBnenust BIOS

YBU.151 | Yrposa ckanupoBaHusi Be€0O-CEPBUCOB, pa3pabOTaHHBIX HA OCHOBE SI3bIKA OIH-
canust WSDL

YBU.152 | Yrposa ynaneHus ayTeHTHPUKAIMOHHON HHHOpMAITIH

VYBU.153 | Yrpo3a ycuneHus BO3JEHCTBUS HAa BIYUCIUTEIbHBIE PECYPCHI MTOJIb30BATE-
JICW TIPU MMOMOIIY CTOPOHHUX CEPBEPOB

YBU.154 | Yrpo3a ycTaHOBKH YSA3BUMBIX BEpCHil OOHOBJICHHS POTPAMMHOTO obecte-
yenus BIOS

YBU.155 | Yrposa yTpaTsl BEBIYUCIUTEIBHBIX PECYPCOB

YBU.156 | Yrposa yrpaTsl HOCUTENEH nHPOpMAIUn

YBU.157 | Yrposa ¢pu3ndeckoro BHIBEACHHS U3 CTPOS CPEACTB XpaHEHUs, 00pabOTKU 1
(unm) BBOIA/BBIBOIa/TIEpejaul HHPOPMAITHH

YBU.158 | Yrpo3a popmarrpoBanust Hocutenaen nupopmaimu

YBU.159 | Yrposa «hopcupoBaHHOTO BeO-Opay3rHTay

YBU.160 | Yrposa xunieHus cpelicTB XpaHeHus, 00pab0oTKu U (KUK) BBOJ1a/BbIBOAA/TIE-
penayu uHopMaluu

YBU.162 | Yrposa skcruryaraiuu uu@poBoid MoaMucH NporpaMMHOro Kojia




HUnentu-

(puxarop HanmeHoBaHue yrposnl

YIpo3bl

YBU.163 | Yrpo3a nepexBara UCKIIOUEHUS/CUTHAIA U3 IPUBUIIETUPOBAHHOIO OJ0Ka
byHKIMI

YBU.165 | Yrpo3a BKIIOUEHHS B IPOEKT HE TOCTOBEPHO UCIBITAHHBIX KOMIIOHEHTOB

YBU.166 | Yrpo3a BHeAPEHUS] CUCTEMHOM U30BITOUHOCTH

YBU.167 | Yrpo3a 3apakeHusi KOMIbIOTEpA MPU MOCEIICHUN HeOIaroHaIéKHbIX CallTOB

YBU.168 | Yrposa «kpaxxu» Y4ETHOM 3aMMCU JOCTYIA K CETEBBIM CEPBUCAM

YBN.169 | Yrpo3a HaiMuusi MEXaHU3MOB pa3paboTurKa

YBM.170 | Yrpo3a HenpaBoMepHOro mudpoBanusi HHGOpMAIIH

YBU.171 | Yrpo3a CKphITHOTO BKJIFOYEHHS BRIYMCIUTEIBLHOTO YCTPOICTBA B COCTaB OOT-
ceTn

YBU.172 | Yrpo3a pacnpoCTpaHEHUsI «ITIOYTOBBIX YEPBEI»

YBU.173 | Yrpo3a «cnama» BeO-cepBepa

YBU.174 | Yrposza «hapMuHran

YBU.175 | Yrpo3a «dummnray

YBU.177 | Yrpo3a HENOATBEPKAEHHOTO BBO/Ia JAHHBIX ONIEPATOPOM B CUCTEMY, CBSA3aH-
HYI0 ¢ 0€30MaCHOCTBIO

YBU.178 | Yrpo3a HeCAaHKIIMOHUPOBAHHOT'O UCIIOJI30BAHUSI CHCTEMHBIX U CETEBBIX YTH-
JUT

YBU.179 | Yrpo3a HeCaHKIIMOHUPOBAHHOW MOAM(UKAIIMY 3alIUIaeMoi nHopMarmm

YBU.182 | Yrpo3a pusznueckoro yctapeBaHus anmapaTHBIX KOMIIOHCHTOB

YBU.186 | Yrpo3a BHEApEHHUS] BPEJOHOCHOTO KOJa YEPE3 PEKIIAMY, CEPBUCHI U KOHTEHT

YBUM.188 | Yrpo3a noaMeHbl IpOrpaMMHOTO 00ecTiedeHus

YBU.189 | Vrposa MackupoBaHus A€HCTBUN BPEIOHOCHOTO KOJA

YBU.190 | Yrpo3a BHeaApeHUs BPEIOHOCHOIO KO 3a CUET MOCEIICHUS 3apa’kKeHHBIX
canToB B cetu IHTepHET

YBU.191 | Yrposa BHeApeHHs BPEIOHOCHOTO KOJIa B TUCTPUOYTUB MPOTrpaMMHOTO o0ec-
NeYEHUs

YBU.192 | Yrpo3a ucnoip30BaHus yI3BUMBIX BEPCHI MPOTPAMMHOT0 00ECTICUCHHUS

YBU.198 | Yrpo3a CKpbITHOW pErucTpanuy BpeJOHOCHON IPOrpaMMOi YYeTHBIX 3a-
NMCEN aIMUHUCTPATOPOB

YBU.203 | Yrposa yreuku nHopMaIuy ¢ HEMOAKIIOYEHHBIX K ceTh HTEpHET KOMITb-
I0TEPOB

YBU.205 | Yrposa Hapymieaus: paboThl KOMITbIOTEPA ¥ OJTOKUPOBAHUS IOCTYTIA K €TO
JTAHHBIM H3-32 HEKOPPEKTHOM paOOThl YCTAHOBICHHBIX Ha HEM CPEJICTB 3a-
HIUTHI

YBbUN.208 | Yrpo3a HeueneBoro UCIoiab30BaHUS BBIYUCIUTEIBHBIX PECYPCOB CPE/ICTBA
BBIYMCJIUTEIbHON TEXHUKH

YBbU.209 | Yrpo3a HECAaHKIIMOHMPOBAHHOIO JOCTYMA K 3alIMIIAEMON MaMATH SIpa Mpo-
eccopa

YBU.211 | Yrpo3a ucnosbp30BaHus HENPOBEPEHHBIX MOJIb30BATENBCKUX JAHHBIX IPH

dbopMupoBaHUU KOHPUTYpPALIMOHHOTO (hailsia, HCTI0JIb3yEMOr0 MPOrpaMMHBIM




HUnentu-

(puxarop HaumenoBaHue yrpossl

yIrpo3bl
o0ecreyeHneM aIMUHUCTPUPOBAHHSI HHPOPMAILIMOHHBIX CUCTEM

YBM.212 | Yrpo3a nepexBara ynpaBiieHUs] HHPOPMAIIMOHHON CUCTEMO

YBU.214 | Yrpo3a HECBOEBPEMEHHOTO BBISIBIICHHS U PEarupOBaHUs KOMIIOHEHTAMU HH-
dbopmaImoHHOM (aBTOMAaTU3UPOBAHHON) CUCTEMBI (B TOM YHUCIIE CPEICTBAMU
3alUTHl MHPOPMAITUH) HA COOBITHS 6€30MaCHOCTH UH(pOpMAITUU

YBU.215 | Yrpo3a HECAHKIIMOHUPOBAHHOT'O JOCTYIA K CUCTEME IIPU MOMOILH CTOPOH-
HUX CEPBHUCOB

YBU.217 | Yrpo3a ucnosp30BaHus CKOMIIPOMETUPOBAHHOTO TOBEPEHHOTO UCTOYHUKA

0OHOBJICHHI MPOTrPaMMHOI0 00ECTICUCHHUS




[Tpunoxenue Ne 1

CooTBeTCTBHE BO3MOKHBIX II€JCH
peanu3aiuu yrpo3 0€30MacHOCTH
uH(popManuK ¢ HEraTUBHBIMU

MOCJICICTBUSIMU
Buja pucka (ymep0a)
Hanecenue
yuep0a rocy-
AapCTBY B
obJiacTH
o0ecriedyeHUst
000pOHBI
Hanecenue o1 lz)mm
Hanecen | ymepoa opu- P ’
0e30macHOCTH
Ne Hean peanuszanum yrpo3s ue AAYECKOMY
Bup Hapymuress rocy1apcTBa u
n/n 0e3omacHOCTH HH(OPMALHMHU yiepoa JINILY, MHH-
NpaBoNoOPsAKA,
¢puznyeck | BHAYATBHOMY
OMY JTHII e a TaKxke B
y y P COIUAJILHOM,
NPUHUMATETI0
IKOHOMMYeC-
KOH,
NOJUTHYECKOM,
IKOJOIMYEeCKOH
chepax
NeSITeJIbHOCTH
1. [IpecTynnbie rpymnmbl (kpuMmuHaIb- | [lomydyenne (uHaHCOBOW WM WHOU — — —
HBIE CTPYKTYPHI) MaTepUaJIbHON BBITOJIbI
Kenanne camopeanuzanuu (TOJ- HIIL.1 HIL.6; HIL7; —
TBEpXKIEHUE CTATyCa) HIL.8; HIL9;

HIIL11; HIL.12




Bua pucka (ymepo6a)

Hanecenue
yuep0a rocy-
JapCTBY B
odJiacTH
odecrieyeHUst
000pOHBI
Hanecenue o1 I;HH
Hanecen | ymep0a ropu- P ’
0e30macHOCTH
Ne Lean peanu3amum yrpo3s ue AUYECKOMY
Bua napymurenas rocyaapcrsa u
n/n 0e3onacHocTH HHGOPMALIMH yepoa JIAIY, MH/H-
NpaBoNopsiAKa,
¢pusnyeck | BUAYAITbHOMY
oMY JTHIL per- a TaKkxe B
y y P COIUAJILHOM,
NMPUHUMATETI0
IKOHOMMYEC-
KO,
NMOJUTHYECKOM,
JIKO0JIOrMYeCKOi
chepax
AeATeJIbHOCTH
2. | Otnenbuble pu3nueckue iuina (xa- | [lonyuenne uHaHCOBOW WM WHOU — — —
KEpHbI) MaTepUaJIbHON BBITOJIbI
JII0OONBITCTBO MM JKEJIaHHUE ca- HII.1 HII.6; HIL.7; -
MOpeaau3aluu (moaTBepKIeHUE HILS8; HIL9;
cTaTtyca) HIL11; HIL.12
3. | Jluma, oGecnieunBatomue noctaBky | [lomyduenne (uHaHCOBON WM WHOM - — —
MPOrpaMMHBIX, MPOTPAMMHO-AMNMa- | MATEPUATIbHON BBITOJIbI
paTHBIX  CcpeacTB, obecneunBa- | [lonydeHne KOHKYPEHTHBIX PEUMY- — - -
IOIINX CUCTEM HIECTB
HenpennaMepeHHble,  HEOCTOPOXK- HII.1 HIL.4; HILS; —




Bua pucka (ymepo6a)

Hanecenue
yuep0a rocy-
JapCTBY B
odJiacTH
odecneyeHHst
000pOHBI
Hanecenue o1 I;HH
Hanecen | ymep0a ropu- P ’
0e30macHOCTH
Ne esaun peanusanuu yrpos ue AUYECKOMY
Bua napymurenas rocyaapcrsa u
n/n 0e3onacHocTH HHGOPMALIMH yepoa JIAIY, MH/H-
NMPaBoONOPSAKA,
¢pusnyeck | BUAYAITbHOMY
OMY JTHII per- a TaKXKe B
y y P COIUAJILHOM,
NPUHUMATETI0
IKOHOMHUYEC-
KO,
NMOJUTHYECKOM,
JIKO0JIOrMYeCKOi
chepax
AeATeJIbHOCTH
HbIE WJIM HEKBaTU(HUIIMPOBAHHBIE HIIL.6
EUCTBUA
4. [TocTraBuuku BbIUUCTUTENbHBIX | [lomydyenne (huHAHCOBOW WM WHOU — — —
YCIYT, YCIIYT CBSI3U MaTepUaIbHON BBITOJIbI
[lonydyeHne KOHKYPEHTHBIX IIPEUMY- — HIIL.12 —
IECTB
HenpennamepeHHble,  HEOCTOPOXK- HIIL.1 HIL.4; HILS; —
HBIC WJIM HEKBATH(PHUIIUPOBAHHBIC HIL.6; HILS;
JICUCTBUS HIIL.11; HIT.12
d. Jluma, mpuBnekaembie s ycta- | [lomydyenne dbuHaHCOBOW WM WHOU — — —




Bua pucka (ymepo6a)

Hanecenue
yuep0a rocy-
JapCTBY B
odJiacTH
odecrieyeHUst
000pOHBI
Hanecenue o1 I;HH
Hanecen | ymep0a ropu- P ’
0e30macHOCTH
Ne esaun peanusanuu yrpos ue AUYECKOMY
Bua napymurenas rocyaapcrsa u
n/n 0e3onacHocTH HHGOPMALIMH yepoa JIAIY, MH/H-
NMPaBoONOPSAKA,
¢pusnyeck | BUAYAITbHOMY
OMY JTHII per- a TaKXKe B
y y P COIUAJILHOM,
NPUHUMATETI0
IKOHOMHUYEC-
KO,
NMOJUTHYECKOM,
JIKO0JIOrMYeCKOi
chepax
AeATeJIbHOCTH
HOBKH, HACTPOMKH, MCIBITAHUH, | MATEPUAJILHOMN BBITOJIbI
IIyCKOHAJIAJOYHBIX U HMHBIX BUIOB | [loslyueHHME KOHKYPEHTHBIX NIPEUMY- - HIIL.12 -
pabot IIIECTB
HenpennamepeHHble,  HEOCTOPOXK- HIIL.1 HIL.4; HILS; —
HbIE WJIM HEKBATH(PUIIUPOBAHHBIC HIL.6; HILS;
JICUCTBUS HIIL.11; HIT.12
6. |Jluma, obecrneunBaromue ¢GyHku- | [lomydenrne GuHAHCOBOW WM WHOU — — —
OHUPOBAHUE CHUCTEM W CETEW WM | MATEPUAIBHOM BBITOBI
o0ecreuynBaOIIMe CHCTEMbl one- | HempeanamMepeHHbIE,  HEOCTOPOK- HIIL.1 HIL.4; HILS; —
paropa HBIC WM HEKBATH(UITMPOBAHHBIC HIL.6; HI1.12




Bua pucka (ymepo6a)

Hanecenue
yuep0a rocy-
JapCTBY B
obJs1acTu
odecrieyeHUst
000pPOHBI
Hanecenue o1 I;HH
Hanecen | ymep0a ropu- P ’
0e30macHoOCTH
Ne esaun peanusanuu yrpos ue AUYECKOMY
Bua napymurenas rocyaapcrsa u
n/n 0e3onacHocTH HHGOPMALIMH yepoa JIAIY, MH/H-
NMPaBoONOPSAKA,
¢pusnyeck | BUAYAITbHOMY
OMY JTHII per- a TaKXKe B
y y P COIUAJILHOM,
NPUHUMATETI0
IKOHOMHUYEC-
KO,
NMOJUTHYECKOM,
IKOJIOTHYEeCKOM
chepax
NesiTeJIbHOCTH
JEUCTBUA
1. ABTOpH30BaHHBIE  TOdb30BaTenu | [lonmyuenne ¢UHAHCOBON WM WHOM — — —
CHCTEM H CETEU MaTEPUAITBHOU BBITOIbI
JII00ONBITCTBO WM JKEJAHHE ca- HII. 1 HIL.7; HIT1.10; -
MOpeaTu3alnu (moATBepIKICHUE HIIL.12
cTaTtyca)
HenpennamepeHHble,  HEOCTOPOXK- HIIL.1 HIL.4; HILS; —
HBIC WJIM HEKBATH(PHUIIUPOBAHHBIC HIIL.6; HIL.12
JIEUCTBUSA
MecTh 3a paHee COBEPIICHHBIC ICH- HII.1 HIL7; HIL.10 —




Bua pucka (ymepo6a)

Hanecenue
yuep0a rocy-
JapCTBY B
obJs1acTu
odecrieyeHUst
000pPOHBI
Hanecenue o1 I;HH
Hanecen | ymep0a ropu- P ’
0e30macHoOCTH
Ne esaun peanusanuu yrpos ue AUYECKOMY
Bua napymurenas rocyaapcrsa u
n/n 0e3onacHocTH HHGOPMALIMH yepoa JIAIY, MH/H-
NMPaBoONOPSAKA,
¢pusnyeck | BUAYAITbHOMY
OMY JTHII per- a TaKXKe B
y y P COIUAJILHOM,
NPUHUMATETI0
IKOHOMHUYEC-
KO,
NMOJUTHYECKOM,
IKOJIOTHYEeCKOM
chepax
NesiTeJIbHOCTH
CTBUS
8. Cuctemuble anMmuHUCTpaTOopbl W | [lomydyenue ¢dbuUHAHCOBOW WM WMHOM — — —
aIMUHHACTPATOPHI 0€30TIaCHOCTH MaTEPUAITBHOU BBITOIbI
JII00ONBITCTBO WM JKEJAHHE ca- HII. 1 HIL.7; HIT1.10; —
MOpeaTu3alnu (moATBepIKICHUE HIIL.12
cTaTtyca)
HenpennamepeHHble,  HEOCTOPOXK- HII. 1 HII.4; HIL.5; HII.2; HI1.13;
HBIC WJIM HEKBATH(PHUIIUPOBAHHBIC HIL.6; HILS; HIIL.15
JICUCTBUS HIIL.11; HIT.12
MecTh 3a paHee COBEPIICHHBIC ICH- HII.1 HIL7; HIL.10 —




n/n

Bua napymurenas

Heau peanuzanum yrpo3
0e3onacHOCTH HH(poOpManuu

Bua pucka (ymepo6a)

Hanecen
ue
yepoa
¢puznueck
oMYy JIMILY

Hanecenue
yuiepoa opu-
AUYECKOMY
JIAILY, HH/IH-
BUYAJIbHOMY
npea-
NPUHUMATETI0

Hanecenue
yuep0a rocy-
JapCTBY B
o0J1acTH
odecneyeHus
000pOHBI
CTPAHBI,
0e30IMacHOCTH
rocy1apcTBa u
NMPaBoONOPSAKA,
a TaKke B
COLMAJIBHOM,
IKOHOMHYEC-
KO,
NMOJUTHYECKOM,
IKOJIOTHYECKOM
chepax
AesATeJbHOCTH

CTBUA

beiBme (yBoJieHHBIC) paOOTHUKHU
(monp30BaTENN)

[Tonyuenne uHAHCOBOW WJIM WHOU
MaTepUaIbHON BBITOJIbI

MecTb 3a paHee COBEpIICHHBIC ICH-
CTBUS

HII. 1

HIIL.7




[Tpunoxenue Ne 2
YPOBHH BO3MOKHOCTEH HAPYUITUTEISI

YpoBeHb BO3MOK-

Ne | HocTeil HapymHuTe- Bo3Mo:kHOCTH HApYyIIUTeI€l 10 peain3auu yrpo3 6e30nacHOCTH
Jeu
H1 | HapymmwTens, — MIMeeT BO3MOKHOCTH TIPH pEaM3allK yrpo3 0e30MacHOCTH WH(POPMAIMH HCIOIb30BaTh TOJIBKO
oOnaaronuii U3BECTHBIC YSI3BUMOCTH, CKPUTITHI 1 HHCTPYMEHTHI.
0a30BBIMU — MImeeT BO3MOYKHOCTH HCIIOJIB30BaTh CPEJACTBA pealM3aliKi  Yrpo3 (MHCTPYMEHTHI), CBOOOJIHO
BO3MOKHOCTSIMH pacnpocTpaHsiemMbic B ceth «MHTEepHET» M pa3paboTaHHBIC IPYTUMHU JIUIAMU, UMEET MHUHHMAaJIbHBIC
3HAHMS MEXaHU3MOB MX (DYHKITMOHMPOBAHUS, JOCTABKU W BBITIOJHEHUS BPEJOHOCHOTO MPOTPAMMHOIO
o0ecrneveHus1, YKCIUIONTOB.
— O6maaet 6a30BEIMU KOMITBIOTEPHBIMH 3HAHUSMH M HaBBIKAMH Ha YPOBHE IOJIb30BaTEIIA.
— MiMeeT BO3MOYKHOCTh peaTi3alliK YIpo3 3a CYCT (PU3HUSCKHUX BO3JICHCTBHIA HA TEXHUYSCKHUE CPECTBA
00paboOTKK M XpaHCHHsI WH(GOPMAITMH, JIMHUI CBA3U U 00CCIICUMBAIOIINE CHCTEMBI CHCTEM U CeTel Mpu
HAIMYUU (HU3UUECKOTO J0CTyNa K HUM
H2 | HapymmwTens, — O6naaetT BceMH BO3MOKHOCTSIMU HapyILIUTENeH ¢ 0a30BBIMUA BOZMOKHOCTSIMHU.
o0agaronuii — iMeeT BO3MOXKHOCTH HCIIOJIB30BaTh CPEACTBA peau3aluu  Yrpo3 (MHCTPYMEHTHI), CBOOOJHO
0a30BBIMU pacnpocTtpansiembie B ceTu «HTepHET» M pazpaboTaHHBIE APYTMMH JTUIIAMHU, OJHAKO XOPOIIIO BIIaJeeT
MOBBIIIICHHBIMU STUMU CPEJICTBAMHU U MHCTPYMEHTAMHU, MOHUMAET, KaK OHU PabOTalOT U MOKET BHOCUTH U3MEHEHHUS B
BO3MOKHOCTSIMHU uX (yHKIIMOHUPOBAHUE ISl TOBBITIIEHUS 3P (HEKTUBHOCTH peaTU3aliu YyIpo3.
— OcHamieH u Biajeer (peiMBOpKaMu U HabOpaMu CPENCTB, MHCTPYMEHTOB JJIA pealu3alliud yrpo3
6e3omacHOCTH MH(MDOPMAITUHU U UCTIOIB30BAHMS YSI3BUMOCTEH.
— MimMeeT HaBBIKM CaMOCTOSITEILHOTO TUIAHUPOBAHUS M peald3alliil CIIEHApUEB yrpo3 0e30macHOCTH
UH(GOpPMAIIHH.
— Ob6mamaer TPAKTUYECKUMHU 3HAHUSMU O (DYHKIMOHUPOBAHMM CHUCTEM U CETEH, OIMeparmOHHBIX
CUCTEM, a TAK)KE MMEET 3HAHUS 3aIIUTHBIX MEXaHU3MOB, TPUMEHIEMBIX B IPOrPAMMHOM OOECIICYCHUH,
IPOrPaMMHO-AIAPATHBIX CPEICTBAX
H3 | Hapymmrens, — Ob6namaet BceMH BO3MOKHOCTSIMU HAPYIIUTENEH ¢ 0a30BBIMU MOBBIMICHHBIMU BO3MOXHOCTSIMHU.
oOnagaronuit — Mimeer BO3MOXHOCTH mpuoOperaTb WHOOpPMANHMIO 00 YI3BUMOCTSIX, pa3MeliaeMyro Ha




YpoBeHb BO3MOK-
HOCTell HapyluTe-
JIeH

Bo3Mo:KHOCTH HApyLIMTE/IeH M0 peajn3anun yrpo3 06e30nacHoCcTH

CpEIHUMU
BO3MOXHOCTSIMU

CHeuaIu3upPOBaHHBIX TUIATHBIX pecypcax (OupxKax ysa3BUMOCTEN).

— MmeeT BO3MOXKHOCTH MPUOOPETATh JTOPOTOCTOSIIIUE CPEICTBA W WHCTPYMEHTHI JUIsl peaju3aluu
yrpo3, pa3MellacMble Ha CIIeIMAIU3UPOBAHHBIX UIATHBIX pecypcax (Oupkax ysi3BUMOCTEH).

— MimeeT BO3MOXKHOCTh CAMOCTOSITENIBHO pa3pabaTbiBaTh CpeACcTBa (MHCTPYMEHTHI), HEOOXOAUMBIE IS
peanuszanuu yrpo3 (atak), pealru30BbIBaTh YIPO3bl C UCMOIb30BAHUEM JJAHHBIX CPECTB.

— Wmeer BO3MOXXHOCTb TOJIYYEHHs] JIOCTYNa K BCTPAaMBAEMOMY MPOTPAMMHOMY OOECHEUYEHHIO
anmapatHbIX  IUIATPOPM,  CUCTEMHOMY M MPUKIAJAHOMY  NPOTPAaMMHOMY  OOECHEYEHHIO,
TEJIEKOMMYHUKAIMOHHOMY OOOPYJOBaHUIO W JIPYTUM MPOrpaMMHO-aNIMapaTHbIM CPEACTBAM s
NIPOBEJICHUS UX aHAJIH3a.

— Ob6nanaer 3HAHUSAMU W TMPAKTUYECKUMHU HABBIKAMU TMPOBEACHHUS aHaAIM3a MPOrPaMMHOTO KOAa IS
NoJIydeHUst ”HPOopMaluu 00 ySI3BUMOCTSIX.

— OOnagaer BBICOKUMHU 3HAHHUSMU M NPAKTUYECKUMHU HaBbIKAMU O (DYHKUIMOHMPOBAHUU CUCTEM U
CeTel, OlepallMOHHBIX CHCTEM, a TakKe HMeeT ITyOOKOoe MOHMMAaHHE 3aIlUTHBIX MEXaHHU3MOB,
IPUMEHSEMBIX B IPOrPaMMHOM 00€CTIeYeHUH, TPOTrPaMMHO-alapaTHbIX CPEICTBAX.

— lMeeT BO3MOXXHOCTh pPEaIM30BbIBATh YTPO3bl 0€30MACHOCTH HH()OPMALIMK B COCTABE IPYIIIbI JINIL

H4

Hapymurens,
o0J1aTaromuit
BBICOKUMH
BO3MOKHOCTSIMU

— O6naaet BceMH BO3MOKHOCTSIMU HapYIIUTENEH CO CPETHUMH BO3MOKHOCTSIMHU.

— Mmeer BO3MOKHOCTH ITOJYYEHHMS JOCTYIIA K HMCXOJHOMY KOJIY BCTPaMBA€MOI0 IIPOTPAMMHOIO
oOecrieueHusl amnmapaTHbIX IUIATQOPM, CHUCTEMHOTO W MPUKIAAHOTO MPOrPaMMHOTO OOeCredYeHHs,
TEJIEKOMMYHHKAIIMOHHOTO 000PYIOBaHUS U IPYTUX MPOTPAMMHO-AIMAPATHBIX CPEICTB JJIS MOTYUYCHUS
CBeJIeHUH 00 YSI3BUMOCTSX «HYJEBOTO JTHS.

— MeeT BO3MOXKHOCTH BHEIPEHHS] MPOTPAMMHBIX (IIPOrpPaMMHO-AMMApPATHBIX) 3aKIaJoK WIIU
ySI3BUMOCTE Ha pa3IWYHBIX dTamax IMOCTaBKH MPOrPaMMHOTO OOECIEYEHUs WM MPOTrpaMMHO-
armapaTHbIX CPEICTB.

— HMmeer BO3MOXHOCTBH CO3JIaHUSI METOAOB M CPEJICTB peAM3alMu  yIrpo3 C IPUBICUYECHUEM
CIICLIMAJIM3UPOBAHHBIX HAYYHBIX OPraHU3alMil W pealn3alud yrpo3 C NPUMEHEHHEM CIENUAIBHO
pa3pabOTaHHBIX CPEACTB, B TOM YUCIIE 00ECIICYNBAIONTNX CKPHITHOE MPOHUKHOBEHUE.




YpoBeHb BO3MOK-
HOCTeH HApyLUHuTe-
JIeH

Bo3Mo:KHOCTH HApyLIMTE/IeH M0 peajn3anun yrpo3 06e30nacHoCcTH

— MmeeT BO3MOXXHOCTh pPeaiM30BBIBATh YIPO3bl C MPUBJICYEHUEM CIECLMAIMCTOB, UMEIOUX 0a30BbIe
NOBBIIICHHBIE, CPETHUE U BBICOKME BO3MOKHOCTH.

— MmeeT BO3MOXKHOCTh CO3[]aHUSI U MPUMEHEHHUSI CTIEHUATIbHBIX TEXHUYECKUX CPEACTB JJIsl J1OOBIBAaHUS
uHbopMalK (BO3ACUCTBUS Ha MH(OPMALUIO WM TEXHUYECKHE CPEJCTBA), pPaCIpOCTpaHSIOIIEHCs B
BUJIe GU3HUECKUX MOJIEH WU SIBJICHUH.

— MMeeT BO3MOKHOCTh JTOJITOBPEMEHHO U HE3AMETHO [JISl ONIEPATOPOB CHCTEM M CETEW PEalN30BbIBATH
yrpo3bl 0€30MaCHOCTH UH(POPMALIUH.

— O0namaer WCKIIOYUTEIBHBIMU 3HAHUSMH W TPAKTHUYECKUMH HaBBIKAMU O (YHKIIMOHUPOBAHUU
CUCTEM U CeTed, ONEepalMOHHBIX CHCTEM, amnmnapaTHOM OOECIeueHHWH, a TaKKe OCBEIOMJEH O
KOHKPETHBIX 3alllUTHBIX MEXaHU3MaX, MPUMEHSEMBIX B IMPOTPaMMHOM OOECTEYeHUH, MPOrpaMMHO-
arrapaTHbIX CPEJICTBAX ATAKYEMBIX CUCTEM U CETEU




[Tpunoxenue Ne 3
[lepeyeHb HCKITFOUEHHBIX U3 0a30BOTO
nepeyHs yrpo3 0e30macHOCTH HHOpMaUU

Npnentudu-
KaTop yrpo- HaumeHoBaHHe yIpo3bi O0ocHOBaHUE HCKIIOYECHHS U3 YMCJIa BO3MOKHBIX
- yrpo3 6esonacHoctu uHpopmMauuu
YBU.001 Yrpo3a aBTOMaTHYECKOTO paclpOCTpaHEHUs] BPEeJAOHOC- | OTCYTCTBYIOT OOBEKThI BO3ICUCTBUS
HOTO KOJIa B TPUJI-CUCTEME
YBU.002 | Yrpo3a arperupoBaHusi JaHHBIX, MepeaaBaeMbix B Ipua- | OTCYTCTBYIOT 0OBEKTHI BO3ICHUCTBUS
CHUCTEME
YBU.003 | Yrpo3a ucnonb3oBaHus cinabocteid kpunrtorpapuyeckux | OTCyTCTBYIOT OOBEKTHI BO3ACHCTBUS
QITOPUTMOB M YSA3BUMOCTEH B TpPOrpaMMHOM obecre-
YEHUU WX pPean3aluu
YBHN.005 Yrpoza BHenpeHus BpeaoHocHoro kojaa B BIOS YpoBeHb BO3MOXKHOCTEH HAPYIIUTENCH HEJOCTATOUCH ISt
peanu3aiuu yrpo3bl
YBU.010 | Yrpo3a BeIXoJ1a IpoIiecca 3a npejieibl BUPTyalbHOM Ma- | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
HINHBI
YBU.011 VYrpo3a neaBropu3alMu CaHKIMOHUPOBAHHOTO KiIHEHTa | OTCYTCTBYIOT OOBEKTHI BO3ICUCTBUS
OECITPOBOTHON CETH
YBU.017 | Yrposa noctymna/mepexsata/usmenenuss HT TP cookies OTCYTCTBYIOT OOBEKTHI BO3JCHCTBUS
YBN.020 | Yrpo3za 3n0ynotpeOiieHus BO3MOMKHOCTSAMH, TMpeaoc- | OTCyTCTBYIOT OOBEKTHI BO3ACHCTBUS
TaBJICHHBIMH MOTPEOUTENISIM O0TAYHBIX YCIYT
YBN.021 VYrpo3a 310ynoTpedneHus qoBepueM moTpeduteneit 00- | OTCYTCTBYIOT 0OBEKThHI BO3ICHCTBUS
JAYHBIX YCIYT
YBU.024 | Yrpo3a u3mMeHeHus: PeKUMOB PabOThI ammapaTHBIX 3Jie- | YPOBEHb BO3MOXKHOCTEH HAPYIIUTENECH HETOCTATOUCH IS
MEHTOB KOMIIbIOTEPA peanu3aiu yrpo3bl
YBbUN.026 | Yrpo3sa uckaxenus XML-cxemsl JIns peann3anyu JaHHOW Yrpo3bl OTCYTCTBYIOT aKTyallb-

HbIe crIOcOObI peanu3anuu. T.e. BO3MOXKHOCTH aKTyaJbHbIX
HapyILINUTENIed HE MO3BOJISIIOT UCI0JIb30BAaTh CIIOCOOKI pe-




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

KaTOi)]jrpO- HaunmenoBaHue yrpo3sl VP03 Ge30NacCHOCTH HHGOPMALMH
aM3alUu JAaHHOU Yrpo3bl WM OTCYTCTBYIOT YCIOBHS
(TocTymn K 00BEKTaM BO3JIEUCTBHS), PU KOTOPBIX CIIOCOOBI
peanu3anuu JaHHOW yrpo3bl MOTYT ObITh pEaM30BaHbI B
OTHOIIIEHUH 0OBEKTOB BO3/IEUCTBHSI, HA KOTOPbIE HaIl-
paBJieHa JJaHHas yrpo3a
YBN.029 | Yrpo3a ucCronb30BaHUSl BBIYUCIUTENBHBIX PECYpcoB Cy- | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
NEPKOMIBIOTEPA «IIAPA3UTHBIMUY POLECCAMHU
YBU.035 Yrpo3a ucnonb30BaHus caadbIX KpUNTOrpapuiyeckux aja- | YpoBeHb BO3MOKHOCTEH HAPYIIUTENICH HEJOCTAaTOUEH IS
roputmoB BIOS peanu3aiuu yrpo3bl
YBM.038 | Yrpo3a wucuepnaHusi BBIYHCIUTEIBHBIX PECYpcOB Xpa- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
HWINIIA OOJIBITUX JTAHHBIX
YBU.040 | Yrpo3a KOHGIMKTA FOPUCAUKIINI Pa3IUIHBIX CTpaH OTCYTCTBYIOT OOBEKTHI BO3JECHCTBHS
YBUN.043 | Yrpo3a HapymieHus JOCTYITHOCTH 00JIayHOTO CEpBEpa OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
YBN.044 | Yrpo3a HapylieHUs H30JSIUUA TOJb30BaTENbCKUX MaH- | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
HBbIX BHYTPU BUPTYaJIbHOW MAIIMHbI
YBU.046 | Yrpo3a HapyuieHus Tpoueaypsl ayTeHTuduKanuu cyosb- | OTCyTCTBYIOT OOBEKTHI BO3ACHCTBUS
€KTOB BHUPTYaJbHOTO WH(GOPMAIMOHHOTO B3aUMOJCHi-
CTBUS
YBU.047 | Yrpo3a HapymieHus: paboTOCIIOCOOHOCTH TpUI-CUCTeMbl | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
TP HETUITUYHOW CETEBOW HArpy3Ke
YBU.048 | Yrpo3a HapymieHus TexXHOJoruu o0paboTku wH(popMa- | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS
UM NYyTEM HECAHKLIMOHUPOBAHHOIO BHECEHUS H3Me-
HEHUH B 00pa3bl BUPTYaATbHBIX MAIIUH
YBU.050 | Yrpo3a HeBepHOTO OomnpeaeneHus Gpopmarta BXOIHBIX JaH- | OTCYTCTBYIOT OOBEKTHI BO3JCHCTBUS
HBIX, TOCTYMAIOMINX B XpPAaHUIUIIE OONBINX JAHHBIX
YBUN.052 | Yrpo3a HEBO3MOXXHOCTH MHUTpaMKi 00pa3oB BUPTyalb- | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

HBIM KaHaJIaM IICpcaadu

KaToi)]jfrpo- HaumeHnoBaHue yrpo3snl VP03 Ge30NacCHOCTH HHGOPMALMH

HBIX MAaIllMH H3-32 HECOBMECTUMOCTH amnmnapaTHoro u
IPOrpaMMHOT0 00ECTICUCHHUS

YBN.054 | Yrpo3a HeqoOpOCOBECTHOIO HMCHOJHEHHUs 00s3aTenbCcTB | OTCYTCTBYIOT OOBEKTHI BO3AECHCTBUS
NOCTaBIIUKAaMU 00JIAYHBIX YCIYT

YBU.055 | Yrpo3a He3auMmEHHOr0 aJIMHHUCTPUPOBaHUS  00- | OTCYTCTBYIOT OOBEKTHI BO3AECHCTBUS
JAYHbIX YCIYT

YBM.056 | Yrpo3a HekauecTBEHHOro mepeHoca MHPPacTpyKTypsl B | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
00J1aK0

YBU.057 Yrpo3a HEKOHTPOJUPYEMOTO KOMUPOBAHHS JaHHBIX | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
BHYTPH XPaHIJINIIA OOJBIINX JIAHHBIX

YBN.058 Yrpo3a HEKOHTPOIMPYEMOTO POCTa YKCia BUPTYAIbHBIX | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
MalluH

YBU.059 | Yrpo3a HEKOHTPOJHUPYEMOI'O0 pocTa dYucjia 3ape3epBU- | OTCYTCTBYIOT 0OBEKTHI BO3ICHCTBUS
POBAHHBIX BBIYHCIUTEIBHBIX PECYPCOB

YBN.060 | Yrpo3a HEKOHTPOJIUPYEMOTO YHHUYTOXKEHUS HHPopMa- | OTCYTCTBYIOT OOBEKTHI BO3IACHCTBUS
IIUU XPAHWIHIIEM OOJIBIINX JAHHBIX

YBU.064 | Yrpo3a HEKOPPEKTHOW peanu3aliy MOJUTUKHU JHUIEH3U- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
poBaHUs B 00OJIaKe

YBU.065 | Yrpo3a HeomnpeaenéHHOCTH B PaclpeieieHHH OTBETC- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
TBEHHOCTH MEXJIY POJISIMU B 00JIaKe

YBU.066 | Yrpo3a HeomnpeneaéHHOCTH OTBETCTBEHHOCTH 3a o0ecrtie- | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS
yeHue 0e30MacHOCTH 00J1aka

YBU.070 | Yrpo3a HenmpepbIBHONH MOJEpHH3AIMU 001auHON WH- | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS
(pacTpyKTypsI

YBU.075 | Yrpo3a HECaHKIIMOHUPOBAHHOI'O JOCTyNa K BUPTyalb- | OTCYTCTBYIOT OOBEKTHI BO3IEHCTBUS




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

KaToi)]jfrpo- HaumeHnoBaHue yrpo3snl VP03 Ge30NacCHOCTH HHGOPMALMH

YBU.076 | Yrpo3a HECaHKUMOHUPOBAHHOIO JIOCTYMA K THHEepBU30pY | OTCYTCTBYIOT OOBEKTHI BO3AECHCTBUS
U3 BUPTYaAJIbHOW MaIIMHBI U (WIH) PU3NYECKON CeTH

YBU.077 Yrpo3a HECaHKIIMOHUPOBAHHOTO JOCTYNa K JaHHBIM 3a | OTCYTCTBYIOT OOBEKTHI BO3ICUCTBUS
npesiesaMu 3ape3epBUPOBAHHOIO aIPECHOTO MPOCTPAHC-
TBa, B TOM YHUCJIE€ BBIJIEJIEHHOTO MOJI BUPTYaJlbHOE armma-
paTHoOe obecrieueHne

YBU.078 | Yrpo3a HECaHKIIMOHUPOBAHHOIO JOCTyna K 3amuina- | OTCyTCTBYIOT 0OBEKThI BO3ICHUCTBUS
€MBbIM BUPTYaJIbHBIM MAallliHAM U3 BUPTYaJIbHOU U (WIJIH)
dbuznveckon cetu

YBU.079 | Yrpo3a HECaHKIIMOHUPOBAHHOTO JOCTyna K 3amuina- | OTCyTCTBYIOT 0OBEKTHI BO3ICHCTBUS
€MBbIM BUPTYaJIbHBIM MaIllMHAM CO CTOPOHBI JAPYTUX BUP-
TyaJIbHBIX MAILINH

YBM.080 | Yrpo3a HECaHKIIMOHMPOBAHHOTO JOCTyna K 3amuina- | OTCyTCTBYIOT OOBEKTHI BO3AEHCTBUS
€MBIM BUPTYAJIbHBIM YCTPOWCTBAM W3 BHUPTYaJIbHON H
() HU3NIECKOM CeTH

YBN.081 VYrpo3a HECaHKIIMOHUPOBAHHOTO JOCTYyMAa K JIOKaNbHOMY | OTCYTCTBYIOT OOBEKTHI BO3ICUCTBUS
KOMIIBIOTEPY Yepe3 KIUEHTA IPUI-CUCTEMBI

YBUM.082 | Yrpo3a HECaHKIIMOHMPOBAHHOTO JOCTyma K cermMeHTaMm | OTCyTCTBYIOT OOBEKTHI BO3ACHCTBUS
BBIYHMCJIMTEILHOTO MOJIS

YBN.083 VYrpo3a HECaHKIIMOHUPOBAHHOTO JOCTYMa K cucteme Mo | OTCYTCTBYIOT 0OBEKThI BO3ICUCTBUS
OECITPOBOIHBIM KaHaJIaM

YBU.084 | Yrpo3a HECaHKIIMOHMPOBAHHOTO JOCTyma K cucteMe | OTCyTCTBYIOT OOBEKTHI BO3CHCTBUS
XpaHEHUS JaHHBIX U3 BUPTYAITbHOU M (WH) (DU3UIECKOM
CeTH

YBN.092 VYrpo3a HECAaHKIIMOHUPOBAHHOTO YAAIEHHOTO BHEMOJIOC- | OTCYTCTBYIOT OOBEKTHI BO3/ICUCTBUS

HOT'0 JIOCTyMa K aniapaTHbIM CPEACTBAM




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

o01ake

KaToi)]jfrpo- HaunmenoBaHue yrpo3sl VP03 Ge30NacCHOCTH HHGOPMALMH

YBM.096 | Yrpo3a HecoriaacoBaHHOCTH MOJIUTHK 0€30MaCHOCTH 3Jie- | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
MEHTOB 001a4HON UH(PACTPYKTYPHI

YBM.097 | Yrpo3a HecOriacoBaHHOCTHU MpaBUJiI A0CTyNa K 00JabmuM | OTCYTCTBYIOT OOBEKTHI BO3AECHCTBUS
JTAHHBIM

YBU.101 VYrpo3a 00111e10CTYITHOCTH 0071a4HON HHAPACTPYKTYphl | OTCYTCTBYIOT 0OBEKThI BO3ICHCTBUS

YBU.105 VYrpo3a oTkaza B 3arpy3ke BXOJIHBIX JTaHHBIX HeusBec- | OTCYTCTBYIOT OOBEKThI BO3ICUCTBUS
THOrO (hopMaTa XpaHWJIUIIEM OOJBIITUX JAHHBIX

YBU.106 | Yrpo3a oTkaza B OOCHY>KMBaHHHM CUCTEMOM XpaHeHHs | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
JAHHBIX CYNEPKOMITbIOTEpA

YBU.107 | Yrpo3a OTKIOUYEHUS] KOHTPOJIbHBIX JaTYUKOB OTCYTCTBYIOT OOBEKThI BO3ACHCTBUS

YBU.108 Yrpo3a omuOKu 0OHOBJICHHS THTIEPBU30PA OTCYTCTBYIOT OOBEKTHI BO3JCHCTBHS

YBU.110 | Yrpo3a meperpy3ku TpUA-CUCTEMbI BBIYMCIUTENbHBIMU | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
3aJaHUSIMH

VYBU.112 | Yrpo3a nepenaun 3ampemi€HHbIX KOMaHJ Ha 000pyao- | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
BaHHE C YHUCIIOBBIM IPOTPAMMHBIM YIPABIECHUEM

YBU.119 | Yrpo3a nepexsara yrpaBiieHHs] THIIEPBU30POM OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS

YBU.120 | Yrpo3a nepexBata ynpaBlieHUus cpefioi BupTyanu3anuu | OTCyTCTBYIOT OOBEKTHI BO3JCHCTBUS

VBU.125 VYrpo3a moakIOUeHHUs K OECHpoOBOAHOM ceTH B 00X0j | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
IPOIEyphl ayTeHTU(DUKAITNN

YBU.126 | Yrpo3a moamMeHbl OeCpOBOIHOTO KIWEHTAa WM TOYKHU | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS
JaocTyna

YBU.133 VYrpo3a momydeHus CBelEHUN O Biajaelnbiie 0ecrpoBoj- | OTCYTCTBYIOT 0OBEKTHI BO3ICUCTBUS
HOT'0 YCTPOKCTBA

YBU.134 | Yrpo3a notepu noBepus K MOCTAaBIUKY 001a4HBIX yeIyTr | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS

YBbU.135 VYrpo3a motepu u yTE€YKH JAHHBIX, 00padaThiBaeMbiX B | OTCYTCTBYIOT OOBEKTHI BO3ICUCTBUS




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

aJIbHOI'O BpCMCHHA

KaToi)]jfrpo- HaunmenoBaHue yrpo3sl VP03 Ge30NacCHOCTH HHGOPMALMH

YBU.136 | Yrpo3a norepu uHpOpMaIuy BCIEACTBUE HecoraacoBaH- | OTCYTCTBYIOT 0OBEKTHI BO3ICHCTBUS
HOCTH pabOThI Y3JIOB XPAHWJINIIA OOJBIINX JTAHHBIX

YBN.137 | Yrpo3a norepu yrnpaieHus: 00JJa4HbIMH PECYPCAMHU OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS

YBU.138 | Yrpo3a nmotepu yrnpaBieHUsi COOCTBEHHON HH(pACTpyK- | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
Typoil npu nepeHoce e€ B 00J1aK0

YBU.141 VYrpo3a NpuBs3KH K MOCTABIIMKY 00JIAYHBIX YCIYT OTCYTCTBYIOT OOBEKThI BO3JACHCTBUS

VYBU.142 | Yrpo3a mNpHUOCTAaHOBKM OKa3aHUs 00JauHbIX ycayr | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
BCJIE/ICTBHE TEXHUYECKHUX COOEB

YBU.146 | Yrpo3a npsiMmoro obpaiiieHust K NaMsaTi BBIUUCIUTENBbHO- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
o MOoJIsl CyIepKOMIBbIOTEpa

YBU.147 Yrpoza pacnpocTpaHeHUsS HECAHKIIMOHHUPOBAHHO I10- | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
BBIIIEHHBIX IIPAB Ha BCIO TPUI-CUCTEMY

YBU.148 Yrpoza c00si aBTOMaTHYECKOTO YIpaBieHUss CUCTeMOU | OTCYTCTBYIOT OOBEKThI BO3ICHCTBUS
pasrpaHUyYeHus TOCTYIa XPAHWINIIA OOJBIITNX JaHHBIX

YBU.161 VYrpo3a upe3MepHOro MCMOIb30BAHUSA BBIYUCIUTENBHBIX | OTCYTCTBYIOT 0OBEKTHI BO3ICUCTBUS
PECYPCOB CYINEPKOMITbIOTEPA B XOJI€¢ MHTEHCHUBHOTO 00-
MEHa MEXIPOILECCOPHBIMU COOOIIEHUSIMU

YBU.164 | Yrpo3a pacrpocTpaHEHUsI COCTOSHHS «OTKa3 B 00cCiy- | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS
KUBAaHUW» B 00J1a4HON MH(paCTPyKType

YBU.176 | Yrpo3a HapylmieHHs] TEXHOJIOTHYECKOTO/TIPON3BOACTBEH- | OTCYTCTBYIOT OOBEKTHI BO3JACHCTBUS
HOT'O Ipolecca U3-3a BPEMEHHBIX 3aJ€PKEK, BHOCUMBIX
CPEJICTBOM 3aILUTHI

YBU.180 | Yrpo3a oTkaza mojacucteMbl o0OecrieueHus teMmrepaTtyp- | OTCyTCTBYIOT OOBEKTHI BO3ACHCTBUS
HOI'0 peKHUMa

YBbU.181 VYrpo3a nepexBaTa 0JJHOPa30BBIX MapoJieil B pexxume pe- | OTCYTCTBYIOT OOBEKThI BO3ICUCTBUS




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

KaToi)]jfrpo- HaumeHnoBaHue yrpo3snl VP03 Ge30NacCHOCTH HHGOPMALMH
YBU.183 VYrpo3a mnepexBara yNpaBJeHUS aBTOMATU3UPOBaHHOU | OTCYTCTBYIOT OOBEKTHI BO3ICUCTBUS
CUCTEMOM yIpaBJIeHUs] TEXHOJIOTHYECKUMHU MPOIleccaMu
VYBM.184 | Yrpo3a arperupoBaHus JaHHBIX, 00padaTbiBaeMbIX ¢ MO- | OTCYTCTBYIOT OOBEKTHI BO3AECHCTBUS
MOII[BI0O MOOUJILHOT'O YCTPOMCTBA
YBU.185 | Yrpo3a HeCaHKIIMOHUPOBAHHOT'O U3MEHEHUs TapaMeTpoB | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
HACTPOMKH CPEJICTB 3aIUThl HHPOPMALIUH
YBU.187 | Yrpo3a HECaHKIIMOHUPOBAHHOI'O BO3JEUCTBUS Ha cpenic- | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
TBO 3aIIUTHl HHPOPMAITIU
YBU.193 | Yrpo3a yreuku uHboOpMaIy 3a c4eT NpuMeHeHus Bpe- | i peanu3anuu JaHHOW yrpo3bl OTCYTCTBYIOT aKTyaslb-
JIOHOCHBIM TPOrPAMMHBIM OOECIIEYEHUEM aJTOPUTMOB | HbIE CITIOCOOBI peanu3aiuu. T.e. BO3MOKHOCTH aKTyalbHbIX
mudpoBanus Tpaduka HapyIIUTENIeH He MO3BOJISIOT UCIIOIB30BATh CIIOCOOKI pe-
aNM3aliy TaHHOW YIpO3bl WJIM OTCYTCTBYIOT YCIOBHUS
(tocTym K 00BEKTaM BO3JICUCTBHS), PU KOTOPBIX CIIOCOOBI
peanu3anuu JaHHOW yrpo3bl MOTYT OBITh pEeaTu30BaHbI B
OTHOIICHUH 0OBHEKTOB BO3/IEHCTBHSI, HA KOTOPHIE HAaIl-
paBJIeHA JIaHHAs yrpo3a
YBU.194 | Yrpo3a HECaHKIIMOHHMPOBAHHOTO HCIOIb30BaHUS MpHu- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
BUJISTUPOBAHHBIX (YHKIIMI MOOMIBHOTO YCTPOMCTBA
YBU.195 VYrpo3a ymajaeHHOTO 3amycka BPEJOHOCHOTO Koja B 00- | YPOBEHb BO3MOKHOCTEH HAPYIIUTEIICH HEAOCTATOUCH IS
X0/l MEXaHU3MOB 3aIUTHI ONIEPALMOHHON CUCTEMBI peanu3anuy yrpo3sl
YBU.196 | Yrpo3a KOHTpOJis BPEAOHOCHOH mporpamMMoi cmucka | OTCyTCTBYIOT OOBEKTHI BO3JACHCTBUS
PWIOKECHHH, 3ayIIEHHBIX HA MOOMJIBHOM YCTPONCTBE
YBbU.197 VYrpo3a xumenus ayteHTH(uKanuoHHON WHGopMarmu | OTCYTCTBYIOT 0OBEKTHI BO3ICHCTBUS
13 BpEMECHHBIX (haiiioB COOKie
YBU.199 | Yrpo3a nepexsaTa ynpapiieHUs] MOOMIIBHOTO yCTpoiicTBa | OTCYTCTBYIOT 0OBEKTHI BO3IEHCTBUS

IIPpHU UCII0JIb30BAHWH BUPTYAJIBbHBIX I'OJIOCOBBIX ACCUCTCH-




Nnentugn-

O0ocHOBaHHE UCKJIIOYEHHUS U3 YHUCJIA BO3MOKHBIX

KaToi)]jfrpo- HaumeHnoBaHue yrpo3snl VP03 Ge30NacCHOCTH HHGOPMALMH
TOB
YBM.200 | Yrpo3a xuuieHust uHpopManuu ¢ MOOMJIBHOTO YCTpOM- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
CTBa IPU HCIOJNb30BAHUU BUPTYAJIbHBIX T'OJIOCOBBIX ac-
CUCTEHTOB
YBI.201 VYrpo3a yTeuku Mosib30BaTENbCKUX JIAHHBIX MPU UCTOJb- | JlJ1s peann3anuu JaHHONW Yyrpo3bl OTCYTCTBYIOT aKTyallb-
30BaHUU (PYHKIUNA aBTOMATHYECKOTO 3aMOJIHEHUS ayTeH- | Hble CITOCOObI peanu3aiuu. T.e. BO3MOXHOCTH aKTyalbHbIX
TU(UKAIIMOHHON nH(pOpMauu B Opay3epe HapyLIUTENIe He MO3BOJISIOT UCIIOIB30BaATh CIIOCOOBI pe-
aIM3aIuu JAaHHOU yTrpO3bl WJIM OTCYTCTBYIOT YCIIOBHS
(tocTym K 00BEKTaM BO3JIEUCTBHS), PU KOTOPBIX CIIOCOOBI
peanu3anuu JaHHOW yrpo3bl MOTYT OBITh pEalu30BaHbI B
OTHOIICHUH 0OBHEKTOB BO3/IEUCTBHSI, HA KOTOPbIE HAaIl-
paBJICHA JIaHHAs yrpo3a
YBN.202 Yrpo3a HeCaHKITMOHUPOBAHHON YCTAaHOBKU NMPHUIIOKEHUH | OTCYTCTBYIOT OOBEKTHI BO3ICHCTBUS
Ha MOOMJIbHBIE YCTPOWMCTBA
YBM.204 | Yrpo3a HECaHKIIMOHMPOBAHHOTO M3MEHEHHsI BpeIOHOC- | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
HOW IPOrpaMMOM 3HAYECHUH MapamMeTpoOB MPOTrPaMMHUPY-
€MBIX JIOTHYECKUX KOHTPOJUIEPOB
YBU.206 | Yrpo3a oTkasza B pabore 000pyoBaHUs U3-3a U3MEHEHUs | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
T'COJIOKAIMOHHOW MH(POPMAIIUU O HEM
YBU.207 | Yrpo3a HECaHKIIMOHMPOBAHHOTO MOCTYyIa K mapaMmerpam | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
HACTPOWKH 00OpYIOBAHUS 32 CUET UCIIOIH30BAHUS «MaC-
TEP-KOAO0BY» (MHKEHEPHBIX MAPOJICii)
YBU.210 | Yrpo3a HapymieHus: paboTsl HHOOPMAITMOHHOW CHCTEMBI, | Y POBEHb BO3MOXKHOCTEH HAPYIIUTENECH HEJTOCTATOUCH IS
BBI3BAHHOTO OOHOBJICHHEM HCIIOJIB3YEMOTO B HEW TPOT- | peaan3anuu yrpo3bl
paMMHOTO o0OecTieueHus
YBU.213 Yrpo3a 06x0ma MHOTOQAKTOPHON ayTEeHTHUKAIIH YPOBEHBb BO3MOKHOCTEN HAPYIINUTENICH HEJOCTATOYECH JIJIS




Nnentugn-
KaTop yrpo-

HaumMeHoBaHue yrpo3nl

O0ocHOBaHNE HCKJIIOYECHHUSA U3 YHCJIA BO3MOKHBIX
yrpos 0ezonacHocTu nHpopmanumn

3Bl
peaau3aluu yrpo3bl

VYBM.216 | Yrpo3a nojiydeHHs] HECAaHKIIMOHMPOBAHHOTO JOCTymna K | OTCYTCTBYIOT OOBEKTHI BO3ACHCTBUS
NPUIOXKEHHSIM, YCTAaHOBJIEHHBIM Ha SMart-kaprax

YBU.218 | Yrpo3a packpblTusi HHQOpMALUKU O MOJEIU MAIIMHHOTO | OTCYTCTBYIOT OOBEKTHI BO3AEHCTBUS
o0y4eHus

YBN.219 | Yrpo3a xunieHus: o00y4aronx JaHHbIX OTCYTCTBYIOT OOBEKThI BO3JACHCTBUS

YBM.220 | Yrpo3a HapyumeHus GyHKIMOHUpOBaHUA («00xoaa») | OTCYyTCTBYIOT OOBEKTHI BO3AECHCTBUS
CPEACTB, PEATU3YIOIINX TEXHOJOTMH HCKYCCTBEHHOTO
WUHTEJUICKTa

YBbN.221 VYrpo3za momudukanuyu MoJeaM MalmMHHOTO oOydeHus | OTCYTCTBYIOT OObEKThI BO3ICHCTBUS
IyTeM UCKaXeHUs («OTPABJICHUS») 00YUAIOIINX TaHHBIX

YBN.222 Yrpo3a moAMEHbI MOJICNIM MAIITMHHOTO 00yUYeHUS OTCYTCTBYIOT OOBEKTHI BO3JCHCTBHS




[Tpunoxenue Ne 4

[lepeueHb OCHOBHBIX TAKTUK U
COOTBETCTBYIOLIMX UM THIIOBBIX TEXHUK,
UCIOJIb3YEeMBbIX JIJIsl TOCTPOEHUS CLIEHAPUEB
peanu3anuu yrpo3 6€30nacHOCTH HH(popMauu

Ne TakTuka OCHOBHbIE TEXHUKH

T1 | Coop T1.1 Coop undopmManuu u3 MyOJIMYHBIX UCTOYHUKOB: OPUIIMATBHBIA calT (caifTel) opranmuzanuu, CMU,
uHpopMauK O | COlMaIbHbIE CeTH, (HOTOOAHKU, CANTHI MOCTABIIMKOB U BEHAOPOB, MaTepralibl KOH(MEpEeHITNI
cucTemMax u | T1.2 Coop uHboOpMaIlUUi O MOJKIIOUYEHHBIX K MyOJIMYHBIM CUCTEMaM M CETSM YCTPOUCTBAX M UX CIyk0ax
CeTsIX IIPU TTOMOIIIM TTOMCKOBBIX CUCTEM, BKJIIOUasi COOp KOH(GUTYpPAITMOHHON MH(OPMAIIMK KOMIIOHEHTOB CUCTEM U

ceTeil, MpOrpaMMHOI0 00eCTieueHUs CEPBUCOB U PUIIOKEHU

T1.3 TlaccuBHbiil cOop (mpociyminBaHue) UHPOPMALUUA O MOJKIIOUYEHHBIX K CETH YCTPOMCTBaX C IEJIbIO
UACHTU(PUKALIUA CETEeBBIX CHyk0, TunmoB u Bepcuih [IO »Tux cayk0 W B HEKOTOpBIX Clydasx -—
UACHTU(PUKAIMOHHON MH(POPMAIIMH MOJIb30BaTENIEH

T1.4 HanpaBieHHOe CKaHUPOBAHUE MPU MOMOIIM CHEIUATM3UPOBAHHOIO MPOTPAMMHOIO OOecreyeHus
MOJIKJIFOUEHHBIX K CETH YCTPOMCTB C IENbI0 HIACHTU(UKAIIMU CETEeBBIX CEPBUCOB, TUIIOB U BEPCHIl
IpOrpaMMHOr0 0O€ecTeueHus: 3THX CEpPBHCOB, a TakKe C LEeJIbl0 TOJY4YeHHs] KOH(PUTypalMoHHON
uH(GOpPMAIH KOMIIOHEHTOB CUCTEM U CETeH, MPOrpaMMHOT0 00ECTICUeHUS CEPBUCOB U TIPHIIOKCHHIM

T1.5 C6o0p nabOpMaLUK O TOJIH30BATENIAX, YCTPOMCTBAX, MPUIIOKCHHUAX, & TaKXKe cOOpP KOH(PUTYpaIIMOHHOM
UHPOPMAITMN KOMITIOHEHTOB CHCTEM H CETEH, IPOTPaMMHOTI0 O0ECIICUEHHUSI CEPBUCOB U MPUIIOKCHUHN TyTeM
TIOVCKA M DKCIUTYaTaIllH YSI3BUMOCTEH MOIKITFOYEHHBIX K CETH YCTPONCTB

T1.6 COop wmHbOpMamHMK O TOJIB30BATENSIX, YCTPONCTBAX, MPUIOKEHUAX, ABTOPU3YEMBIX CEPBHUCAMHU
BBIUHCITUTEIHHON CETH, TyTeM nepedopa

T1.7 Coop nndopmarmuu, npenocrasisemoit DNS cepsucamu, Bkiatouass DNS Hijacking

T1.8 Coop nHpOpMaIMK O MOJIB30BATENIE MPHU MMOCCIICHUH UM BebO-caiiTa, B TOM YHCJIE ¢ MCIOJIb30BaHUEM
ySI3BUMOCTEMN MpOorpaMMbl Opay3epa U HaJICTpauBaeMbIX MOAYJICH Opay3epa

T1.9 Coop mHpOpMaUU O TMOJH30BATEINAX, YCTPOWCTBAX, MPUIIOKEHUAX MYTEM MOWCKa WHPOpMAINHA B
namaTy, (aitnax, katansorax, 0a3ax JaHHBIX, TPOIIUBKAX YCTPOWUCTB, PEMO3UTOPUIX UCXOMHBIX KOom0B I10,
BKJIFOYAs MOMCK Napojed B UCXOAHOM U X3IIMPOBAHHOM BUJE, KPUNITOIPAPUUECKUX KITIOUYEH.
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T1.10 Kpaxa undpoBbix cepTuukaToB, BKIOYAs KPaxy (PU3NYECKUX TOKEHOB, JIMOO HEABTOPU30BAHHOE
BBIMUCBHIBAHUE HOBBIX CEPTHU(PUKATOB (BO3MOXKHO IOCIE KOMIPOMETAlUU HH(PPACTPYKTYphl JOMEHHOTO
perucTpaTopa Wik aKKayHTa aJMUHUCTPATOPA 30HbI HA CTOPOHE KEPTBHI)

T1.11 COop uHpopManuu O MOJB30BATEINAX, YCTPOWCTBAX, MPHUIOKEHUSAX, BHYTpEHHEH HHGOpMALMHU O
KOMITOHEHTaX CUCTEM U CeTel MyTeM NMPUMEHEHHUs COLMATIbHONW MHXKEHEPUH, B TOM YHclie (PUIIMHTa

T1.12 COop nauuHOM HaeHTU(PHUKAUMOHHON HMHPOpMaUUU (MIEHTU(PHUKATOPHI MOIb30BATENEH, YCTPOUCTB,
uHpopmanus 00 HUIEeHTU(DUKAIUMU TO0Jb30BaTENIeH CepBUCAMM, MPHIIOKEHUSIMHU, CPEICTBAMU YyJAJICHHOTO
JI0CTyIa), B TOM YHCJie cOOp YKpaJEHHBIX JUYHBIX JIAHHBIX COTPYAHUKOB U MOAPSIYMKOB Ha CIy4aid, eciu
COTPYAHUKHU/TIOAPSIAYMKH UCIIOJIB3YIOT OJIHU U T€ XK€ MapoJid Ha paboTe U 3a €€ NpeeaamMu

T1.13 CoOop wuHpopMamuu Yepe3 IMOJYYCHHE JOCTyma K CcUCTeMaM (HU3UYECKOW Oe30MacHOCTH |
BUJICOHAOIIOIEHUSA

T1.14 COop uHdopmanuu dYepe3 NOJyYEHHE KOHTPOJS HaJ JIMYHBIMU YCTPOHCTBAMHU COTPYIHUKOB
(cMapTdoHaMu, IIIAHIIETaMU, HOYTOYKaMu) JJIsi CKPBITOM MPOCIYIIKU M BUI€O(PUKCALIUU

T1.15 [ouck u mokynka 6a3 JaHHBIX UACHTU(PUKATMOHHON MHPOPMALIUU, CKOMIIPOMETHUPOBAHBIX MapoJien
U KJTI0Yel Ha CelMaIn3MPOBAHHBIX HEJIETATbHBIX TUIOMIAAKAX

T1.16 COop wundopMmanuu depe3 IMOIydyeHHE AOCTyna K Oa3zaM JaHHBIX pe3yJbTaTOB IPOBEICHHBIX
WHBEHTapHU3alliid, peecTpaM yCTaHOBIEHHOTO oOopyaoBanus u [IO, naHHBIM TMPOBEACHHBIX AYyIUTOB
0e30macHOCTH, B TOM 4YHCIE 4Yepe3 IMOIMy4YeHHE JAOCTyla K TaKUM JaHHBIM Yepe3 KOMIIPOMETAIUIO
NOJAPSIYNKOB U TAPTHEPOB

T1.17 TlaccuBHBIM cOOp M aHAINU3 JAHHBIX TEJIEMETPUU IS MOJyYeHUS HHPOPMAIIMU O TEXHOJOTHYECKOM
npoliecce, TEXHOJOTMUECKUX YCTaHOBKaX, cucremax v [IO0 Ha mpeanpusTusiXx B aBTOMATU3UPOBAHHBIX
CHUCTEMAax yIIPaBIICHUS NPOU3BOACTBEHHBIMU W TEXHOJIOTUYECKMMH IIPOLECCAMHM, B TOM YHUCJIE Ha
KPUTHUYECKHU BaKHBIX OOBEKTaX

T1.18 COop m aHanM3 JAaHHBIX O MPOIIMBKAX YCTPOWCTB, KOJUYECTBE M TMOJIKIIOYCHHH 3TUX YCTPOUCTB,
UCTIOJIb3YEMBIX MPOMBIIUICHHBIX MPOTOKOJIAX JIJISl TIOMyYeHHUsI HHPOPMAITMK O TEXHOJIOTUYECKOM IpoIiecce,
TEXHOJIOTUYECKUX yCTaHOBKax, cucremax W [I0 Ha mpeanpusTusX B aBTOMAaTHU3MPOBAHHBIX CHUCTEMAaX
yIpaBi€HUsI IPOU3BOACTBEHHBIMU U TEXHOJIOTUYECKUMU MPOLECCAMH, B TOM YHCIIE HA KPUTUUYECKH BAXKHBIX
00BeKTax
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T1.19 COop u aHanu3 conenupUYECKUX JJs OTpacid WIM TUIA HOPEANpUATHS XaPAKTEPUCTUK
TEXHOJOTUYECKOT0 Mpolecca I MONTy4eHUs] UHPOPMaLUd O TEXHOJOTMYECKUX YCTAHOBKAX, CUCTEMax W
[I0 Ha n#pennpusATUSX B aBTOMATU3UPOBAHHBIX CHUCTEMAxX YIPABICHUS MPOU3BOJCTBEHHBIMU H
TE€XHOJOTUYECKUMH MPOILIECCAMH, B TOM YHCJIE HA KPUTUYECKH BaXKHBIX O0BEKTaX

T1.20 TexHUKM KOHKYPEHTHOM pa3BEIKHM M MPOMBIIIJIEHHOTO MIMHOHa)Xka Juisi coopa uHGOpMALUH
TEXHOJIOTUYECKOM IIPOILIECCE, TEXHOJOTMYECKMX YCTaHOBKax, cucrtemMax W [IO Ha npeanpusatusx B
ABTOMAaTU3UPOBAHHBIX CUCTEMAaX YIPABICHHS IPOU3BOJACTBEHHBIMU U TEXHOJIOTHMYECKMMH IPOLIECCAMHU, B
TOM YHMCJIE HA KPUTHYECKH BaKHBIX 00BEKTaX

]

T1.21 COop wuHdopManuu O TMOJB30BATENAX, YCTPOMCTBAX, MPUIOKEHUSAX, a Takxke cOop
KoH(UTYyparmoHHON MHGOPMAIIMK KOMIIOHEHTOB CUCTEM M CETeH, TPOrpaMMHOTr0 00ECIIeUeH s CEPBUCOB U
MPWIOKEHUM MyTeM aHaau3a U 00001eHusT nHpopMaIMK IepexBaThIBAEMON B CETH mepeaaun nHhopMaIuu

T1.22 Tlouck W TMOKyNKa CHEMUAIU3UPOBAHHOIO IMPOTPAMMHOTO oOecredeHus: (BpeJOHOCHOTO Koja) Ha
CIIEHUAIM3UPOBAHHBIX HEJIETAJbHBIX TUIOMIAJIKaX

T2

[Tomyuenue

IICPpBOHAYAIBHOT

0  JocTyna
KOMITOHEHTaM
CUCTEM U CETEM

K

T2.1 Vicnonp30BaHKe BHENIHUX CEPBUCOB OpraHU3alliy B ceTsax myonanuHoro noctymna (MuatepHer)

T2.2 Ucnonb3zoBaHue yCTPOWCTB, AATUYMKOB, CUCTEM, PACIIONOKEHHBIX HA MEPUMETPE UM BHE MEPUMETpa
¢du3nueckon 3amuThl 00BEKTA, IS MOJYYeHHs] IEPBUYHOIO JOCTyMNa K CUCTEMaM M KOMIIOHEHTaM BHYTpU
ATOTO TEpUMETpa

T2.3 Dkcrutyaraius ya3BUMOCTEN CETEBOro 000PYIOBAHUS U CPEJCTB 3AIIUTHI BBIYUCIUTEIBHBIX CETEH IS
IIOJIyYEHUS JOCTYIIa K KOMIIOHEHTAM CUCTEM M CETEH IPU YJAJCHHOU aTake

T2.4 Hcnons3oBaHue OMMOOK KOH(PUTYpallUM CETEBOTO 0OOPYIOBAHHUS W CPEACTB 3aIIHUTHI, B TOM YHCIIEC
c1a0bBIX MapoJsiei U MapoJIeH 1Mo YMOTYaHHUI0, IS IMOJYyYSeHHs TOCTyNa K KOMIIOHEHTaAM CHUCTEM U CeTeH Mmpu
YIAAJCHHOW aTake

T2.5 DxcnnyaTtanus ya3BUMOCTE KOMIIOHEHTOB CHCTEM U CETE MPHU YAAICHHOM WM JOKaJIbHOU aTake

T2.6 Hcnonp3oBaHue HETOKYMECHTHPOBAHHBIX BO3MOXKHOCTEH IIPOrpaMMHOTO OOECIICUCHHSI CEPBHUCOB,
IPWIOKEHUHW, O0OpYyJAOBaHHS, BKJIIOYas MCIOJB30BAHWE OTIAJOYHBIX HMHTEPPEHCOB, MPOTPAMMHBIX,
IPOrpaMMHO-ANIAPATHBIX 3aKJIaJ0K

T2.7 Vcnons30BaHWE B CHCTEME BHEIIHMX HOCHUTENeH WHGOPMAIUH, KOTOPHIE MOTJIM MOJKIIOYATHCS K
JIPYTUM CHCTEMaM U OBbITh 3apa)K€Hbl BPEJOHOCHBIM MPOTPAMMHBIM oOecrieueHreM. B ToM yucie mapeHue,
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MOJMEHAa WM MOJJIOT HOCUTEeNed HMHQOpMalMh U BHEIIHUX YCTPOMCTB, COJAEPXKAIIUX BPEIOHOCHOE
IpOorpaMMHOE 00ecrieueHre WM NPeTHA3HAUYCHHBIX ISl peali3allii BpEJOHOCHBIX (PYHKIUMI

T2.8 Hcnons3oBaHWe METOJIOB COLMAIbHONM WH)KEHEPUHU, B TOM uucie (PUILIMHTA, JIJs MOJy4YyeHUs MpaB
JOCTYIIa K KOMIIOHEHTaM CHUCTEMBI

T2.9 HecaHKIMOHUPOBAHHOE MOJKJIKOYEHNE BHEIITHUX YCTPONCTB

T2.10 HecaHKIIMOHMPOBAHHBIN JOCTYN MyTeM MOAOOpa YYETHBIX JAHHBIX COTPYAHUKA WU JIETUTUMHOTO
H0JIb30BaTeNs (METOAAMHU IIPSIMOTO Iepedopa, CIOBAPHBIX aTak, Naposied NPOU3BOAUTENEH 110 YMOIYAHHUIO,
UCIIOJIb30BaHMS OJUHAKOBBIX MapoJiel JJid pa3HbIX YUETHBIX 3alHMCei, MPUMEHEHUS «PaJly>KHBIX» TaOJIHUIL

WIH IPYTUMHU)

T2.11 HecaHKIMOHUPOBAHHBIN JIOCTYN IMyTEM KOMIIPOMETAIIMM YYETHBIX JaHHBIX COTPYJIHHUKA
OpraHu3aIliy, B TOM YHUCJIE Yyepe3 KOMIPOMETAIIMI MHOTOKPATHO MCIOJB3yEeMOTO B Pa3IMUHBIX CHCTEMaX
napoJist (151 TUIHBIX WU CITY>KEOHBIX HYXKT)

T2.12 Wcnonb30BaHue JOCTYIA K CUCTEMaM U CETSIM, IPEIOCTaBICHHOTO CTOPOHHUM OpPTaHM3aIUsIM, B TOM
quclie 4epe3 B3JIOM HUHGPACTPYKTYpbl 3ITHX OpraHU3alMi, KOMIIPOMETAIMIO JUYHOTO O000pYyI0BaHUS
COTPYIHUKOB CTOPOHHHMX OpraHU3aIlMi, UCTIOIB3YEeMOTo Jisl JOCTyIa

T2.13 Peanm3anus aTakd THIA «4YEJIOBEK TIOCEPEIMHE» [UIsl OCYHISCTBICHHUS JOCTYyIa, HampuMmep,
NTLM/SMB Relaying ataku

T2.14 JlocTym myTeM dKCIUTyaTali HEJOCTATKOB CHCTEM OMOMETPUYECKON ayTeHTH()UKAIIIN

T2.15 JlocTynm myTeM HCHOJIB30BaHHUS HEIOCTATKOB IPABOBBIX HOPM JPYTHX CTPaH, y4YaCTBYIOIIUX B
TPaHCTPAHUYIHOM mepeade 00IaqHoro Tpaduka

T2.16 JlocTynm myTeM HCMOIB30BaHMS BO3MOXHOCTU JIOMYyCKa OMIMOOK B yIpaBlIeHHH HUHPPACTPYKTYpOu
CUCTEMBI MOTpeOUTENsT 00JAYHBIX YCIYT, UMMHUTPHUPOBAHHOMN B 00JaKO

T3

Brenpenue
UCIIOJTHEHUE
BpPEJIOHOCHOTO
MIPOrpaMMHOTO
oOecrieueHus
cucTeMax

n

B
n

T3.1 ABTOMaTW4yecKHil 3amyCK CKPUIITOB M HCIOJHAEMBIX (AMJIOB B CHUCTEME C HCIOIh30BAaHUEM
IIOJIb30BATEIIbCKUX WJIA CUCTEMHBIX YYETHBIX JAHHBIX, B TOM 4YHCIE C MWCIOJIB30BAHUEM METOJ0OB
COLMAIIBHON MHKEHEPUU

T3.2 AKTHBaIMsg W BBINOJIHEHUE BPEIOHOCHOTO KOJIa, BHEAPEHHOTO B BHUAEC 3aKIaJOK B JIETUTUMHOE
MIPOTPaMMHOE M MPOTPaMMHOE-aIIIapaTHOE 00ECIICUeHNE CHCTEM U ceTel

T3.3 ABrOoMarnyeckas 3arpys3ka BPEJOHOCHOTO KOJa C YAAJIEHHOr0 CalWTa WIH pecypca C MOCIEeAYHOUUM
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CCTAX

3aITyCKOM Ha BBIIIOJIHCHHC

T3.4 KonupoBaHue U 3amycK CKPUIITOB U UCHOJHSAEMbIX (halIOB uepe3 CpeAcTBa yIajJe€HHOTO YIpaBiIeHUS
ONEPALMOHHON CUCTEMOM U CEPBUCAMU

T3.5 DOkcrmiyatanus ysA3BUMOCTEM TuMa yhaalieHHoe wucnoiHeHue mnporpammuHoro koxa (RCE,
Remotecodeexecution)

T3.6 ABTOMAaTHYECKOE CO3/IaHME BPEAOHOCHBIX CKPHUIITOB IPU MOMOIIU JAOCTYIIHOI'O WHCTPYMEHTAPHUS OT
MMEHH M0JIb30BaTENS] B CHCTEME C UCITOJIB30BAHUEM €r0 YYETHBIX TaHHBIX

T3.7 IlonmeHa (aiisioB JIESTUTUMHBIX IPOrpaMM U OMOJIMOTEK HEMOCPEICTBEHHO B CUCTEME

T3.8 HOIIMeHa JICTUTUMHBIX IIPOrpaMM H 6I/I6J'II/IOTCK, a Tak)Ke JISTUTUMHBIX OOHOBJICHHUM mporpaMMHOI 0
O6€CHC"ICHI/IH, MMOCTABJIAICMbBIX IIPOU3BOAUTCICM YAAJICHHO YCPC3 CCTHU CBA3U, B PCIIO3UTOPUAX ITOCTABIIHMKA
WJIN IIPpH nepeaadc 4C€pe3 CCTHU CBA3H

T3.9 TlonMeHa CCBIJIOK Ha JISTUTUMHBIC TTPOrPaMMbl B OMOJIMOTEKH, a TaKXKE Ha JICTUTHMHBIC OOHOBJICHHUS
IIPOrPaMMHOT0 OOCCIIEYCHHS, TOCTaBIsIeMble ITPOU3BOJIUTEICM YyIAJCHHO Yepe3 CeTH CBS3W, I0JIMCHA
uH(POpMAIIMK O TaKUX OOHOBJICHUAX, BKJIIOYAs aTakd HAa WHAPACTPYKTYPHBIC CEPBHUCHI MOCTABINHKA (TaKue
kak DNS hijacking), araku Ha TpETbECTOPOHHUE PECYPCHI, ATAKH HA SJICKTPOHHYIO TIOUTY U JPYTHE CPEICTBA
oOMeHa coOOIIEHUSIMU

T3.10 INoamena qucTpuOyTHBOB (YCTAHOBOYHBIX KOMIUICKTOB) IIPOrpaMM Ha HOCHTEJISIX MH(POPMAIUU WU
0OIIMX CETEeBBIX pecypcax

T3.11 Komnpomerarus ceptudukara, UConabp3yemMoro s mudposoi noamucu odpasa [10, Briarovas kpaxy
sToro ceprudukara y mnpousBoautens [1O wim NOKynmKy KpaJeHOTro cepTuduKaTa Ha HeJeTalbHBIX
IUTONIAIKaX B CETSIX CBA3U (T.H. «IapKBeO») M TONJEIKY CcepTH(UKaTa C IMOMOIIBIO SKCIUTyaTalluu
ysizumocter [10, peanusyromero (QpyHKIIUU TEHEPUPOBAHMS KPUMNTOTpadUYECKUX KITIOYEH, XpaHEHHUS |
ympaBiieHus nuGpoBbIMU cepTUrKaTaMu

T3.12 KommpomeTanusi CpeACTB CO3JaHHs MPOTPAMMHOTO KOJa TMPWIOKEHUH B HHPPACTPYKTYpe
pa3paboTyMKa 3TUX MPIIOKEHUN (KOMIUJISATOPOB, TUHKOBITUKOB, CPEJCTB YIPABICHUS Pa3paOOTKON) s
MOCJIEAYIOIIETO0  aBTOMAaTU3UPOBAHHOIO BHECEHUSI M3MEHEHUW B 3TOT KOJ, YCTaHaBIMBAEMBbI
ABTOPU30BAHHBIM MOJIb30BATEIEM HA 1I€JIEBBIE JI1 HAPYIIUTENS] CUCTEMBI

T3.13 Kommpomerarus cpeAcTB cOOpKH, KOHPUTYPHPOBAHUS M PAa3BOPAYMBAHUS MPOTPAMMHOIO KOJa, a
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TAKXKE€ CpPEJICTB CO3JaHUs Y3KOCHEIMaIU3UPOBAHHOTO Koja (K MpuMepy, KoJa MNPOMBIILICHHBIX
KOHTPOJUIEPOB) B UHPPACTPYKTYpE IEJIEBONM CUCTEMBI JII aBTOMAaTU3UPOBAHHOI'O BHECEHHUS W3MEHEHUM B
ATOT KOJI, yCTAHABIMBAEMbI1 ABTOPU30BAHHBIM IOJIH30BATENIEM HA LEJIEBBIE JJIs1 HAPYIIUTEIS CUCTEMBI

T3.14 IInaHupoBaHHMe 3amycka BPEAOHOCHBIX IPOTPaMM IIPU CTApTE ONEPALMOHHONW CHUCTEMBI IIyTEM
DKCIUIYyaTallUM CTaHIAPTHBIX MEXaHW3MOB, B TOM YHUCJIE MYTEM IPABKU KIIOUEHW peecTpa, OTBEYAOIINX 32
ABTOMAaTHYECKUH 3allyCK MPOTPaMM, 3aIlyCKa BPEAOHOCHBIX TPOrpaMM KaK CEpPBUCOB U T.II.

T3.15 IlnaHnupoBaHue 3alycka BPEJOHOCHBIX MPOTpaMM uepe3 IUIAaHUPOBIIMKOB 33Ja4 B ONEPalMOHHOU
CHUCTEME, a TAKXKE C UCMOJIb30BAHMEM MEXAaHU3MOB IIJIAHUPOBAHUS BBITIOJHEHUS B yIAJIE€HHOW CUCTEME Yepe3
yAQJIEHHBIA BBI30B MPOILEAYp. BBINOMHEHWE B KOHTEKCTE IUJIAHMPOBIIMKA B PsI€ CIy4aeB IMO3BOJSET
aBTOPHU30BATh BPEAOHOCHOE MPOrpaMMHOE 00€CTICYeHUE U TTOBBICUTh JOCTYITHBIC €My NMPUBHIICTUH

T3.16 3anyck BpeIOHOCHBIX MPOrpaMM IMPU MOMOIIU JIETUTUMHBIX, TOAMUCAHHBIX ITU(POBON TMOIMUCHIO
YTHWIAT YCTAaHOBKHU MPHWJIOKEHUM W CPEJICTB 3allyCKa CKPUITOB (T.H. TEXHHUKA MPOKCHPOBAHMS 3aIlyCcKa), a
TaK)Ke Yepe3 CPeACTBa 3aIyCcKa KoJ/a JIEMEHTOB yrnpaBieHus ActiveX, KOMIOHEHTOB (PUIBTPOB (KOJECKOB) U
KOMIIOHeHTOB Oubarorek DLL

T3.17 IlnanupoBaHue 3amycka BpPEJOHOCHOTO KOJa TpHU 3aIllyCKe KOMIIbIOTEpa IyTeM »JKCIUTyaTalluu
cra"aptHbiX Mexanu3smMoB BIOS (UEFI) u T.11.

T3.18 DkcrutyaTanus ysi3BUMOCTEHN THIIA JIOKAJTbHOE UCIIOJTHEHWE TPOTPaMMHOI0 KOJia

T4

3akperieHue
(coxpaneHnue
JOCTyTIa)
cuUcTeme
ceTu

HNJIN

T4.1 HecaHKIMOHUPOBAHHOE CO31aHUE YUYETHBIX 3aMUCEN WM KPaXka CYHIECTBYIOIINX YYETHBIX JAHHBIX

T4.2 Vcnionp30BaHUE MTATHBIX CPEJICTB YIAJIEHHOIO IOCTYIA U YIPABICHUSI ONEPAlMOHHON CUCTEMBI

T4.3 CxppiTast yCTaHOBKA M 3aIlyCK CPEJICTB YJAJEHHOIO JOCTYyNa U YNPaBICHUS ONEPALMOHHON CUCTEMBI.
BHecenne u3MeHeHUN B KOHPUTYpAIMI0O M COCTAaB MPOTPAMMHBIX M TPOTPaMMHO-aIMapaTHBIX CPEICTB
aTaKyeMOW CHCTEMBI WJIA CETH, BCIEICTBUE 4YEro CTAaHOBUTCA BO3MOXKEH MHOTOKPATHBIM 3aIyCK
BPEJOHOCHOI'O KOJa

T4.4 MackupoBaHH€e MOAKIIOUYEHHBIX YCTPONUCTB MO/ JISTUTUMHBIE (HAlpUMEp, HAHECEHHWE KOPIOPATUBHOTO
JIOTOTHIIA, MTHBEHTAPHOTO HOMEpa, TenedoHa CIIy>KObI OJICPIKKH )

T4.5 BHeceHHE COOTBETCTBYIOIIMX 3allUCEM B PEECTP, aBTO3arpy3Ky, IUIAHUPOBIIUKH 3aJaHUM,
00eCIeunBaloIX 3aMyCcK BPEIOHOCHOTO MPOTPAMMHOTO OO€CTeueHus MpH Tepe3arpy3ke CHUCTEMBI WU
ceTu
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T4.6 Kommnpomeranuss NpPONIMBOK YCTPOMCTB C HCIIOJB30BAHUEM YSI3BUMOCTEM WM IPOrPAMMHO-
anmapaTHbIX 3akKJIaZoK, K npumepy, BHeapenue HoBbIXx ¢(yHkuuit B BIOS (UEFI), xommpomeranus
IPOLINBOK KECTKUX JTUCKOB
T4.7 Pe3epBHOE KONMPOBAHME BPEAOHOCHOIO KOJa B OOJACTSAX, PEIKO MOJABEPraeMbIX IMPOBEPKE, B TOM
quclie 3apa)KeHUe PE3epPBHBIX KOMHUI JAaHHBIX, COXpaHEHHE O00pa30B B HEPA3MEUEHHBIX O0JACTIX >KECTKUX
JMCKOB M CMEHHBIX HOCUTEJIEN
T4.8 Hcnonb3oBaHWe MPOUIMBOK YCTPOMCTB C YS3BUMOCTSMH, K NMPUMEPY, BHEAPEHHE HOBBIX (QYHKUUN B
BIOS (UEFI)
TS | Yopasnenue T5.1 VYnpanennoe ympaBieHHe uepe3 CTaHAapTHble NpoTokosibl (Hampumep, RDP, SSH), a takxe
BPEAOHOCHBIM UCIOJIb30BaHNE HHPPACTPYKTYPHI POBAIIEPOB CPEJICTB YAAICHHOTO aIMUHUCTPUPOBAHUS
IpOrpaMMHBIM T5.2 Ncnonp30BaHuE ITATHBIX CPEICTB YIAICHHOTO JOCTYIA U YIPABJIEHUS ONEPAlMOHHONW CHCTEMBI
obecnieyenneM u | T5.3 KoMMyHHUKalnusi ¢ BHEIIHMMH CEPBEPAMH YIPABIECHUS Yepe3 XOPOIIO W3BECTHBIE MOPTHI HA JTHX
(nnn) cepBepax, pa3penieHHbie Ha MexcereBoM dkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)
KOMIIOHCHTaMH, | T5.4 KomMyHuKanus ¢ BHEUIIHUMU CEPBEPAMU YIIPABIICHUS Y€pe3 HECTaHJAPTHBIE TOPTHI HA 3TUX CEPBEpaXx,
K KOTOPBIM PaHEE | yTO B HEKOTOPBIX CIydassX MO3BOJISIET SKCIUIyaTHUPOBAaTh YSA3BUMOCTU CPEJCTB CETEBOW (QMIBTpalUU IS
ObLI IIOJTy4Y€H | 00X0/1a 3TUX CPEJICTB
JAOCTYII T5.5 VYmopasineHnue uepe3 CbEMHBIE HOCUTEIM, B YaCTHOCTH, Ieperadya KOMaHJ YIPABICHUS MEXIY

CKOMIIPOMETHUPOBAHHBIMU HM30JIMPOBAHHOW CHUCTEMOM W TOJAKIIOYEHHOW K WHTEpHET cucteMou uepes
HOcHUTENU MH(POPMAIINH, UCTIOJIb3yEMbIE HA 00EUX CHUCTEMax

T5.6 IlpokcupoBanue Tpaduka ympaBiIeHUS IS MAaCKUPOBKH IOJO3PHUTEIIBHON CETEBOM AaKTHBHOCTH,
o0xo/la TpaBWJI Ha MEKCETEBOM DJKpaHE U COKPBITUS aapecoB HMHPPACTPYKTYPhl HAPYIIUTEICH,
nyOnMpoBaHME KaHAIOB CBs3M, oOOdyckamus u paszzaeneHue Tpaduka yrpaBieHUs BO u30eKaHUe
oOHapy>KeHus

T5.7 TynnenupoBanue Tpaduka ynpaiaeHus dyepe3 VPN

T5.8 TynnenupoBanue Tpaduka ympaBIeHHS B TOJIS 3aMOJIHCHUS W JTaHHBIX CIY)KEOHBIX MPOTOKOJIOB, K
npuMepy, TYHHETUpOBaHHe TpaduKa yrmpaBlIeHUs B MOJS JAaHHBIX W 3amoiHeHHs mpoTokoinoB DNS, ICMP

WJIN IPYTHE

T5.9 Vnpasnenue depe3 NMOAKIIOYEHHBIE YCTPOMCTBA, PEATHU3YIOIIME JIOMOJHUTENBHBIM KaHall CBA3U C
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BHCIMTHUMU CUCTCMaMHU HUJIN MCKJIY CKOMIIPOMETHUPOBAHHBIMU CUCTECMAMH B CCTU

T5.10 HUcnonb3oBanue cpeacts oOdyckamuu, muppoBaHus, cTeraHorpapuu s COKpPbITUS Tpaduka
yIpaBJIeHUs

T5.11 Ilepenaua KoMmaHA yHpaBIEHUS 4YEpPE3 HECTAHAAPTHO HMHTEPIPETUPYEMBIE THUIIOBBIE ONEpALUU, K
OpUMepy, MyTEeM BBIMIOJIHEHHs] KOMUPOBaHUs (aiiia no pazpeumieHHoMy npotokony (FTP wnu nogoOHOMY),
IyTEM YHIPABJIECHUS Pa3IelIIEMbIMU CETEBBIMH pecypcaMu 1o NpoTokoay SMB u T.11.

T5.12 Tlepenaua koMaH yrnpaBieHUs 4epe3 MyOIUKAIMI0O HA BHEIIHEM JIETUTUMHOM CEPBHUCE, TAKOM KakK
BeO-caiiT, 00JIauHbIN pecypc, pecypc B COIIMATBHOM CETH U T.1I.

T5.13 /lunamuueckoe M3MEHEHHE aIpecoB CEPBEPOB YIPAaBICHUS, UACHTHU(PUKATOPOB BHEIIHUX CEPBHCOB,
Ha KOTOPBIX MYyOJMKYIOTCS KOMAaHIbl YIPABIEHUS, W T.I. 10 HW3BECTHOMY alTOPUTMY BO H30ekaHue
oOHapy>KeHus

T6

IloBeIIIEHUE

MPUBUJIETUN  TIO

JTOCTYIy
KOMITOHEHTaM
CUCTEM U CETEN

K

T6.1 TlonyyeHue naHHBIX JUIsl ayTEHTU(UKAIUMU U aBTOPHU3ALMU OT UMEHU NPUBWIETUPOBAHHOM y4ETHOM
3aMicH MyTeM MOMCKAa ATHX JAaHHBIX B Mamnkax u (aiiyax, moucka B MaMsTH WU TEepexBaTa B CETEBOM
tpaduke. [laHHble A aBTOpHU3AIMU BKIIOYAIOT MapOJH, XAII-CyMMbI MMapoJied, TOKEHBI, UIEHTU(DUKATOPHI
CECCUH, KpUNTOrpapuuecKkue KI4yu, HO He OrPaHUYNBAIOTCS UMH

T6.2 Tlopgbop mapons wiu apyro mHGopManuu uisi ayTeHTH(UKAIMU OT MMEHU MPUBUIIETHPOBAHHOMN
YYETHOM 3aIUCHU

T6.3 DxcrnyaTtanus ysa3Bumoctent 110 k noBbIIEHUIO TPUBUJIETUI

T6.4 Dxcrutyatanys ysA3BUMOCTEM MEXaHHW3Ma HUMIIEPCOHAIUM (3allycKa OIepaluid B CUCTEME OT UMEHHU
JPYroi y4eTHOMU 3aIKCH)

T6.5 Manumynsmuu ¢ UJISHTUDUKATOPOM CECCHH, TOKEHOM JIOCTyNa WM WHBIM TMapaMeTpoM,
OTIPEICISIIONINM TIpaBa M TOJHOMOYHS TIONB30BaTENsi B CHUCTEME TaKUM OOpa3oM, YTO HOBBIM WU
U3MCHECHHBIH HICHTU(DHUKATOP/TOKEH/TapaMeTp MaeT BO3MOXKHOCTH BBITIONHEHUS paHEe HEJOCTYITHBIX
IIOJIb30BATEN0 ONEpalni

T6.6 O0X0a NOJUTUKU OTPAHUYEHUS MMOJIb30BATEILCKUX YUETHBIX 3aMUCEN B BHIIIOJHEHUU TPYIIN ONEpalnii,
TPeOYIONUX MPUBHIECTUPOBAHHOTO PEKIMA

T6.7 Hcnonb3oBaHuWe YSI3BUMOCTEH KOH(PUTYpAIIUMH CHCTEMBI, CIYKO W TPWIOKEHHH, B TOM YHCIE
MPEIBAPUTEITHFHO CKOH(GUTYPUPOBAHHBIX MPOduiield MPUBUICTUPOBAHHBIX MMOJI30BATENICH, aBTOMAaTHYECKHU
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3alyCKaeMbIX OT MMEHU NPUBUJIECTUPOBAHHBIX IMOJH30BATENICH CKPUMNTOB, MPUIOKEHUU M SK3EMILISIPOB
OKPY’KEHHMSI, TO3BOJISIIONINX BPeJOHOCHOMY [1O BBIMOIHATHCS € MOBBIIIIEHHBIMU TPUBUIICTUSIMU
T6.8 Okcrutyatanusi ys3BUMOCTEH, CBSI3aHHBIX C OT/ACJIBbHBIM, U BEPOSITHO MEHEE CTPOTUM KOHTPOJIEM
JIOCTYTa K HEKOTOPBIM pecypcaM (Hampumep, K (aitioBoii cucteme) Uisi HeNPUBWIETUPOBAHHBIX YUETHBIX
3anucen
T6.9 Dkcruyatarusi ys3BUMOCTEH CPEACTB OTPAHUUCHMSI CPENIbl MCIOJHEHUS (BUPTyaJIbHBIC MAIIMHBI,
TIECOYHUITBI U T.11.) JUISl UCTIOJTHEHUS KOJIa BHE ITOM CpPeJIbl
T7 | CokpriTre T7.1 Wcnonb3oBaHWe HapylIuTeJIeM WIM BPEIOHOCHOM IIaT@oOpMON IITAaTHBIX HWHCTPYMEHTOB
NeUCTBUI U | aIMUHUCTPUPOBAHUS, YTUIUT W CEPBUCOB OMNEPAIMOHHOW CHUCTEMBbI, CTOPOHHHMX YTWIUT, B TOM YHCIIE
IPUMEHSIEMBIX JIBOMHOTO Ha3HAYCHUS
npu atoM | T7.2 OuncTka/3aTupaHre HCTOPUU KOMAaHJ M JKYPHAJIOB PETUCTPAILlMH, TEpPEHANpPABICHUE 3alucei B
CpEACTB OT | )KypHaJIbl PETUCTPAIUH, TIEPETIOJHEHIUE UCTOPUU KOMaH/ M KyPHAJIOB PErucTpaIiu, 3aTpyJHEHUE JOCTYIa
oOHapyKeHUs K JKypHaJIaM PETUCTPALMK JIJI1 aBTOPU30BAHHBIX MOJIb30BATENIEH

T7.3 Ynanenue ¢aitioB, nepenucbiBanue (paitioB MpOU3BOJBHBIMUA JaHHBIMHU, (POpMATUPOBAHNE CHEMHBIX
HOCHUTEJIEN

T7.4 OtxntoyeHue CpeiCcTB 3alIUTHI OT Yrpo3 MHGPOPMAIMOHHON O€30MacHOCTH, B TOM YHCIE CPEACTB
AHTUBUPYCHOM 3alllUThl, MEXAaHU3MOB AayJHWTa, KOHCOJEH Omeparopa MOHUTOPUHTA U CPEACTB 3aLIUTHI
JIPYTUX TUIIOB

T7.5 OtkntoueHrue CUCTEM M CPEACTB MOHHTOPHHIA M 3allUTHI OT YIpO3 MPOMBIIIIEHHOW, (U3MUECKOH,
ITOYKAPHOM, 9KOJIOTMYECKOM, paauanuoOHHON 0€e30I1aCHOCTH, WHBIX BHUJIOB 0€e30I1acHOCTH
ABTOMATU3UPOBAHHOM CHUCTEMBI  YIIPABJIECHUA TEXHOJOTMYECKUMH IPOLECCAMH M  YIPABISEMOrO
(KOHTpOJIMPYEMOr0) 00beKTa U (MJIK) mpoIecca

T7.6 llognenka JaHHBIX BBIBOJIA CPEACTB 3AITUTHI OT YIPo3 HHPOPMAITMOHHOM 0€301TaCHOCTH

T7.7 llonnenka naHHBIX TEJIEMETPUU, JAaHHBIX BHIBOJA aBTOMATU3UPOBAHHBIX CHUCTEM YIPABIICHUS, JaHHBIX
CUCTEM M CpPEICTB MOHUTOPHMHIa W 3allUThl OT YIPO3 MPOMBIIUICHHOW, (U3NYECKOH, MOXKapHOU,
AKOJIOTMYECKOH, paJluallMOHHONW 0€30MacHOCTH, UHBIX BUJOB 0€30MAaCHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI
YIPaBICHUS TEXHOJIOTHYSCKUMHU TPOIECCAMU W YMPaBIsIeMOro (KOHTPOIHPYEeMOTro) oOBeKTa | (WIIH)
Mpo1iecca, JAHHBIX BHUJCOHAONIONEHUS WM APYTUX BU3YaJIbHO WM aBTOMATUYECKH HWHTEPIPETUPYEMbBIX
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JaHHBIX

T7.8 BolnosiHeHWe aTaku OTKa3a B OOCIy>XKMBaHMM Ha OCHOBHBIE U PE3EpPBHBIC KaHAJbl CBSA3H, KOTOPHIE
MOTYT HCIIOJIB30BAThCA ISl JOCTAaBKM COOOILIEHUI O HEPAOOTOCIIOCOOHOCTH CUCTEM MIIM UX KOMIIOHEHTOB
WJIM O IPYTUX IPU3HAKAX aTaKU

T7.9 Tlonnucanue Koja, BKIKOYas MCIOJIb30BAHUE CKOMIIPOMETHPOBAHHBIX CEPTU(UKATOB aBTOPUTETHBIX
npouszBogutenei 110 nsg noanrucanus BpeJOHOCHBIX TPOrPaMMHBIX MOAYJIEH

T7.10 BueapeHnue BpeIOHOCHOTO KOAa B JIOBEPEHHBIC MPOIECCHI OINMEPAIIMOHHOW CHCTEMBI W JIPYTHE
OOBEKTBI, KOTOpPHIE HE TMOABEPralOTCS aHANIM3y Ha HaJWuMe TakKoro Kojaa, [UIsl TpPeJOTBpallCHUs
oOHapy>KeHus

T7.11 Moaudukauuss momayied W KOH(UTypallud BpPEJOHOCHOTO NPOrPaMMHOTO oOOecredeHus s
3aTPYIHEHUsI €r0 OOHAPYKEHUS B CUCTEME

T7.12 Manunynsinquu MMEHaAMU W TapamMeTpamMH 3alycka IMPOIECCOB M TMPUIOKEHHH sl obOecreueHus
CKPBITHOCTH

T7.13 Co3nanue CKpHITHIX (DailIoB, CKPHITHIX YYETHBIX 3alUce

T7.14 YcraHoBlIeHHE JIOKHBIX JOBEPEHHBIX OTHOLIEHUH, B TOM YHCIIE YCTAHOBKAa KOPHEBBIX CEPTUPUKATOB
JUTsl YCTICIITHOM BaJIMJAIIMU BPEAOHOCHBIX TPOTrPAMMHBIX MOIYJIEH M aBTOPU3allMKi BHEIIIHUX CEPBUCOB

T7.15 BHeapenue BpeJOHOCHOTO KOJ1a BRBIOOPOUHBIM/TICJIEBBIM 00pa3oM Ha HauOoJiee BaXKHbIC CHUCTEMbI WITH
CUCTEMBI,  YJIOBJICTBOPSIONINE  ONPEACICHHBIM  KPUTEPUSAM, BO U30S)KAHHE  MPEKICBPEMEHHOU
KOMITpOMETaui HHGHOPMAIIUKA 00 UCITOIB3YEeMbBIX IIPH aTaKe YSA3BUMOCTIX M OOHapy)KeHUs (pakTa aTaku

T7.16 UckyccTBeHHOE BpEMEHHOE OTpaHHYEHHE PACHPOCTPAHEHUS WIM aKTHBAIMM BPEAOHOCHOTO KOJa
BHYTPHU CETH, BO H30EKAHNE MPEKACBPEMEHHOT0 OOHApYKEHUs (DaKTa aTaku

T7.17 O6dyckanus, mudpoBaHue, yrmakoBKa ¢ 3alUTOW MApPOJIEM WJIM COKPBITHE CTeTaHOrpaduuecKuMu
METOJIaMH TIPOrpaMMHOTr0 Koaa BpeaoHocHoro I[1O, maHHBIX W KOMaHJ YyNpaBISIOMEro Tpaguka, B TOM
YHClie TIPU XPAaHEHUHU 3TOTO KOJIA U JIAHHBIX B aTaKyeMOU cucTeMe, IIpU XpaHEHUU Ha CETEBOM pecypce HIn
IIpH Tepeayde 1mo CeTH

T7.18 Hcnonp3oBaHue CPEACTB BUPTYAIHM3ALMU JUISI COKPBITHS BPEAOHOCHOTO KOJA WM BPEIOHOCHOU
AKTUBHOCTH OT CPEJICTB OOHAPYKEHUS B ONEPALIIOHHON CUCTEME

T7.19 TynnenupoBanue Tpaduka ynpasieHus gepe3 VPN
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T7.20 TynnenupoBaHue TpaduKa yHpaBICHHsS B IOJIA 3alOJTHEHUS U JAHHBIX CIY>KEOHBIX IPOTOKOJOB, K
npuMepy, TYHHETUpOBaHue Tpaduka yrnpaBieHUs B MOJS JAHHBIX U 3anojiHeHus npotokonoB DNS, ICMP

VI IPYTHE

T7.21 W3meHenue KoHQUIypallMd CETH, BKIIOYas H3MEHEHUE KOH(QUIypaluud CETEBbIX YCTPOMCTB,
OpPraHM3ALMIO0 TPOKCH-COEAUHEHNH, U3MEHEHHE TaOIUL] MapIIpyTU3aLMU, COPOC U MOAU(PUKALIUIO MapOoJIeh
J0cTyna K uaTepdencaM ynpaBieHHs CETEBBIMH YCTPOUCTBAMHU

T7.22 ITogmeHa 1 KOMOPOMETALMS TPOLIMBOK, B TOM yucie npomnBokK BIOS, )KeCTKHX TUCKOB

T7.23 [logmena ¢aiioB JIETUTUMHBIX TPOrpaMM U OMOJIMOTEK HEMOCPEACTBEHHO B CUCTEME

T7.24 TlonMeHa JIETUTUMHBIX MPOrpaMM U OMOJIMOTEK, a TAK)Ke JETMTUMHBIX OOHOBJIEHHUI MPOrpaMMHOTO
oOecrieueHus1, MOCTABISIEMBIX TPOU3BOAUTENEM YAAJIIEHHO Y€pe3 CETH CBSI3U, B PEMO3UTOPHUSAX MOCTABIIMKA
WIM IIPY MIEpEIade Yepe3 CETH CBSA3U

T7.25 IlonMeHa CCHUIOK Ha JISTUTUMHBIC MMPOTrpaMMbl U OMOJIMOTEKH, a TAaK)Ke Ha JICTUTHMHBIC OOHOBJICHHSI
IIPOrPaMMHOT0 00ECIIeYCHUS, TOCTABIISIEMbIC TTPOU3BOIUTEICM YAAJIICHHO Yepe3 CeTH CBSI3H, HHPOPMAIIUU O
TaKUX OOHOBJICHHUSX, BKJIFOYAs aTakM Ha HMH(PACTPYKTYpHBIC CEPBUCHI IMOCTaBIIUMKa (Takne kak DNS
hijacking), aTaku Ha TPETECTOPOHHHUE PECYPCHI, aTaKW Ha IJICKTPOHHYIO IMOYTY M JPYTHE CPEACTBA OOMEHa
COOOIIEHUAMH

T7.26 Tlonmena qucTpuOyTHBOB (YCTAaHOBOYHBIX KOMIUIEKTOB) IIPOrpaMM Ha HOCHTEJISIX MH(POPMAIUU WU
0OIIMX CETEeBBIX pecypcax

T7.27 Komnpomeranus ceptudukara, UCIoab3yeMoro i nudpoBoi moanucu odpasa 10, Bkimrodas kpaxy
sToro ceprudukara y mnpousBoautens [1O wim NOKymKy KpaJeHOTro cepTuduKaTa Ha HeJeTalbHBIX
IUTONIAIKaX B CETSAX CBA3U (T.H. «IapKBeO») M TONJEIKY CepTH(UKAaTa C IMOMOIIBIO SKCIUTyaTalluu
ysizpumocterd [10, peanusyromero (QyHKIIUU TEHEPUPOBAHMS KPUMTOTPAPUUECKUX KITIOUEH, XpaHEHUS U
ympaBiieHus nu(poBbIMU cepTUrKaTaMu

T7.28 KommpomeTanusi CpeACTB CO3[aHHs MPOTPAMMHOTO KOJAa TMPWIOKEHUH B HHPPACTPYKTYpe
pa3paboTyMKa 3TUX MPIIOKEHUN (KOMIUISATOPOB, TUHKOBITUKOB, CPEJCTB YIPABICHUS Pa3paOOTKON) s
MOCJEAYIOIETO  ABTOMATU3MPOBAHHOTO BHECEHUS HU3MEHEHHW B 3TOT KOJ, YCTAHABIWBAaCMbII
ABTOPU30BAHHBIM I0JIb30BATEJIEM HA LIEJIEBBIE JIJI1 HAPYIIUTEIIS] CUCTEMBI

T7.29 Kommnpomerarus cpeAcTB COOpKH, KOHPUTYPHPOBAHUS W PAa3BOPAYMBAHUS MPOTPAMMHOIO KOJa, a
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TAaKK€ CpPEICTB CO3[aHUsA Y3KOCIELHMAIM3UPOBAHHOIO Koja (K NpuUMepy, KOJAa MPOMBIIUICHHBIX
KOHTPOJUIEPOB), B HHPPACTPYKTYpPE LEIEBOM CUCTEMBI, JJIsi aBTOMAaTU3UPOBAHHOTO BHECEHUS U3MEHEHUH B
9TOT KOJI, YCTaHABIMBAEMbI AaBTOPU30BAHHBIM I10JIb30BATEIEM Ha LIEJIEBBIC JJIs1 HAPYLIUTEIISI CUCTEMBI
T8 | [lonyuenue T8.1 Oxkcrmyaranus ys3BUMOCTEW Il IMOBBIIIEHUS MPUBWIETHA B CUCTEME WM CETH I YOAJIEHHOTO
JOCTyTa BBIIIOJIHEHUS IIPOIrPAMMHOTI0 KOJIa JUIsl PaCIIPOCTPaHEHMs JOCTYyNa
(pacnpoctpanenu | T8.2 Hcnosnb3oBaHue CpeacTB M HHTEPPEHCOB yTAJIEHHOTO YIPABICHUS JUIS TOJyYEHHs JOCTyHa K
€ J0CTyna) K | CMEXHBIM CUCTEMaM U CETSIM
ApYruMm T8.3 Hcnonb3oBaHue MEXaHU3MOB JUCTAHIMOHHOW YCTAaHOBKM MPOTPaMMHOIO oOecrnedeHus Hu
KOMIIOHEHTAaM KOH(UTYpUpOBaHUs
CHCTeM U ceTed | T8.4 Vypanennoe xonuposanue (ailioB, BKIHOYAs MOAYIU BPELOHOCHOIO HMPOrPAMMHOIO OOECIICUEHUS U
A CMC)KHBIM | JISTUTUMHBIC MPOTPaMMHBIC CpEJICTBA, KOTOPBIC IIO3BOJISIOT 3J0YMBINIJICHHUKY IOJy4YaTh JOCTYI K
CUCTCMaM A | CMEKHBIM CUCTEMaM U CETIM
CeTAM T8.5 W3menenue koHUTYpalluu CETH, BKIIOYas HW3MEHEHHE KOH(UTypallu CETEeBBIX YCTPOMCTB,
OpraHu3alrIo0 MPOKCU-COSTUHEHHUM, N3MEHEHUE TaOIuI] MapIIpyTU3aIui, cOpoc U MoAU(UKAIIMIO TTapoJie
JocTyna K uaTepdencaM yrnpaBlieHUs CETEBbIMU YCTPOHCTBAMU
T8.6 KonnpoBanue BpeJOHOCHOTO KOAa HA ChEMHbIE HOCUTEN
T8.7 Pa3melnenne BpeIOHOCHBIX MPOrPaAaMMHBIX MOJTYJIEH Ha pa3/iesIIEMbIX CETEBBIX peCypcax B CETH
T8.8 HMcnonb3oBaHUE NOBEPEHHBIX OTHOIICHUN CKOMIIPOMETHPOBAHHOM CUCTEMBI U TOJIb30BATEJICH ATOMU
CHUCTEMBI C IPYTMMHU CUCTEMaMM U IIOJb30BaTEISIMU ISl PACIIPOCTPAHEHHS! BPEIOHOCHOTO MPOTrPaMMHOIO
oOecrieueHus: WK IJisl JOCTyna K CUCTeMaM U MH(OpMAIUH B APYTUX CUCTEMAX U CETAX
T9 | Coop u BeiBOA U3 | T9.1 [doctyn k cucteme st cOopa mHGOpMAIMKM U BBIBOJ WHGOPMAIMKM Yepe3 CTaHIapTHBIC MPOTOKOJIBI

CHCTEMBI
ceTH
uHbopMaIm,
HEOOXO0IMMOM
U1 JaJIbHEHIIHNX
NEUCTBUM  IIpHU
peanu3anuu

nJIIn

ynpasnenus (Hanpumep, RDP, SSH), a taxke ucnonb3oBaHue MHGPACTPYKTYpHI MPOBANIEPOB CPEICTB
YIAJICHHOTO aJIMUHUCTPUPOBAHUS

T9.2 Hoctyn k cucteme it cOopa mHGOPMAIMKU ¥ BBIBOJ MH(POpPMAIIMU Yepe3 UCIOJIb30BAaHUE ITATHBIX
CPEACTB YJAJICHHOTO JOCTYIA U YIIPABJICHUS ONEPAIMOHHON CHCTEMBI

T9.3 BriBog wmHbOpMamMy Ha XOPOIIO HW3BECTHBIC MOPTHI HA BHENTHUX CEpPBEpax, pPa3pelICHHbIE Ha
MmexceteBoM dkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)

T9.4 BeiBon mH(oOpManuu Ha HECTAHIAPTHBIC MOPTHI HAa BHENIHUX CEpBEpax, YTO B HEKOTOPHIX CIydasxX
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yrpo3 MO3BOJISIET 3KCIUIYaTUPOBATh YSI3BUMOCTH CPEACTB CETEBOM (priibTpanuu it 00Xo4a 3TUX CPEJICTB
0€e30MacHOCTH T9.5 OTnpaBka JaHHBIX IO U3BECTHBIM MPOTOKOJIAM YIPABJICHMS U MEpEJadyM JTaHHbBIX
MH(popMau T9.6 OTnpaBka JaHHBIX IO COOCTBEHHBIM MPOTOKOJIAM

WIM peannu3anuu
HOBBIX YI'PO3

T9.7 IlpokcupoBanue Tpaduka nepeaayu JaHHBIX JJIs1 MACKUPOBKH MOJO3PUTEILHON CETeBOM aKTUBHOCTH,
o0xXoJa MpaBWJI Ha MEXKCETEBOM DKpPaHE U COKpPBITUS aJpecoB HHPPACTPYKTYpbl HapYLIUTENIEH,
nyOnIMpoBaHHME KaHAJIOB CBsI3M, OOQyckauus U pazferneHue Tpaduka nepeiadd JaHHBIX BO H30ekaHUe
oOHapy KeHus

T9.8 TynnenupoBanue Tpaduka nepeaayu 1aHHbix yepes VPN

T9.9 TynunenupoBanue Tpaduka ynpaBiieHHs B MOJIA 3aNOJHEHUS M JIAHHBIX CIY>KEOHBIX MPOTOKOJIOB, K
npuMepy, TYHHETUpOBaHHe Tpaduka yrnpaBieHUs B MOJS JAaHHBIX U 3anoiHeHus npoTokoioB DNS, ICMP
VI IPYTHE

T9.10 BBIBO}I HH(bOpMaIII/II/I daepe3 CbCMHBIC HOCUTCIM, B 4YaCTHOCTHU, IICpcaava MHdaHHbIX MCKIY
CKOMIIPOMCTUPOBAHHBIMHU HSOHHPOBaHHOﬁ CUCTEMOU U HOIIKJIIO‘-IGHHOﬁ K I/IHTepHGT CHUCTEMOM qcpe3
HOCHTCIIN I/IH(l)OpMaHI/II/I, HCIIOJIb3YCMbBIC Ha 00enx cucremax

T9.11 OtnpaBka TaHHBIX Yepe3 aJbTEPHATUBHYIO Cpey Nepelay JaHHBIX

T9.12 IudpoBanue BHIBOANMON HHPOpPMAIMK, HCIOIB30BaHUE CTEraHorpaduu s COKPBITHS (akTa
BbIBOIa MH(DOPMAIIUH

T9.13 BeiBog undopmaiuu yepes npeaocTaBlieHne 0cTyna K (paiioBbIM XpaHUIUIIAM 1 0a3aM JaHHBIX B
UHPPACTPYKTYPE CKOMIIPOMETUPOBAHHOM CUCTEMBI UJIM CETH, B TOM YHCIIC ITyTEM CO3JaHMUS HOBBIX YUETHBIX
3amnucei Wiv nepenadn JaHHBIX I ayTeHTU(UKAIMKA U aBTOPU3ALMK UMEIOIIMXCS YUETHBIX 3aMucei

T9.14 BeiBonm wunH(OpManuu MmyTeM pa3MelieHus cooOmeHnid unu (aiaoB Ha MyOIMYHBIX pecypcax,
JOCTYIHBIX NI aHOHUMHOTO HapymwuTens (dopymsel, ¢dhaiaiooOMeHHBIE CEPBUCHI, (POTOOAHKH, OOIAYHBIC
CEPBUCHI, COIIUATIbHBIE CETH)

Hecankunonupo
BaHHBIN JOCTYI U
(nm)
BO3JCHCTBUE HA
UH(OPMAITMOHHBI

T10.1 HecaHKimoHMpOBaHHBIA JOCTYN K HH(POPMAIMU B MAMSITH CUCTEMBI, (pailioBoil cucteme, 0aszax
JTAHHBIX, PETIO3UTOPHSIX, B MPOTPAMMHBIX MOJYJISIX M TIPOIIMBKAX

T10.2 HecaHKIIMOHUPOBAHHOE BO3JEUCTBHUE HA CUCTEMHOE MTPOTPAaMMHOE 00ECIIeueHre, €ro KOH(DUTYpaIunio
Y mapaMeTphl JOCTYIa

T10.3 HecaHKIMOHMPOBAHHOE BO3JIEMCTBUE HA MNPOrPAMMHBIE MOJYJIM NPUKIAJHOTO MNPOTrPAMMHOIO
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€ pecypchl WM | obecrieyeHus
KOMITOHEHTHI T10.4 HecaHKIIMOHMPOBAHHOE BO3JICHCTBUE HA MPOrPaMMHBIN KOJ, KOHPUTYpallUIO U TapaMeTphl 10CTyma

CHUCTEM H CETEH,
NPUBOIAILINE K
HEraTUBHBIM
MOCJIEACTBUSIM

NPUKIIAJIHOTO TPOrPAMMHOT0 00eCIeYeHHs!

T10.5 HecankKmoHHUpOBaHHOE BO3JEUCTBHE HA MPOTPAMMHBIN KO, KOH(PUrypaluio U mapaMeTpsl TOCTYIa
CUCTEMHOTr0 MPOrPaMMHOI'0 00eCIeYeHHUs

T10.6 HecankiimoHpoBaHHOE BO3/EHCTBHE HA MPOTPAMMHBIN KOJI, KOH(UTYpaLMIO U MMapaMeTphl JoCTyma
IPOIIKMBKH YCTPOMCTBA

T10.7 Ilonmena undopmanuu (HanmpuMep, MIATEKHBIX PEKBU3UTOB) B MaMSITH WIK UHPOPMALIMH, XPAHUMOM
B BUJie (pailyioB, nHopmanuu B 0a3ax JaHHBIX U PEMO3UTOPUSIX, HH(POPMALIMU HA HEPA3MEUEHHBIX 001acTsIX
JMCKOB M CMEHHBIX HOCUTEJIEH

T10.8 YHuutoxxenue mHbopmaimu, BKIOYas WHGOPMAIIMIO, XpaHUMYIO B BuAe (QailioB, uH(opmaluo B
0a3ax JIaHHBIX U PENO3UTOPHUAX, MHGOPMAIIMIO HA HEPA3MEUYEHHBIX 001ACTIX TUCKOB U CMEHHBIX HOCUTENEH

T10.9 lo6aBnenune undopmanuu (Hanpumep, nedelcCUHr KOPIOPATUBHOIO MOpTalia, MyOJIUKaIUs JTOKHOU
HOBOCTH)

T10.10 OpFaHI/ISaHI/I}I OTKa3a B 06CJIy}KI/IBaHI/II/I OIIHOﬁ HNJIN HCCKOJIBKUX CHUCTCM, KOMIIOHCHTOB CHUCTCMbI HJIN
CCTHU

T10.11 HeneneBoe UCIOIB30BAHUE PECYPCOB CUCTEMBI

T10.12 HecaHKIIMOHMPOBAHHOE BO3/ICMCTBHME HA aBTOMATU3UPOBAHHBIE CHCTEMBbl YIPABICHUS C IEIbIO
BbI30Ba OTKa3a WM HapylieHus (QyHKIuN ympaieHus, B ToM uyucie Ha ACY KpPUTHUECKH BaKHBIX
00BEKTOB, MOTEHIIUATHFHO OMACHBIX O0OBEKTOB, 0OBEKTOB, MPEICTABISIONINX MOBHIIICHHYIO OMAaCHOCTH IS
JKU3HA W 3I0pOBbsl JIIOAEH MW JUISL OKPYXKAarolled MNPUPOAHOM CpeApl, B TOM YHUCJIE OMNACHBIX
IPOU3BOJICTBEHHBIX OOBEKTOB

T10.13 HecaHKUMOHMPOBAHHOE BO3/IEMCTBHE HAa ABTOMATU3UPOBAHHBIE CHUCTEMBI YIPABICHUS C ILEJIbIO
BbI30BAa OTKa3a WU TMOJOMKH oOopyaoBaHusi, B ToM uucie ACY KpUTHUECKH BaXXKHBIX OOBEKTOB,
NOTEHIIMAIbHO OMACHBIX OOBEKTOB, OOBEKTOB, MPEACTABISAIONIUX MOBBIIMICHHYI0 ONACHOCTH [IJISl JKU3HU U
30POBBSL JIIOAEH WU I OKpY>Karoled MPUPOIHOM Cpellbl, B TOM YHUCJE OMACHBIX MPOU3BOJCTBEHHBIX
00BEKTOB

T10.14 OTkirOYeHHE CHCTEM W CPEACTB MOHUTOPWHTA W 3AIIUTHI OT YIPO3 MPOMBINIICHHOHN, (hU3UYECKOM,
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MO’KAPHOM, 3KOJOTMYECKOM, paJMallMOHHON O€30MacHOCTH, WHBIX BHJIOB 0O€30MaCHOCTH, B TOM YMHCIIE
KPUTHYECKHM BAXKHBIX OOBEKTOB, MOTEHUUAIBHO OIACHBIX OOBEKTOB, OOBEKTOB, MPEACTABIISIOMINX
NOBBIIIEHHYIO ONACHOCTb JUIS KU3HHU W 3I0POBBS JIIOJEU U Il OKPY’KAIOUIEH NMPUPOJHOM CpEAbl, B TOM
YKCJIe ONACHBIX TPOU3BOICTBEHHBIX OOBEKTOB

T10.15 Bo3geiictBue Ha HHPOPMALMOHHBIE PECYpChl UYEpe3 CUCTEMBbI PACHO3HABAHUSA BU3YaJbHBIX,
3BYKOBBIX 00pa30B, CUCTEMBbI I'€ONO3UIIMOHUPOBAHUS U OPUEHTALIMU, TATYUKU BUOpAIUH, IPOYHE JATYUKU U
CUCTEMBI NpeoOpa3oBaHMs CUTHAJIOB (PU3NYECKOrO0 MUpPA B LHU(POBOE MPEACTABICHUE C LEIbI MOJIHOIO
WJIM YaCTUYHOTO BBIBOJIA CUCTEMBI U3 CTPOS WM HECAHKIIMOHUPOBAHHOTO YIPABJICHHS] CUCTEMOM




[Tpunoxenue Ne 5
Pe3ynbTaTel OIIEHKH BO3MOKHBIX
yrpo3 6€30macHOCTU HH(OpMauu

Heratusu
Unentn- | Haumeno- XapakTepucTuka . Cnocodob1 | Bo3moxkHbIe ceHa-
O0BeKT BO31EHCT- ble
duxartop BaHMe HAPYUIUTEJISA, He0O X0 UM Aast st - peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peajiu3auu yrpo3bl st U YyIPO3bl Yrpo3bl
YBU.004 | Yrposa anma- | Buyrpennuit Hapymutens, 00- | BIOS/UEFI HIIL.6; CP.1; CueHnapuii peanuzaiuu
paTHOro Jamaromuil  0a30BEIMH  BO3- HILS,; CP.§; VYBN.004:

copoca  ma- | MOXKHOCTSIMU, BuyTtpennuit HIIL9; CP.11 -T1 (T1.9; T1.15;

pouist BIOS HApYIIUTEIb, oOJaaronui HII.12; T1.16);
0a30BBIMHU NOBBIIIEHHBIMU HIIL.13 -T2 (T2.9)
BO3MOXHOCTSIMU

YBU.006 | Yrpo3a BHen- | Buemnuit Hapymurtens, obna- | [IpukianHoe mpor- HIIL.1; CP.1; Cuenapuii peanuzanuu
peHMs  KOJia | Taroluid 0a30BBIMU BO3- | paMMHOE o0ecrie- HII.6; CP.2; YBU.006:

WIM TaHHBIX | MOKHOCTSIMH, BHemHuii Ha- | yenue, CeTeBoe HIL.S; CP.8; CP9 | -T1 (T1.4; TL.5);
pymuTenb, obnamaroniuii 6a- | mporpaMmHoe obec- HIIL.9; -T2 (T2.5; T2.10);
30BBIMH TIOBBIINIEHHBIMUA BO3- | neuenue, Cuc- HII.10; -T3 (T3.1; T3.2;
MOYHOCTSMU TEMHOE ITPoTrpam- HIL.11; T3.15);

MHOE oOecrieueHne HII.12; -T4 (T4.2);
HIL13 -T5 (T5.2)
YBU.007 | Yrpo3za Bo3- | Buemnuii HapymmTens, obmna- | [IpuknagHoe mpor- HIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu

NeHCTBHSA Ha | Jaromuii 0a30BBIMHU ITOBBIIIEH- | pAMMHOE 00ecIIe- HII.6; YBH.007:

IporpaMMbl C | HBIMU BO3MOXKHOCTAMH, BHyT- | ueHue, CeteBoe HILS; -T1 (T1.9; T1.16);

BBICOKUMH pEHHUH HapymuTenb, 00yiana- | mporpaMmHoe odec- HIIL9; -T2 (T2.6);

NPUBWJICTH- | IOMWKM 0a30BBIMH TOBBIIICH- | IeueHue, Cuc- HIIL.10; -T3 (T3.5);

MU HBIMHU BO3MOKHOCTSIMU TEMHOE MPOrpam- HIL11; -T6 (T6.2; T6.3)

MHO€E oOecreueHue HIT.12;

HII.13




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
YBU.008 | Yrpo3za Boc- | BHemnuii Hapymurtens, obia- | Mukpomnporpam- HIL.6; CP.1; CueHnapuii peanuzamnuu
CTAaHOBJICHUS | JaloIIMi  0a30BBIMHM  BO3- | MHOE OO€CIICUCHHE, HIIL.8; CP.8; CP.9 | YBHM.008:
W/WMM  TIOB- | MOKHOCTsIMU, BHemnuii Ha- | CuctemMHOe mpor- HIL.9; -T1 (T1.6);
TOPHOTO HC- | pylIUTeNb, oOJamammuil 0a- | paMMHOE oOecrie- HIL.12; -T2 (T2.10);
MOJIb30BAHUS | 30BBIMU TIOBBIIIEHHBIMUA BO3- | YEHUE, Y YETHBIE HIIL.13 -T4 (T4.1)
ayTeHTH- MOYKHOCTSIMU, Buytpennuit | naHHbIE 11030~
dbuKanoH- HApYIIUTEIb, oOJaiaromiuii | BaTens
HOM WH- | 0a30BBIMU ~ BO3MOXHOCTSIMH,
dbopmarnmu BuyTtpennuit Hapymurenb, 00-
Jagarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOKHOCTSIMU
YBU.009 | Yrpo3a Boc- | Buyrpennwuit Hapymutens, 00- | BIOS/UEFI HIIL.6; CP.1; Cuenapuii peanuzanuu
CTAHOBJIEHHUS |JIamaromuii  0a30BBIMH  BO3- HILS; CP.8; CP.9 | YBI.009:
MpEbIAYIIEH | MOKHOCTSIMH, BuyTrpennuit HIL.9; -T1 (T1.9);
ySI3BUMOM HapyIIUTEb, oOJaaronuit HIL.12; -T3 (T3.18);
Bepcuu BIOS | 6a30BbIMH MOBBIIIICHHBIMU HIT.13 -T4 (T4.8)
BO3MOKHOCTSMU
YBU.012 | Yrpo3za nec- | BuyTpennuit HapymuTenb, 00- | Mukpormporpam- HIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
TPYKTUBHOTO | Jafaromuii  0a30BBIMH  BO3- | MHOE OOCCIICUeHHUE, HII.6; VYBU.012:
U3MEHEHUS MOKHOCTSIMU, Bayrpennuii | O0BbeKTHI (aiiaoBoi HILS; -T1 (T1.9; T1.16);
KOH(UTypa- | HAPYIIUTEIb, obnamaromuii | cuctemsl, [Ipuk- HIIL9; -T2 (T2.5; T2.6);
ITUH/CPE bl 0a30BBIMH MOBBILIEHHBIMH | JIAJHOE MPOrpam- HIL.10; -T3 (T3.7)
OKPYKCHUSA BO3MOXHOCTSIMHA MHO€ o0ecTieueHue, HIL11;
porpaMmm CeteBoe nporpam- HIL.12;

MHO€ o0ecreueHue,

HII.13




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
CucremHoe npor-
pamMmHoOe obecrie-
YeHUE
YBU.013 | Yrpo3a gec- | Buyrpennuit Hapymutens, 00- | BIOS/UEFI HII.6; CP.1; CP.8 | Cuenapuii peanuzanuu
TPYKTHUBHOTO | JIajaloluii  0a30BbIMU  BO3- HILS; YBU.013:
HCII0JIb30- MO>KHOCTSIMU, BuyTpenuunit HIIL9; -T1 (T1.9; T1.16);
BaHUS JIEKJIa- | HAPYIIUTEIb, oOJtagaronuit HII.12; -T2 (T2.5);
PUPOBAHHOTO | 0Aa30BBIMU NOBBIIEHHBIMU HIIL.13 -T4 (T4.6)
dbyHKIIMOHANIa | BOBMOYKHOCTSIMU
BIOS
YBU.014 | Yrpo3za nnu- | BHemHuii Hapymmtens, obia- | MalluHHBINA HO- HII.1; CP.1; CP.8 | Cuenapuit peanuzanuu
TEJILHOTO JTAFOIINI 0a30BBIMU BO3- | CHTEJIb HHpOpMa- HII.2; VYBU.014:
yAEpKaHUs MOXXKHOCTSIMHA, BHemHuii Ha- | MU B COCTaBe HII.3; -T1 (T1.5; T1.16;
BBIYUCIIU- pymuTeNb, oOamaronuii 0a- | Cpe/ICTB BBIUUCIIH- HIIL.6; T1.19);
TEJbHBIX pE€- | 30BBIMU TOBBIIIEHHBIMUA BO3- | TEILHOW TEXHUKH, HIL.S; -T2 (T2.5; T2.6)
CYpCOB IOJb- | MOKHOCTSIMH, Buytpennuii | CeTeBoe mporpam- HIL9;
30BaTeISIMU | HAPYIIHUTEIb, o0amaromnii | MHOE oO€ecIieueHue, HII.10;
0a30BBIMH  BO3MOXKHOCTAMH, | CeTeBO# Tpaduk, HII.11;
BuyTpennuit HapymuTenb, 00- | Y31 BRIYUCITUTEINb- HII.12;
Jagaromuii  06a30BBIMH  T10- | HOM ceTH (aBTO- HII.13

BBIINICHHBIMH BO3MO>KHOCTAMU

MaTU3UPOBAHHBIC
pabouune MecTa,
cepBepa, Mapiipy-
THU3aTOPBI, KOMMY-
tatopsl, [0T-yc-




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
TPOWCTBA U T.II.)
YBU.015 | Yrpo3a noc- | Buemnuii Hapymurtens, obna- | O0bekTsl (paitinoBoit HILS; CP.1 Cuenapuii peannzanuu
Tynma K 3a-|Jalomuii  0a30BbIMH  BO3- | CUCTEMBbI HIL9; YBU.015:
IIMIIAEMBIM | MOXKHOCTSIMH, BHemHui Ha- HII.12; -T1 (T1.9; T1.16);
daiinaMm c uc- | pymuTenab, obiagaromuii  Oa- HII.13 -T2 (T2.3; T2.5; T2.6);
MOJb30BaHU- | 30BBIMU TIOBBIIIICHHBIMU BO3- -T6 (T6.3; T6.6)
€M O00XOJHO- | MOKHOCTSIMH, Buyrpennun
ro MyTH HAPYIIUTENb, oOJaiaronuit
0a30BBIMH  BO3MOKHOCTSIMH,
BuyTtpennuit Hapymurenb, 00-
JAajaromuii - 0a30BBIMU  TIO-
BBIIIIEHHBIMU BO3MOKHOCTSIMU
YBU.016 | Yrpoza noc- | BHemnwuit HapymuTens, obia- | CeTeBoe mporpam- HIIL.6; CP.1 Cuenapuii peanuzanuu
Tyna K JIO- | Jalomui 0a30BBIMHU IOBBIIIEH- | MHOE 00ECIICUCHHE HILS8; YBU.016:
KaJIbHBIM HBIMHM BO3MOKHOCTSIMHU HII.9; -T1 (T1.11; T1.16);
daiimam cep- HII.10; -T2 (T2.8);
BEpa MpH I10- HIL.11; -T6 (T6.1)
Mo URL HII.12;
HIL.13
YBU.018 | Yrpo3a 3ar- | Buyrpennwuit Hapymurens, 00- | BIOS/UEFI HIIL.6; CP.1; CP.9 | Cuenapuii peanuzanuu
PY3KH  HENI- | JaJalomui  0a30BBIMH  BO3- HIL.S; YBUN.018:
TaTHOW  OIle- | MOKHOCTSIMH, BuyTrpennun HIL9; -T2 (T2.5);
PaLOHHOMN HapyIIUTEIb, oOmagaronuit HIL.12; -T10 (T10.2)
CHUCTEMBI 0a30BBIMH MOBBIIIIEHHBIMU HIL.13

BO3MOXXHOCTAIMU




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
O0beKT BO31CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
YBU.019 | Yrpoza  3a- | BHemnuii HapymwuTenb, obna- | CeTeBoe mporpam- HIIL1; CP.1 Cuenapuil pean3annu
pakeHus Jarommi  0a30BBIMH  BO3- | MHOE 0OCCIICUeHHE, HII.2; YBHN.019:
DNS-kemra MOKHOCTSIMU, Buemnuit Ha- | CeTeBoil Tpaduk, HIIL3; -T1 (T1.7);
pymuTenb, obnanaronuii 0a- | Y3ea BEIYUCIUTEIb- HII.6; -T2 (T2.3; T2.4);
30BBIMH TIOBBIINICHHBIMH BO3- | HOM ceTH (aBTO- HILS; -T8 (T8.8)
MOKHOCTSIMHU MaTU3UPOBAHHBIE HIL.9;
pabouune MecTa, HII.10;
cepBepa, Mapuipy- HIL11;
THU3aTOPBI, KOMMY- HII.12;
tatopsl, [oT-yc- HIIL.13
TPOMCTBA U T.II.)
YBU.022 | Yrpo3a u36sl- | Buemnuit HapymuTens, obia- | CeTeBoe mporpam- HIIL.6; CP.2; CP.4 | Cuenapuii peanuzanuu
TOYHOI'O BBI- | JIAIOIIIUN 0a30BBIMU BO3- | MHOE oOecIeueHue, HILS; VYBU.022:
JIEJICHUsT Ofle- | MOKHOCTSIMM, BHemHuid Ha- | CucteMHoe mpor- HIIL9; -T2 (T2.3; T2.4; T2.5);
paTUBHOM Ma- | pylmIUTENIb, OOJamaronuii 06a- | paMMHOE obecrie- HII.10; -T3 (T3.2; T3.3)
MSITH 30BBIMH TIOBBIINIEHHBIMUA BO3- | UCHHE HIIL.11;
MOYHOCTSIMHU, BuyTrpennuit HIL.12;
HApYILIUTENb, oOnagarontui HIIL.13
0a30BBIMH  BO3MOKHOCTSIMH,
BuyTpennuit Hapymurenb, 00-
Jajgarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.023 | Yrpo3a u3me- | BHyrpennuit Hapymmrenb, 00- | [Ipukitagaoe mpor- HIL.1; CP.1; CP.4 | Cuenapuii peaquzainuu
HEHUS KOM- | Jajalomuii  0a30BBIMH  BO3- | paMMHOE o0ecrie- HIL.6; YBI.023:
IIOHEHTOB MH- | MOKHOCTSIMH, Buyrpennuii | yenue, CucteMHoe HILS; -T2 (T2.7);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
(opMalMOH- | HAPYLIUTED, oOnagarouuil | mporpaMMHoe o0dec- HIL9; -T3 (T3.7);
HOi  (aBTO- | 0a30BBHIMHU MOBBIICHHBIMHU | TIeueHue, CpeacTBO HIL.12; -T10 (T10.3)
MaTU3UPO- BO3MOXHOCTIMU BBIYHCIIUTEIIbHOU HIIL.13
BaHHOMW) CHC- TEXHUKU
TEMBbI
YBU.025 | Yrpo3a usme- | Buyrpennuit Hapymurenb, 00- | [Ipukiannoe mpor- HIIL.1; CP.1 CueHnapuii peanuzaiuu
HEHUS  CHUC- | lJajalomuii  0a30BBIMH  TIO- | paMMHOE o0ecrie- HIIL6; YBN.025:
TEMHBIX M | BRIIEHHBIMUA BO3MOKHOCTSIMHU | ueHne, CeteBoe HILS; -T10 (T10.2; T10.4)
rJI00aTbHBIX nporpaMMHoOe o0ec- HIL.9;
IIEPEMEHHBIX neuenue, Cuc- HII.10;
TEMHOE TIPOTrpam- HIL.11;
MHOeE o0ecreueHne HII.12;
HII.13
YBU.027 | Yrpo3a ucka- | Buyrpennuii HapymuTens, 00- | [Ipukiagnoe mpor- HIIL1; CP.1; CP.2 | Cuenapuii peanuzanuu
KEHUsS  BBO- | Jajaromuii  0a30BBIMH  BO3- | paMMHOE oOecIie- HII.6; YBU.027:
JMMOW M BBI- | MOKHOCTSIMH, Buyrpennuii | uenue, CeteBoe HIL.S; -T3 (T3.2);
BOAMMOHN Ha | HAPYIIUTEIb, oOJraiaromuii | mporpaMMHoOe o0ec- HIIL.9; -T8 (T8.1)
nepudepuii- | 6a30BBIMH MOBBINICHHBIMU | TIeueHue, Cuc- HIIL.10;
HbIE YCTPOM- | BO3SMOXKHOCTSIMH TEMHOE IIPOrpam- HIL11;
CTBa WH- MHOE oOecrieueHue HII.12;
dbopmarun HIIL.13
YBU.028 | Yrpoza wuc- | Buemuuii HapymmTenb, obma- | OObeKTsI (HaiioBoit HILS; CP.1; CP.2 | Cuenapuii peanuzanuu
IMOJIb30BAaHUS | JAIOIHI 0a30BBIMHU BO3- | CUCTEMBI HII.9; VYBHN.028:
aTbTEPHATUB- | MOKHOCTSIMM, BHemHui Ha- HIIL.12; -T1 (T1.5; T1.9);
HBIX  TyTeH | pymmTenb, oOnamarommii Oa- HIIL.13 -T10 (T10.1)




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
JIOCTYTIa K pe- | 30BBIMH TOBBIIIEHHBIMU BO3-
cypcam MOXHOCTSIMU, BuyrpenHun
HAPYIIUTEIb, oOJaiaronuit
0a30BBIMH  BO3MOKHOCTSIMH,
BuyTpennuii HapymuTenb, 00-
Jagarommii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.030 | Yrpoza  wuc- | Buemnuii Hapymurens, obna- | Mukpomnporpam- HIIL.1; CP.1; CP.9 | Cuenapuii peanuzanuu
IIOJIb30BAaHUS | JaroIIMii 0a30BBIMU IOBBIIIEH- | MHOE OO€CIICUeHUE, HII.6; YBHN.030:
uHbOpMaIK | HBIMU BO3MOXHOCTSIMHU, BHyT- | [IprknagHoe mpor- HILS; -T1 (T1.1; T1.9;
uaeHTu(drKa- | peHHUN HapyIIuTenb, o0Jana- | paMMHOe obecre- HIIL.9; T1.16);
IIUW/ayTeHTH- | oMU 0a30BBIMH BO3MOXHOC- | YeHUE, CeTeBoe HIIL.10; -T2 (T2.4)
dbukauu, 3a- | TAMHA, BHYTpeHHMI HapyIIH- | IporpaMMHOE oOec- HIL.11;
JTAHHOU IO | TeNb, OOJajaromuil 0a30BLIMHU | meueHue, Cuc- HII.12;
YMOJYAHUIO | OBBIIIEHHBIMU BO3MOXHOCTSI- | TEMHOE IIPOrpam- HIL13
MU MHOE 00ecIieueHue
YBU.031 | Yrpoza wuc- | Buemnuii HapymmTens, oOmna- | [IpukinagHoe mpor- HIIL1; CP.9 Cuenapuii peannzanuu
MOJIb30BAaHMS | Maromuii  0a30BBIMH  BO3- | paMMHOE o0ecrie- HIIL.6; YBU.031:
MEXaHU3MOB | MOKHOCTSIMH, BHemmHuii Ha- | yeHue, CeTeBoe HILS; -T1 (T1.5; T1.9;
aBTOpU3AIMU | pYIIUTENb, oOONamarommii 6a- | mporpaMmmMHoOe obec- HIIL9; T1.16);
JUISL TIOBBIIIE- | 30BEIMU MOBBIIEHHBIMHA BO3- | neuenne, Cuc- HII.10; -T2 (T2.4; T2.5);
HUS TPUBUJIE- | MOXKHOCTSIMU, Buytpennuii | TeMHOE Mporpam- HIL11; -T6 (T6.3; T6.6)
Ui HapyIIUTEb, o0JIamaronii | MHOE oOecieueHne HII.12;
0a30BBIMH  BO3MOKHOCTSIMH, HII.13

BryTpennuii HapymuTens, 00-




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
JAajaromuii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.032 | Yrpo3a  wuc- | Buemnuii Hapymurtens, obia- | BIOS/UEFI HII.6; CP.1; Cuenapuii peainzanuu
IIOJIE30BAHUS | TAIONIuii 0a30BBIMH IOBBIIICH- HILS,; CP.2; CP.9 | YBHM.032:
NOAJEIBHBIX | HBIMU BO3MOXHOCTAMU HIIL9; -T1 (T1.16);
U (POBHIX HIL.12; -T2 (T2.12);
TOJIITHCEH HIIL.13 -T3 (T3.8; T3.11);
BIOS -T4 (T4.6)
YBU.033 | Yrpoza  uc- | Buemnuii HapymwuTens, obna- | Mukpormporpam- HIL1; CP.1; Cuenapuil peanzanuu
IIOJIb30BAaHUS | JarolIuii 0a30BBIMU IOBBIIIEH- | MHOE OO€CIICUEHUE, HII.6; CP.8; CP.9 | YBI.033:
cnabocreit HBIMU BO3MOKHOCTSIMHM, BHyT- | [IpukiiagHoe mpor- HILS; -T1 (T1.5);
KOJUPOBAHUS | pCHHUN HapyIIUTeNb, 00Jaga- | paMMHOE obecre- HIL.9; -T2 (T2.5; T2.6);
BXOHBIX IO 0a30BLIMM ITIOBBIIIEH- | yeHHE, CeTeBoe HII.10; -T10 (T10.2)
JAHHBIX HBIMU BO3MOKHOCTSIMHU nporpamMmMmHoe obec- | HIL11;
neuenue, Cuc- HII.12;
TEMHOE ITPoTrpam- HIIL.13
MHOE 00ecIieyeHue
YBbU.034 | Yrpoza wuc- | Buemnuii HapymmTenb, obna- | CeTeBoe mporpam- HIL.2; CP.1 Cuenapuii peannzanuu
IIOJB30BaHUs | Jaromuii  0a30BEIMM  BO3- | MHOE 0OecCIICUCHHE, HII.3; YBU.034:
cinabocreit MOXHOCTSIMU, BremHuii Ha- | CeTeBoil Tpaduk, HII.6; -T1 (T1.5; T1.9);
IPOTOKOJIOB | pyIIUTENb, oOmanaromuii 6a- | CucteMHoe mpor- HILS; -T2 (T2.3; T2.5);
CETEBOTO/I0- | 30BBIMH TIOBBIIEHHBIMH BO3- | paMMHOE o0ecIie- HIL9; -T10 (T10.1)
KaJTbHOTO 00- | MOKHOCTSIMH, BuyTpeHHu | ueHue HIL.10;
MEHA [IaHHBI- | HAPYIIUTEND, o0JIaaronnit HII.11;
MU 0a30BBIMH  BO3MOXXHOCTSIMHU, HII.12;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
BuyTpennuii HapymuTenb, 00- HIIL. 13
JAajaromuii - 0a30BBIMH  TIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.036 | Yrpo3a  wuc- | BHemnuii Hapymurtens, obia- | Mukpomnporpam- HIIL.1; CP.9 CueHnapuii peanuzaiuu
ClIETOBaHUS JTAIOIIMKM 0a30BLIMM ITOBBIIICH- | MHOE OOCCIICUEeHHE, HII.6; YBN.036:
MEXaHU3MOB | HBIMM BO3MOXKHOCTsIMH, BHyT- | IIpuknagnoe mpor- HILS; -T2 (T2.5)
paboTHI MPOT- | pEHHUM HApYIIMTENb, 00JIala- | paMMHOE o0ecrie- HIIL.9;
paMMBI IO 0a30BLIMM ITOBBIIIEH- | yeHHE, CeTeBoe HII.10;
HBIMU BO3MOKHOCTSIMU nporpammHoe obec- |  HIL11;
neuenue, Cuc- HII.12;
TEMHOE TIPOTrpam- HIIL.13
MHOE 00ecIeyeHue
YBU.037 | Yrpo3a  wuc- | Buemnuii HapymuTens, objia- | Mukpomnporpam- HII.1; CP.1; CP.9 | Cuenapuii peanuzanuu
ClIeTOBaHU JaroI[Mi 0a30BLIMM IIOBBIIIEH- | MHOE O0ECIICUEHHE, HII.6; VYBU.037:
MPUJIOKEHHUST | HBIMM BO3MOXKHOCTSIMHU, BHyT- | [Ipuknagnoe mpor- HIL.S; -T1 (T1.9);
gepe3 OTUéThl | pEHHUN HapyIIUTENb, 00Jiaza- | paMMHOE oOecrie- HIIL.9; -T2 (T2.5; T2.6)
00 ommOKax | romumi 0a30BBIMHM IIOBBIIIEH- | YeHHE, CeTeBoe HII.10;
HBIMH BO3MOKHOCTSIMHU nporpammHoe obec- |  HIL11;
neucHue, Cuc- HII.12;
TEMHOE ITPOTrpam- HIIL.13
MHOE o0OecreyeHue
YBU.039 | Yrpo3a  wuc- | Buemnwmii HapymuTenb, obna- | BIOS/UEFI HIL.6; CP.1 Cuenapuii peanuzanuu
Yyepranus 3a- | Aol 6a30BBIMH MTOBBIIICH- HILS; YBbN.039:
rnaca KJII4eH, | HBIMH BO3MOKHOCTSIMH HIL.9; -T1 (T1.5);
HE00xo0- HIL12; -T2 (T2.5);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
TAMBIX IS HIL.13 -T4 (T4.6)
OOHOBJIEHUS
BIOS
YBU.041 | Yrpoza Mex- | Buemnuii Hapymurtens, obina- | Be6-caiit, Y3en BbI- HIIL.1; CP.1; CP.2 | Cuenapuii peanuzanuu
CalTOBOIO hi -0 T0) 1007071 0a30BBIMU BO3- | YUCJIUTEJIBLHON CETU HII.6; YBN.041:
CKpUIITHHTAa | MOKHOCTSIMU, BHemHuit Ha- | (aBTOMaTU3UPOBAH- HIL.7; -T1 (T1.1; T1.5; T1.8);
pymuTenb, obsamaronuii 6a- | Hple paboune Mec- HILS; -T2 (T2.1);
30BBIMM TOBBIIIEHHBIMU BO3- | T4, CEPBEpA, Map- HIL9; -T3 (T3.3)
MOKHOCTSIMU mpyTuszaTopsl, koM- | HIL.10;
myTatopsl, 10T-yc- HIL11;
TPOMCTBA U T.II.) HIL.12;
HII.13;
HIL.15
YBU.042 | Yrpo3za mex- | Buemmnuii HapymmuTtens, o0ia- | Y3el BHIYUCIUTEIh- HIIL1; CP.1; Cuenapuii peannzauuu
CaluTOBOU Jarmuii 0a30BBIMHU TTOBBIIIEH- | HOM ceTH (aBTO- HII.6; CP.2; CP.4 | YBI.042:
MTOIJCITKH HBIMHM BO3MOKHOCTSIMHU MaTU3UPOBAHHbIC HIL.S; -T1 (T1.1; T1.5; T1.8);
3ampoca paboune MecTa, HIL.9; -T2 (T2.5);
cepsepa, Mapuipy- HII.12; -T3 (T3.1; T3.3; T3.9)
THU3aTOPBI, KOMMY- HIIL.13
tatopsl, [oT-yc-
TPOICTBA U T.II.)
YBU.045 | Yrpo3a  Ha- | Buyrpennwuit Hapymmutens, 00- | BIOS/UEFI HIL.6; CP.1 Cuenapuii peanuzanuu
pylieHus namaromuii  0a30BBIMH  BO3- HILS; YBN.045:
U30JISAIMH MOXHOCTSIMH, BuyTpennunit HII.9; -T1 (T1.5; T1.9;
cpenbl WC- | HAPYIIUTEIND, oOnagaronui HIL.12; T1.16);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
MTOJTHEHUS 0a30BBIMU MOBBIIIICHHBIMU HIL.13 -T2 (T2.5);
BIOS BO3MOXHOCTSMU -T4 (T4.6);
-T10 (T10.2; T10.6)
YBU.049 | Yrpo3a Ha- | BHemnHuii HapymuTens, obina- | CeTeBoe mporpam- HIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
pyluieHus 1ie- | Jaromui  0a30BbIMH  BO3- | MHOE OOecrieueHue HILS; YBUN.049:
JIOCTHOCTH MOXHOCTSIMHA, BHemHuii Ha- HIIL9; -T2 (T2.5);
JAHHBIX Kellla | pymuTenb, obanaronmi  0a- HII.10; -T3 (T3.9);
30BBIMU TOBBIIIIEHHBIMUA BO3- HIIL.11; -T10 (T10.1; T10.2)
MOYXHOCTSIMU, Buyrpennun HII.12;
HapyILIUTEb, oOnagarouui HIIL.13
0a30BBIMM  BO3MOXKHOCTSIMH,
Braytpennuit HapymmuTenb, 00-
nAajaromuii - 0a30BBIMU  TIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.051 | Yrpoza He- | BuyTpeHHuil HapymuTenb, 00- | Y3el BIYUCIUTEIh- HIIL1; CP.8 Cuenapuii peannzauuu
BO3MOKHOCTH | Tajaroniuii  0a30BBIMH  BO3- | HOM ceTH (aBTO- HII.6; VBU.051:
BOCCTAHOBJIC- | MOKHOCTSIMH, BuyTpeHHMI | MAaTU3UPOBAHHBIC HIL.S; -T10 (T10.8)
HUS  CECCUU | HApYLIUTENb, oOnagaromuii | paboune MecTa, HIIL9;
paboTel  Ha | 6a30BEIMU MOBBIIIEHHBIMU | CEpBEpPA, MapIIpy- HII.12;
I[I9BM  n1pu | BO3MOXKHOCTSIMU THU3aTOPBI, KOMMY- HIIL.13
BBIBO/IC u3 tatopsl, [oT-yc-
IIPOMEKYTOYU- TPOMCTBA U T.II.)
HBIX  COCTO-
STHUAN u-

TaHUA




Heratusu

Hnentn- | HaumeHo- Xapakrepucruka . Cnoco0ob1 | Bo3moxkHbIe cueHa-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
YBU.053 | Yrpo3a  He- | Buyrpennuit Hapymutens, 00- | BIOS/UEFI HIL.6; CP.11 CueHnapuii peanuzamnuu
BO3MOJKHOCTH | JIaJAIONIUKi  0a30BBIMU  BO3- HILS,; YBI.053:
YOPaBICHUSA | MOKHOCTSIMH, Buyrpennun HIIL9; -T2 (T2.5)
IpaBaMu HAPYLIUTENb, oOJaiaronuit HIL.12;
MoJib30BaTe- | 0a30BBIMU MOBBIIIIEHHBIMU HIT.13
neit BIOS BO3MO>KHOCTSIMU
YBU.061 | Yrpo3a  He- | Buyrpennuii Hapymmurens, 00- | ba3za nannsix, Ce- HIIL.2; CP.1; CP.8 | Cuenapuii peanuzanuu
KOPPEKTHOI'O | JIafalomuidi  0a30BBIMU  TI0- | TEBOE MPOrPaMMHOE HIIL.3; YBU.061:
3aJaHus BBIIICHHBIMU BO3MOXKHOCTAMU | oOecrieuenue, Ce- HILS5; -T1 (T1.5);
CTPYKTYpPBbI TeBOU Tpaduk HIIL6; -T2 (T2.5)
JTAHHBIX HILS;
TpaH3aKIUU HII.9;
HII.10;
HIIL.11;
HII.12;
HII.13;
HII. 14
YBU.062 | Yrpoza  He- | BHemnuii HapymmTenb, obna- | CeTeBoe mporpam- HIIL.6; CP.1; Cuenapuii peannzanuu
KOPPEKTHOTO | Jaloluii  0a30BBIMM  BO3- | MHOE OOECIIeueHHe HIL.S; CP.2; CP.8 | YBI.062:
HCII0JIB30- MOXXHOCTSIMU, BHemHuii Ha- HIIL.9; -T1 (T1.5);
BaHUs TMPO3- | pyIIUTENb, OONamaromuii Oa- HII.10; -T2 (T2.5);
pavyHOro 30BBIMH TOBBIIICHHBIMU BO3- HIL11; -T10 (T10.1)
MPOKCU-CEP- | MOKHOCTSIMU HIIL.12;
BEpa 3a CYET HIL.13

IIJTariHOB




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peanu3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl

Opaysepa

YBU.063 | Yrpo3a  He- | BHemnuii Hapymurtens, obia- | Mukpomnporpam- HIIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
KOPPEKTHOI'O | Jaroliuii 0a30BbIMU MOBBIIICH- | MHOE 00€ecTieueHue, HIIL6; YBN.063:
UCII0JIB30- HBIMHU BO3MOXKHOCTSAMM, BHyT- | [Ipukitagnoe npor- HILS; -T2 (T2.5);
BaHUs (yH- | peHHUI HapymHTeNlb, 00Jaaa- | paMMHOe obecrie- HIIL9; -T10 (T10.11)
KIIMOHAJIa oMl 6a30BBIMU  TIOBBINICH- | YeHUe, CeTeBoe HII.10;
POTrPpaMMHO- | HBIMU BO3MOXKHOCTSIMU nporpamMmmHoe obec- | HIL11;
ro W anmnapar- neuenue, Cuc- HII.12;
HOTO o0ecrie- TEMHOE MPOTpam- HIT.13
YEHUS MHOE o0ecIeyeHue

YBU.067 | Yrpo3za wHen- | BHyTpeHHui HapymuTenb, 00- | 3amuiiaeMas uH- HIIL.2; CP.1; Cuenapuii peanuzanuu
paBOMEpHOTO | Jajaromuii  6a30BBIMH  BO3- | (hopMarus HIIL.3; CP.8; CP.9 | YBI.067:
O3HAKOMJIE- | MOKHOCTSIMH, BuyTrpennuit HIIL.4; -T1 (T1.13; T1.14);
HUS C  3a- | HApYIIUTEb, oOJataronuit HIL.S; -T10 (T10.1)
IIUIIIAEMOM 0a30BLIMH MMOBBLIIICHHBIMU HIIL.7;
uHdopma- BO3MOKHOCTSIMHU HII.12;
HUEN HIL.14

YBU.068 | Yrpo3za Hen- | Buemnuii HapymmTens, obna- | Mukpormporpam- HIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
paBOMEpHO- | JAfOIIMii 0Aa30BBIMHU ITOBBIIICH- | MHOE O0SCIICUCHHE, HII.6; VYBH.068:
TO/HEKOpPPEK- | HBIMH BO3MOXHOCTSIMU, BHyT- | [IpukinagHoe mpor- HILS; -T1 (TL.5);
THOTO UC- | pEHHUW HapyIIMTeNb, 00Jana- | paMMHOe obecrie- HIIL9; -T2 (T2.5);
MOJIb30BaHMs | IOMUKM 0a30BBIMH TIOBHIIICH- | YeHUE, CeTeBOC HIIL.10; -T10 (T10.3)
uHTepdeiica | HBIMA BO3MOKHOCTSIMU nporpammHoe obec- |  HIL11;
B3aHMO/ICH- neucaue, Cuc- HIIL.12;
CTBUSI C NPU- TEMHOE MPOrpam- HIIL.13




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
JI0KEHUEM MHO€ o0ecreyeHue
YBN.069 | Yrpo3za Hen- | Buemnuii HapymwuTenb, obiaa- | CeTeBoil Tpadux HIIL.2; CP.1; CP.8 | Cuenapuii peanuszanuu
paBOMEpPHBIX | Jalouuii  0a30BBIMH  BO3- HIIL3; YBU.069:
JNEUCTBUIL B | MOXKHOCTSIMU, BHemHuii Ha- HIIL9; -T1 (T1.5);
KaHaJIaX CBS- | pyIIUTENb, oOOJajaromuii Oa- HII.12; -T2 (T2.5);
31 30BbIMM TMOBBIIIEHHBIMU BO3- HIL.13 -T10 (T10.8)
MOKHOCTSIMU
YBU.071 | Yrpo3a  He- | Buemnuii Hapymurens, obia- | MaluHHBINA HO- HIIL.6; CP.1; Cuenapuii peanuzanuu
CaHKIIMOHU- JTAFOIIINI 0a30BBIMU BO3- | CHTEJIb MHpOpMa- HILS; CP.8; CP.9 | YBU.071:
POBaHHOTO MOYKHOCTAAMH, BHEmHHWN Ha- | IMU B COCTaBE HIL.9; -T1 (T1.9);
BOCCTAHOBJIE- | PYIIUTENb, OOJaMalmui 0a- | CPeACTB BHIYUCIH- HIL.12; -T2 (T2.5);
HUS yAaJ€H- | 30BBIMUA TOBBIIICHHBIMU BO3- | TEJIbHOM TE€XHUKH HIIL.13 -T10 (T10.1)
HOW 3allMIIa- | MOXKHOCTSIMH, BuyTpenuunit
eMou VH- | HAPYUIUTENb, oOamaronni
dbopmaruu 0a30BBIMH  BO3MOKHOCTSIMH,
Brytpennnit HapymmuTenb, 00-
Jagarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.072 | Yrpo3a  He- | Buyrpennwuit Hapymutens, 00- | BIOS/UEFI HIIL.6; CP.1; Cuenapuii peannzanuu
CAHKI[MOHM- | JIaJaroluii  0a30BBIMH  BO3- HIL.S8; CP.2; YBU.072:
POBAaHHOTO MOXHOCTSIMU, BuyTrpennui HIIL9; CP.8; CP.9 | -T2 (T2.5);
BBIKJIFOUCHHS | HAPYIIUTEb, 00Iamaromui HII.12; -T3 (T3.8; T3.18);
uim  00xoaa | 6a30BBIMH TOBBIIIEHHBIMU HIIL.13 -T4 (T4.6)
MeXaHHu3Ma BO3MOKHOCTAMU
3allUTBl  OT




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHUe HApYyLIMTEJIsA, Heo0X0aAuMast st HOCHeICTR peajau3anu PHMHU peau3anuu
yIrpo3bl yIrpo3bl AJISl peajiu3auiM yrpo3bl st U YIpo3bl YIpo3bl
3anucu B
BIOS
YBU.073 | Yrpo3a  He- | BHemnuii Hapymurtens, obia- | Mukpomnporpam- HIL.6; CP.1; CueHnapuii peanuzaiuu
CaHKIMOHU- | Jaroluii 0a30BBIMU IOBBIIIEH- | MHOE OO€CIICUEHUE, HILS; CP.2; CP.8 | YBU.073:
POBAaHHOTO HBIMH BO3MOXKHOCTsIMU, BHyT- | CeTeBoe 000py10- HIIL9; -T1 (T1.5);
J0CTyIA K ak- | pPeHHUM HapylmuTenb, obOnana- | Banue, CereBoe HII. 10; -T2 (T2.5);
TUBHOMY U | IoU[Mi 0a30BBIMU TMOBBIIICH- | MporpamMmMHoe obdec- | HIL11; -T4 (T4.6)
(vutm) rac- | HhIMM BO3MOXKHOCTSIMU TICYECHUE HIL.12;
CUBHOMY HII.13;
BUPTYaJIbHO- HIL.15
My Uu (WIn)
buznIecKoMy
CETEBOMY
obopyo-
BaHMIO U3 QU-
3UYECKOW U
(W) BHUPTY-
AJIbHOU CETH
YBU.074 | Yrpoza  He- | BuemHuii HapymwuTtens, o6xa- | MammHHBIN HO- HIIL.6; CP.1; Cuenapuii peannzanuu
CaHKIIMOHU- | Jarommii ~ 0a30BBIMH  BO3- | cCUTEIh HHPOpMA- HILS; CP.8; CP.9 | YBU.074:
POBaHHOTO MOKHOCTAAMH, BHEmHHI Ha- | IMU B COCTaBE HIIL.9; -T1 (T1.12);
J0CTyna K a- | pylmuTelb, OO0Jamaronuii 0a- | CpeJCTB BHIYUCIHU- HIL.12; -T2 (T2.5);
yTeHTHU(PUKA- | 30BBIMH TOBBIMICHHBIMU BO3- | TETLHOM TEXHUKH, HIIL.13 -T10 (T10.1)

OUOHHON WH-
dbopmanmm

MOXHOCTSIMU,
HapyIIUTEIb,

BuyTrpennui
oOnagaronui

OObexThI (paitioBoi
cuctemsl, Cuc-




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st nocexers | PEAH3ANM PHMH peaTu3aunu
yIrpo3bl yIrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
0a30BBIMH  BO3MOKHOCTSIMH, | TEMHOE ITPOTpaM-
BHyTpeHHuil HapymuTenb, 00- | MHOE oOecrieueHue,
Aagaromuii  0a30BBIMU  MO- | YUETHBIE IaHHbIE
BBIIIICHHBIMU BO3MOKHOCTSIMU | TIOJIb30BATEIIS
YBU.085 | Yrpo3a  He- | BHemnuii Hapymurtens, objna- | 3amuiiaeMas vH- HIIL.2; CP.1; CP.9 | Cuenapuii peanuzainuu
CaHKLMOHU- | JarolMii 0a30BbIMU MOBBIIIECH- | (popmanus HIIL3; YBU.085:
POBAaHHOTO HBIMH BO3MOYKHOCTSIMM, BHYT- HIL.4; -T1 (T1.5; T1.9);
J0CTyna K | pEeHHUI HapylmuTesab, 00Jiaaa- HILS; -T2 (T2.5);
XpaHUMOUN B | IOIUA 0a30BBIMH  TTOBBIIICH- HIL.7; -T10 (T10.1)
BUPTYaJIbHOM | HBIMU BO3MOXKHOCTSIMU HITL.12;
MIPOCTpaHC- HIIL.14
TBE 3allMINa-
eMOou WH-
dbopmaruu
YBU.086 | Yrpoza  He- | Buemnuii HapymmTenb, obaa- | OObeKTsl (aiinoBoit HIL6; CP.1; CP.9 | Cuenapuii peanuzanuu
CaHKIIMOHU- JTAFOIINI 0a30BBIMU BO3- | CHCTEMBI, YUETHEIC HIL.S; VBU.086:
POBaHHOTO MOXKHOCTSIMH, BHemHuii Ha- | JaHHBIC I0JIB30- HII.9; -T1 (T1.5; T1.12;
WU3MECHEHHUS a- | pyIIuTeab, oOJajgaromuii Oa- | BaTems HII.12; T1.22);
yTeHTU(PUKA- | 30BEIMU TOBBIIICHHBIMUA BO3- HIIL.13 -T2 (T2.4; T2.11);
LIMOHHOW HH- | MOKHOCTSIMH, BuyTrpennui -T4 (T4.1);
dbopmanmm HApYILIUTENb, oOnagaronui -T10 (T10.1)
0a30BBIMH  BO3MOKHOCTSIMH,
BryTpennuit HapymuTenb, 00-
Jajarommii - 0a30BBIMH  IIO-

BBIINICHHBIMH BO3MO>KHOCTAMU




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
O0beKT BO31CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
YBU.087 | Yrpo3a  He- | Buyrpennuit Hapymutens, 00- | BIOS/UEFI HIIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
CAHKIMOHH- | Jajaronui 0a30BBIMH  BO3- HILS; YBUN.087:
POBAaHHOTO MOYXHOCTSIMU, Buyrpennun HIIL9; -T1 (T1.5; T1.9;
HCII0Jb30- HAPYLIUTENb, 00JajaroIui HII.12; T1.16);
BaHUs  TpHU- | 0A30BBIMU MTOBBIIIIEHHBIMHU HIL.13 -T2 (T2.5)
BUJIETUPOBAH- | BOBMOXKHOCTSIMU
HBIX byH-
kuuii BIOS
YBU.088 | Yrpo3a  He- | BHemnuii HapymuTens, obina- | 3amiuiiaeMas uH- HIIL.2; CP.1 Cuenapuii peanuzanuu
CaHKIIMOHU- JTAFOIIINI 0a30BBIMU BO3- | popmartusi, Ma- HII.3; YBN.088:
POBAHHOTO MOXXKHOCTSIMHA, BHemHuii Ha- | IIMHABIA HOCUTEIb HII.4; -T2 (T2.4; T2.9);
KOIUPOBAaHMsSI | PYIIUTENIb, oOOJajaromuil 0Oa- | uHGOpMaILMK B COC- HILS; -T10 (T10.1)
3allMIAeMOI | 30BBIMU TOBBIIIEHHBIMU BO3- | TaBE CPECTB BBI- HIL6;
uHOpMaIK | MOKHOCTSIMU, BHyTpeHHNH | YNCIUTEIILHOU TEX- HIL.7;
HapyIIUTEb, oOnamaromuii | HUKU, OOBEKTHI HILS8;
0a30BBIMH  BO3MOKHOCTSIMH, | (hailJIOBON CHCTEMBI HIIL.9;
Brytpennnit HapymmTenb, 00- HII.12;
Jajgarommii - 0a30BBIMH  IIO- HII.13;
BBIIIEHHBIMU BO3MOXXHOCTSAMU HII.14
YBU.089 | Yrpoza He- | Buemnuii HapymmTenb, obia- | CucteMHOE mpor- HIIL.6; CP.1; CP.9 | Cuenapuii peanuzanuu
CaHKIIMOHU- | Marommii  0a30BBIMH  BO3- | paMMHOE o0ecrie- HILS; YBI.089:
POBaHHOTO MOKHOCTSIMH, BHeEmHMNM Ha- | yeHHe HII.9; -T1 (T1.5; T1.9);
pEeIaKTUpOBa- | pyIIUTENh, oOJagaronuii Oa- HIL.12; -T2 (T2.4);
HUSI peecTpa | 30BBIMH IIOBBIIICHHBIMU BO3- HIIL.13 -T4 (T4.5);

MOXHOCTSIMHU, BuyTpenHun

-T10 (T10.1)




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peanu3anu PHMH peaTu3aunu
yIrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
HApYILIUTENb, oOJaiaronuit
0a30BEIMH  BO3MOXKHOCTSIMH,
BuyTpennuii HapymuTenb, 00-
Jamarommii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
VYBU.090 | Yrpoza  He- | Buemnuii HapymwmTenb, o0ia- | CucteMHOe mpor- HIIL6; CP.1; CP.9 | Cuenapuii peanuszauuu
CAaHKIIMOHU- | JArOIIUH 0a30BBIMH BO3- | paMMHOE o0ecrie- HILS; YBU.090:
POBaHHOTO MOYKHOCTAMH, BHeEmHHWN Ha- | YeHUE HIL.9; -T1 (T1.5);
CO3/1aHus pylmuTenb, obJyianaronui  0a- HIL.12; -T2 (T2.4);
YYETHOM  3a- | 30BBIMU TTOBBIIICHHBIMH BO3- HIIL.13 -T4 (T4.1);
IACHU TI0JIb30- | MOKHOCTSIMH, BuyTpenuunit -T5 (T5.2);
BaTes HApYIIUTENb, oOJaaromuit -T10 (T10.2)
0a30BBIMM  BO3MOXKHOCTSIMH,
Brytpennnit HapymmuTenb, 00-
Jamarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOXXHOCTSIMU
YBU.091 | Yrpoza He- | Buemnuii HapymmuTens, o0ia- | 3amuimaemas uH- HIL.2; CP.1; CP.9 | Cuenapuii peanuzanuu
CaHKIIMOHU- | marommii  0a30BBIMH  BO3- | (hopmarus, Ma- HIIL.3; YBU.091:
POBAHHOTO MOXHOCTSMU, BHEIIHWI Ha- | LIMHHBIA HOCUTENb HIL.4; -T1 (TL.5);
ylajJeHusi 3a- | pymmTenb, oOjamaromuii 6a- | uHpopmaluu B coc- HILS; -T2 (T2.5);
IMIIaeMOMN 30BBIMU TIOBBILICHHBIMU BO3- | TABE€ CPEJCTB BbI- HIIL.6; -T10 (T10.8)
UHGOPMAIH | MOKHOCTSIMH, BHyTpeHHUH | UACIIUTENBHON TEX- HIL.7,
HApYILIUTENb, obnanaroruii | HUKA, OOBEKTHI HILS;
0a30BBIMH  BO3MOXKHOCTSIMH, | (PaliIIOBON CUCTEMBI HIL9;
BryTpennuii HapymuTens, 00- HII.12;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
Jajalomuil  0a30BBIMH  IIO- HII.13;
BBIIIIEHHBIMU BO3MOKHOCTSAMU HIL. 14
YBU.093 | Yrpo3a  He- | Buemnuii Hapymurtens, obna- | [IpukianHoe mpor- HIIL.1; CP.1 CueHnapuii peanuzaiuu
CAaHKIMOHU- | JArOIHUH 0a30BBIMH BO3- | paMMHO€ o0ecrie- HII.6; YBU.093:
POBaHHOTO MOXXKHOCTAMH, BHemHwuii Ha- | yueHue, CeTeBoe HILS; -T1 (T1.9);
yOpaBjieHUs | pylmuTenb, oOianammuil 0a- | mporpaMMHoe o0ec- HIL.9; -T2 (T2.4; T2.5);
oydepom 30BbIMU TIOBBIIICHHBIMU BO3- | ieueHnue, Cuc- HIL.10; -T3 (T3.2);
MOYXHOCTSIMU, BayTpeHHUH | TEMHOE ITpOTrpam- HIL11; -T10 (T10.1)
HAPYIIUTENb, oOJyaaronnii | MHOE oOecIieueHue HII.12;
0a30BBIMH  BO3MOXKHOCTSIMH, HII.13
Braytpennuit HapymmuTenb, 00-
nAajaromuii  0a30BBIMU  TIO-
BBIIIIEHHBIMU BO3MOKHOCTSIMU
YBU.094 | Yrpoza  He- | BHemnuii HapymmTens, obaa- | Mukpormporpam- HIIL1; CP.1; CP.9 | Cuenapuii peanuzanuu
CaHKIMOHU- | Jaromuii 0a30BBIMHU IOBBIIIEH- | MHOE OO€CIICUEHHE, HII.6; YBUN.094:
POBaHHOTO HBIMU BO3MOKHOCTSIMHM, BHyT- | [IpukiiagHoe mpor- HIL.S; -T1 (T1.5);
yIOpaBiICHUS | pEHHUU HapyIIUTeNb, o0Jiaza- | paMMHOE oOecrie- HIIL.9; -T2 (T2.5);
CHHXPOHM3a- | IOmUM O0a30BBIMH TIOBHIIICH- | YeHUE, CeTeBOC HII.10; -T10 (T10.1; T10.3)
A€ W COC- | HBIMU BO3MOXHOCTAMU nporpamMmHoe obec- HIL11;
TOSIHUEM neucHue, Cuc- HII.12;
TEMHOE ITPOTrpam- HIIL.13
MHOE o0ecreyeHue
YBU.095 | Yrpoza  He- | Buemnuii HapymmTenb, obna- | [IpukmagHoe mpor- HIIL.1; CP.1; CP.2 | Cuenapuii peanuzanuu
CaHKI[MOHHW- | JAIOMUK 0a30BBIMHU IOBBIIICH- | pPAMMHOE obOecTie- HII.6; YBHN.095:
POBAHHOTO HbIMU BO3MOXKHOCTAMH, BHyT- | yenue, CeteBoe HILS; -T1 (T1.5);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peanu3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
yOpaBJi€HUs | pEHHUU HapylIuTelb, o0Jiana- | mporpaMMHoOe o0ec- HIL.9; -T2 (T2.4; T2.11);
yKazaTeJasiMU | IOIUK  0a30BBIMHM  TOBBIIIEH- | neuenue, Cuc- HIIL.10; -T3 (T3.2);
HBIMU BO3MOKHOCTSIMH TEMHOE IIpOrpam- HIL11; -T10 (T10.3; T10.4)
MHOE 0OecIIeuCHHUE HII.12;
HIT.13
YBU.098 | Yrpo3a o6Ha- | BHemnuii HapymuTens, obna- | CeTeBoe mporpam- HIIL.1; CP.1 CueHnapuii peanuzaiuu
pY)XKeHUs OT- | Jarouii  0a30BBIMH  BO3- | MHOE OOecrieueHue, HIL.2; YBH.098:
KPBITBIX TIOp- | MOKHOCTSIMU, Bnemnuii Ha- | CeTeBoii Tpaduk, HIIL.3; -T1 (T1.4; T1.5;
TOB W WJICH- | pylIUTeNb, oOJamaromuil 0a- | Y3ei BhIUUCIUTeNb- HII.6; T1.22);
TUUKaIu 30BBIMU TIOBBIIICHHBIMU BO3- | HOM ceTH (aBTO- HILS; -T2 (T2.3);
MPUBSI3aHHBIX | MOKHOCTSIMU MaTU3UPOBAHHBIC HIL.9; -T10 (T10.1)
K HHM ce- paboune MmecTa, HII.10;
TEBBIX CITY)KO cepBepa, Mapuipy- HIL.11;
THU3aTOPBI, KOMMY- HIL.12;
tatopsl, [oT-yc- HIIL.13
TPOMCTBA U T.II.)
YBU.099 | Yrpo3a oOna- | Buemnuii HapymmuTens, obna- | CeTeBoe mporpam- HIIL1; CP.1; CP.9 | Cuenapuii peanuzanuu
pyXeHust naronuii - 0a30BBIMH  BO3- | MHOE OOecTieUeHHE, HIL.2; YBI.099:
XOCTOB MOXHOCTSIMU, BremHuii Ha- | CeTeBoil Tpaduk, HII.3; -T1 (T1.4; T1.5;
pymuTeNb, oOmamaronuii 06a- | Y31 BEIYHCIHTEIb- HII.6; T1.22);
30BBIMH TIOBBIIICHHBIMU BO3- | HOM ceTH (aBTO- HIL.S; -T2 (T2.3);
MOXHOCTSMU MAaTU3UPOBAHHBIE HIL9; -T10 (T10.1)
paboune MecTa, HII.10;
cepBepa, Mapuipy- HIL11;
TU3aTOPbl, KOMMY- HIL.12;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
tatopsl, loT-yc- HIIL. 13
TPOWCTBA U T.1I.)
YBU.100 | Yrpo3a 06xo- | Buemnuii Hapymurens, obna- | [Ipukiannoe mpor- HIIL.1; CP.8; CP.9 | Cuenapuii peanuzanuu
Ja HEKOppeK- | Jaromuii  0a30BBIMH  BO3- | paMMHOE o0ecIie- HIL.6; YBU.100:
THO HACTpPO- | MOKHOCTSIMM, BHemHuii Ha- | yeHue, CeTeBoe HILS; -T2 (T2.4; T2.5);
€HHBIX  Me- | pyluIuTenb, oOJagamimuil 0a- | mporpaMMHoOe o0ec- HIL.9; -T4 (T4.1);
XaHW3MOB a- | 30BBIMU TOBBILICHHBIMU BO3- | IeueHnue, Cuc- HIL.10; -T6 (T6.6)
YTEeHTUPUKA- | MOXKHOCTSIMH, BayTpeHHUH | TEMHOE ITpOTrpam- HIL11;
U HapyIIUTEb, oOJyaaronnii | MHOE oOecIieueHue HII.12;
0a30BBIMH  BO3MOXKHOCTSIMH, HII.13
Braytpennuit HapymmuTenb, 00-
nAajaromuii  0a30BBIMU  TIO-
BBIIIIEHHBIMU BO3MOKHOCTSIMU
YBU.102 | Yrpo3a onoc- | Buennuii HapymmTens, obmna- | [IpukinagHnoe mpor- HIIL1; CP.1; Cuenapuii peannzauuu
PEIOBAHHOTO | AIOIINI 0a30BBIMU IMOBBIIICH- | pAMMHOE o0ecrie- HII.6; CP.8; CP.9 | YBU.102:
yOpaBJICHUsI | HBIMU BO3MOXXHOCTAMHU, BHyT- | ueHue, CeTeBoe HIL.S; -T2 (T2.5)
TPYIIION PEHHUI HapyIIMTENb, 00JIama- | mporpaMmHoe obec- HIIL.9;
mporpamMM 4e- | oy 0a30BBIMH TOBBIIICH- | IeueHue, Cuc- HIIL.10;
pe3  coBMeC- | HBIMU BO3MOKHOCTAMHU TEMHOE IIPOrpam- HIL11;
THO HCIIOJIb- MHOE oOecrieueHue HII.12;
3yeMbl€ JaH- HIIL.13
HBIE
YBU.103 | Yrpo3a onpe- | Buemnuii HapymmTenb, obna- | CeTeBoe mporpam- HIIL.1; CP.8; CP.9 | Cuenapuii peanuzanuu
JIEeNeHuss TH- | Jaloluid  0a30BBIMH  BO3- | MHOE OOecIeueHue, HII.2; VBUN.103:
OB 0OBEKTOB | MOXKHOCTSIMH, BHemHuii Ha- | CeTeBoli Tpaduk, HII.3; -T1 (T1.1; T1.3);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
3alUThI pymuTenb, obnamaronuili 06a- | Y3ea BEIYUCIUTEINb- HIL.6; -T2 (T2.4)
30BBIMH TIOBBIIICHHBIMH BO3- | HOM ceTH (aBTO- HILS;
MOKHOCTSIMHU MaTU3UPOBAHHBIE HIL.9;
pabouune MecTa, HII.10;
cepBepa, Mapuipy- HIL11;
THU3aTOPBI, KOMMY- HII.12;
tatopsl, [oT-yc- HIIL.13
TPOWCTBA U T.II.)
YBU.104 | Yrpo3a onpe- | Buemnuii HapymwuTens, obna- | CeTeBoe mporpam- HIL1; CP.1 Cuenapuil peanzanuu
JeJICHUS. TO- | JAlOIMi  0a30BBIMH  BO3- | MHOE OOECIICUCHHE, HII.2; VBN.104:
MOJIOTUU BBI- | MOKHOCTSIMU, BaemHuii Ha- | CeTeBoil Tpaduk, HII.3; -T1 (T1.4; T1.5;
YUCITUTEI - pymuTennb, obnamaronuii 6a- | Y3ea BEIYUCIUTEINb- HII.6; T1.22);
HOU ceTH 30BBIMU TIOBBIIICHHBIMU BO3- | HOM ceTH (aBTO- HILS; -T2 (T2.3)
MOKHOCTSIMU MaTU3UPOBAHHBIC HIL.9;
paboune MecTa, HII.10;
cepBepa, Mapuipy- HIL.11;
THU3aTOPBI, KOMMY- HIL.12;
tatopsl, [0T-yc- HIIL.13
TPOICTBA U T.II.)
YBU.109 | Yrpoza me- | Buemnuii HapymmTens, obna- | Mukpormporpam- HIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
pebopa Bcex | Jaromuii 6a30BEIMU ITOBBIIICH- | MHOE O0SCIICUCHHE, HII.6; YBU.109:
HAaCTPOEK ¥ | HBIMM BO3MOXHOCTsIMHU, BHyT- | [Ipuknagnoe mpor- HILS; -T2 (T2.5; T2.6);
napaMeTpoB | pGHHHUU HapyIIMTeNb, 00Jaaa- | paMMHOe o0ecrie- HIL9; -T10 (T10.10)
MPUJIOKCHHS | IOIIMA  0a30BBIMH  TOBBINICH- | YeHUE, CeTeBOC HII.10;
HBIMH BO3MOKHOCTSIMHU nporpammHoe obec- |  HIL11;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
neuenue, Cuc- HII.12;
TEMHOE IIpOorpam- HIIL.13
MHO€ o0ecreyeHue
VYBU.111 | Yrpoza me- | Buemnuii HapymwuTens, obmna- | CeTeBoil Tpaduk, HIL.2; CP.1; CP.9 | Cuenapuii peanuszauuu
penayu  JaH- | Jaroluil 6a30BbIMU MOBBINIEH- | CHCTEeMHOE Mpor- HII.3; YBU.111:
HBIX IO CKpPbI- | HBIMU BO3MOXHOCTSIMH, BHYT- | pamMHOe oGecrie- HIIL6; -T2 (T2.4);
THIM KaHaJaM | peHHUI HapylIuTeNb, 00Jaja- | YeHUe HILS; -T9 (T9.10)
oIl 0a30BBIMH  ITOBBIIIIEH- HIIL.9;
HBIMHM BO3MO>KHOCTSIMU HII.12;
HIT.13
YBU.113 | Yrpoza me- | Buemnuit HapymuTens, obja- | CpelcTBO BBIUKC- HIIL.6; CP.1 Cuenapuii peanuzanuu
pes3arpy3Ku AU~ 0a30BBIMH  BO3- | JUTEIBHON TEXHUKH HILS; YBU.113:
anmapaTHeIX | MOKHOCTSIMM, BHemHuii Ha- HII.9; -T2 (T2.5; T2.11);
U Iporpam- | pymuTenab, oOjagaromui  Oa- HII.12; -T10 (T10.8)
MHO-armnapar- | 30BbIMA TOBBIIICHHBIMU BO3- HIIL.13
HBIX CPEJCTB | MOKHOCTSIMH, BuyTpenuunit
BBIYHCIIN- HapYILIUTENb, oOnagaronui
TENHHOU TeX- | 0A30BHIMH  BO3MOKHOCTSIMH,
HUKH BuyTpennuit Hapymurenb, 00-
Jajgarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MO>KHOCTSIMU
YBU.114 | Yrpoza me- | Buemnuii HapymmTenb, obna- | [IpukmagHoe mpor- HIIL.1; CP.1 Cuenapuii peanuzanuu
penoSHeHUs | Jaronuii 0a30BBIMH MOBBIIIEH- | pAMMHOE oOecTe- HIL.6; YBU.114:
[EJIOYHNC- HBIMU BO3MOKHOCTSIMHM, BHyT- | ueHue, CeTeBoe HIIL.S§; -T1 (T1.1; T1.5; T1.9);
JICHHBIX TIe- | PCHHUM HapymuTenb, o0Jiaja- | mporpaMMHOe obec- HIL9; -T2 (T2.5);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
PEMEHHBIX fomuii  0a30BBIMH  MOBHIIIEH- | medeHue, Cuc- HIIL.10; -T10 (T10.1)
HBIMU BO3MOKHOCTSIMU TEMHOE IIpOorpam- HIL11;
MHOE 0OecIIeuCHHUE HII.12;
HIT.13
YBU.115 | Yrpo3a me- | Buemnuii Hapymurtens, obna- | [Ipukiannoe mpor- HIIL.1; CP.1; CP.2 | Cuenapuii peanuzainuu
pexBara BBO- | JaloIMii  0a30BBIMH  BO3- | paMMHOE o0ecrie- HIL.6; YBU.115:
JIUMOM W BBI- | MOXKHOCTSIMU, Buemnuii Ha- | yeHue, CucteMHoe HILS,; -T1 (T1.4; T1.12);
BOJAMMOHN Ha | pylmIuTenb, oOjagammuil 0a- | mporpaMMHoOe o0ec- HIL.9; -T2 (T2.4; T2.5;
nepudepuii- | 30BBIMH TOBBIIIEHHBIMU BO3- | IEYECHUE HII.12; T2.11);
HbIE YCTpPOM- | MOKHOCTSIMH, Buyrpennun HIIL.13 -T3 (T3.1);
CTBa WH- | HAPYIIUTEb, oOJaaromuit -T4 (T4.1);
dbopmaruu 0a30BBIMH  BO3MOKHOCTSIMH, -T10 (T10.1; T10.3)
Braytpennuit HapymmuTenb, 00-
Jagarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOKHOCTSIMU
YBU.116 | Yrpoza me- | Buemnuii HapymmTens, obmna- | CeTeBoil Tpadux HIL.2; CP.1; CP.8 | Cuenapuii peanuzanuu
pexBaTta JaH- | Tarolui 0a30BBIMU BO3- HII.3; VBU.116:
HBIX, MEpeaa- | MOKHOCTSIMM, BHemHui Ha- HIIL.9; -T1 (T1.3);
BacMbIX IO | pYIIUTEIb, OOJagaromui Oa- HII.12; -T2 (T2.4; T2.5;
BBIYMCIIN- 30BBIMU TIOBBILICHHBIMU BO3- HIIL.13 T2.11)
TEJIbHOW CETU | MOKHOCTSIMHU
YBU.117 | Yrpoza me- | Buemnuii HapymmTenb, obmna- | [IpukmagHoe mpor- HIIL.1; CP.1 Cuenapuii peanuzanuu
pexBaTa TpH- | JAOui 0a30BBIMH MOBBIIIEH- | pAMMHOE oOecTe- HIL.6; YBU.117:
BUJIETUPOBAH- | HBIMU BO3MOXKHOCTAMH, BHyT- | ueHue, CeTeBoe HILS; -T1 (T1.5);
HOTO TIOTOKA | PEHHUM HapymuTenb, o0jiaja- | mporpaMMHOe obec- HIL9; -T2 (T2.4; T2.5;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
IO 0a30BBIMU IIOBEIIICH- | meueHue, Cuc- HII.10; T2.11);
HBIMHU BO3MOKHOCTSIMU TEMHOE MPOTrpam- HIL11; -T6 (T6.1);
MHOE o0ecTieueHHe HIL.12; -T10 (T10.1)
HIT.13
YBU.118 | Yrpo3a me- | Buemnuii Hapymurtens, obna- | [Ipukiamnoe mpor- HIIL.1; CP.1 CueHnapuii peanuzaiuu
pexBara Mpu- | JarIIMil 6a30BBIMU TMOBBIIICH- | pAMMHOE o0ecrie- HIL.6; YBU.118:
BUJIETUPOBAH- | HBIMU BO3MOXKHOCTAMH, BHyT- | ueHue, CeteBoe HILS; -T1 (T1.5);
HOTO TpOIeC- | pPCHHUN HapyIuTeNlb, o0Jiana- | mporpaMMHoOe o0ec- HIL.9; -T2 (T2.4; T2.5;
ca IO 0a30BBIMU IOBEINICH- | meueHue, Cuc- HII.10; T2.11);
HBIMU BO3MOKHOCTSIMHU TEMHOE IIPOrpam- HIL11; -T3 (T3.1);
MHOE obecrieueHne HII.12; -T4 (T4.1);
HIL.13 -T6 (T6.3)
YBU.121 | Yrpo3a moB- | BHemnuii Hapymurtens, obna- | O0beKTsl (paitinoBoii HILS; CP.1; Cuenapuii peanuzanuu
PEKICHUS JTAFOIINI 0a30BBIMH BO3- | CHCTEMBI HII.9; CP.8; CP.9 | YBU.121:
CHUCTEMHOTO | MOKHOCTSIMH, BHemHui Ha- HII.12; -T2 (T2.4; T2.5;
peectpa pyHmIuTENh, OOJIamaronuii Oa- HIT.13 T2.11);
30BBIMU TIOBBIIICHHBIMU BO3- -T10 (T10.8; T10.10)
MOXHOCTSIMHU, BuyTrpennui
HapyIIUTEb, o0JIaaronnit
0a30BBIMH  BO3MOKHOCTSIMH,
BuyTpennuit Hapymurenb, 00-
Jajarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.122 | Yrpoza mo- | Buemnuii HapymmTenb, obna- | CeTeBoe mporpam- HIL.6; CP.1; Cuenapuii peannzanuu
BBIIIICHUS JIarOIIMi 0a30BBIMU MOBBIIIEH- | MHOE 0O€eCIIeUeHue, HILS; CP.2; CP.9 | YBU.122:




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl

NPUBUJIETUN | HBIMU BO3MOXHOCTIMH, BHyT- | CrcTemMHO€E npor- HIIL9; -T2 (T2.5);
pPEHHUHN HapylmuTenb, 00sana- | paMMHoOe obecre- HIL10; -T3 (T3.5);
oMyl 0a30BBIMU  TIOBBIIICH- | YCHUE HIL11; -T6 (T6.1);

HBIMH BO3MO>KHOCTSIMH HIL.12; -T10 (T10.3)
HIT.13
YBU.123 | Yrpo3a mnoa- | Buyrpennuit Hapymutens, 00- | BIOS/UEFI HIL.6; CP.1; CP.9 | Cuenapuii peanuzanuu

Oopa mapons | nagaronuii  0a30BBIMH  BO3- HILS; YBU.123:

BIOS MOHOCTSIMU, Buytpennuit HIL9; -T1 (T1.6);
HAPYIIUTENb, 00J1a1aroIH I HII.12; -T2 (T2.5; T2.10);
0a30BbIMU NOBBIIICHHBIMU HII. 13 -T4 (T4.1);
BO3MOKHOCTSIMU -T10 (T10.1)

YBU.124 | Yrpo3a mnon- | Buemnuit Hapymurtens, obna- | O0beKTsl (paitinoBoii HII.1; CP.1; CP.9 | Cuenapuii peanuzanuu

JIEJIKU 3a- | Jarommi 0a30BBIMU BO3- | cucTteMbl, [Ipuk- HII.6; VBU.124:

nMceil  Kyp- | MOKHOCTSIMU, BHemHui Ha- | JagHOE Mporpam- HIL.S; -T1 (T1.22);

Haja peruc- | pymurTenab, oOjagamimuil 0a- | MHOe oOecrieueHue, HIIL.9; -T2 (T2.5; T2.11);

TpaMu  CO- | 30BBIMH TOBBIIIEHHBIMU BO3- | CeTeBoe mporpam- HII.10; -T7 (T7.6)

ObBITHI MO>KHOCTSIMHU, Buayrpennuit | MHOe oOecrieueHue, HII.11;

HapyIIUTEIb, obnagaroruii | CucteMHOE TIpor- HII.12;
0a30BBIMH  BO3MOXXHOCTSAIMH, | paMMHOE o0ecrie- HIIL.13
BuyTpeHHuit HapymuTenb, 00- | YeHue
Jajgarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.127 | Yrpo3za mon- | Buemnuii HapymmTens, obna- | [IpukmagHoe mpor- HIIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
MCHBI  JICH- | Jarommuii 0a30BBIMHU ITOBBIIIEH- | pPAMMHOE 00ecIIe- HII.6; VYBU.127:
CTBUS TOJIb- | HBIMA BO3MOXHOCTSIMU yeHue, CeTeBoe HILS; -T1 (T1.11);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
30BaTeNd My- nmporpaMMHoe o0ec- HIL.9; -T2 (T2.8; T2.11)
TéM oOMaHa IIeYCHHUE HII.10;
HIIL.11;
HII.12;
HIT.13
VYBU.128 | Yrpo3za mnon- | Buemnuit HapymwuTens, obna- | CeTeBoe mporpam- HIIL1; CP.1 Cuenapuil peann3annuu
MEHBI JI0- | Taronuin 0a30BBIMH BO3- | MHOE oOecIeueHue, HII.6; VBUN.128:
BEPEHHOI'0 MOYKHOCTAMHU, BHemHWN Ha- | Y3€l BBIYUCIUTEIb- HILS; -T1 (T1.5);
MOJIb30BATENs | pyIIUTENb, OONanaromuii 6a- | HOM ceTH (aBTO- HIL9; -T2 (T2.5; T2.9)
30BBIMH TIOBBIIIICHHBIMU BO3- | MATH3UPOBAHHbBIC HII.10;
MO>KHOCTSIMU paboune MecTa, HIIL.11;
cepBepa, Mapuipy- HIL.12;
THU3aTOPBI, KOMMY- HIIL.13
tatopsl, [oT-yc-
TPOMCTBA U T.II.)
YBU.129 | Yrpo3a mnoja- | Buyrpennuit Hapymurenas, 00- | BIOS/UEFI HIL6; CP.1; CP.9 | Cuenapuii peanuzanuu
MEHBI pe3ep- | Tajaronuii  0a30BBIMH  BO3- HIL.S; VBU.129:
BHOW KOIIMU | MOKHOCTSIMH, BuyTrpennui HIIL9; -T1 (TL.5);
IIPOTPAMMHO- | HAPYLIUTEIb, oOnagaronui HII.12; -T2 (T2.5);
ro obecme- | 6a30BBIMH MOBBIIIEHHBIMU HIIL.13 -T3 (T3.7);
yenus BIOS | Bo3amokHOCTSIMU -T4 (T4.6; T4.7)
YBU.130 | Yrpo3za mon- | Buemnuii HapymmTens, obna- | [IpukmagHoe mpor- HIIL.1; CP.1; CP.9 | Cuenapuii peanuzanuu
MEHBI COJiep- | Jalomuii  0a30BBIMH  BO3- | paMMHOE obOecte- HII.2; YBN.130:
)KUMOTO  Ce€- | MOKHOCTSIMM, BHemHuii Ha- | yeHue, CeTeBoe HIL.3; -T1 (T1.5);
TEBBIX pECyp- | pymuTeNnb, oOJagaronuii 0a- | mporpaMMHoe obec- HIL6; -T2 (T2.5; T2.11);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
COB 30BBIMU TOBBIIICHHBIMU BO3- | eueHue, CeTeBou HILS; -T10 (T10.2)
MOKHOCTSIMU Tpapuk HIL9;
HII.10;
HIIL.11;
HII.12;
HIT.13
YBU.131 | Yrpo3a mnoxn- | Buemnuit Hapymurens, obna- | [Ipukiamnoe mpor- HIIL.1; CP.1 Cuenapuii peanuzanuu
MEHbl CyOB- | Aaromuii 0a30BBIMHU MOBBIIICH- | pAaMMHOE obecte- HIIL.2; YBU.131:
€KTa CETEBO- | HLIMU BO3MOXXHOCTSIMHM yeHue, CereBoe HII.3; -T1 (T1.2);
ro J0CTyIa nporpaMMHoOe o0ec- HIIL.6; -T2 (T2.5);
neuenue, CeTeBoit HILS; -T10 (T10.1)
Tpadux HIIL.9;
HII.10;
HIIL.11;
HII.12;
HIL.13
YBU.132 | Yrpoza mo- | Buemnuii HapymmTens, obna- | [Ipukinagnoe mpor- HIIL1; CP.1; CP.9 | Cuenapuii peanuzanuu
JTy4eHUS Tarmui 0a30BBIMHU TTOBBIIIEH- | pPAMMHOE 00ecIIe- HII.2; VYBU.132:
npeiBa- HBIMHM BO3MO>XHOCTSIMU yenue, CeteBoe HII.3; -T1 (T1.5; T1.6;
PHUTEIBHON nporpamMmHoe obec- HIIL.6; T1.17)
uHpOpMATIIH neyeHue, CeteBoit HILS;
00  oObekTe Tpaduk, Y3ein BbI- HIL9;
3alUThI YHUCJIMTEIBHOU CETU HII.10;
(aBTOMATU3UPOBAH- HIL11;
Hble pabouune Mec- HIL.12;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peanu3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
Ta, CepBEpPa, Map- HIIL.13
HIPYTHU3aTOPbI, KOM-
mytartopsl, loT-yc-
TPOWCTBA U T.II.)

YBU.139 | Yrpo3za mpe- | BHemnuii HapymuTens, obna- | CeTreBoe 000py10- HIIL.1; CP.1; CueHnapuii peanuzaiuu
OJI0JIEHUS naromuii 6a30BbIMU MOBBIIIEH- | BaHUe, CpecTBO HII.6; CP.8; CP.9 | YBI.139:
¢u3nUecKor | HBIMU BO3ZMOXHOCTSIMU BBIYMCIIUTEIILHON HILS; -T1 (T1.13);
3aIIUThI TEXHUKH, Y3€Jl BbI- HIL9; -T2 (T2.2)

YHUCJUTEIILHON CEeTH HII.12;
(aBTOMATU3UPOBAH- HII.13;
HbIe pabouune Mec- HIIL.15
Ta, cepBepa, Map-
HIPYTHU3aTOPbI, KOM-

myTtaTtopsl, [oT-yc-

TPOMCTBA U T.II.)

YBU.140 | Yrpo3za mnpu- | Buemnuii HapymmuTens, obna- | CeTeBoe mporpam- HIIL1; CP.1; Cuenapuil peannzanuu
BEJICHUS CHC- | JAOIIUI 0a30BBIMU BO3- | MHOE 0oOecIeueHue, HII.2; CP.g; VYBU.140:

TEMBl B COC- | MOXKHOCTSIMH, BaHemuuii Ha- | CeTeBoli Tpaduk, HII.3; CP.12 -T2 (T2.3; T2.5);
TOSTHUE  «OT- | pyIIHTeNb, oOOJamaromuii 06a- | CucteMHOE MpoT- HIIL.6; -T10 (T10.10)
Ka3 B OOCHy- | 30BBIMH TIOBBIIIEHHBIMH BO3- | paMMHOE o0ecrie- HILS;
YKUBaHUW MOXHOCTSIMHU, BuyTrpennuit | uenue, ¥Y3en Bbl- HIIL9;

HapYLIUTEND, oOJagaroNuil | YUCIUTETHFHON CeTH HIL.10;

0a30BBIMH  BO3MOXKHOCTSMH, | (ABTOMATHU3HPOBAH- HIL11;

BryTpennuii HapymuTenb, 00- | Hble pabouune mec- HIL.12;

Jagaromuii  6a30BEIMH  I10- | TA, CepBepa, Map- HII.13




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxartop BaHHUe HApYyLIMTEJIsA, Heo0X0aAuMast st —— peanu3anu PHMH peaTu3aunu
yIrpo3bl yIrpo3bl AJISl peajiu3auiM yrpo3bl st U YyIpo3bl Yrpo3bl
BBIIIICHHBIMU BO3MOXXHOCTSIMU | IIIPYTHU3aTOPHI, KOM-
mytartopsl, loT-yc-
TPOWCTBA U T.1I.)
YBU.143 | Yrpo3a mpor- | Buemnuii Hapymurens, obna- | MaluHHBINA HO- HIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
PaMMHOI0 Jaroui 6a30BBIMH MOBBILIEH- | CUTENb HH(OpMa- HILS; YBU.143:
BBIBEICHUS HBIMH BO3MOKHOCTSIMH, BHYT- | 1MU B cOCTaBe HIL.9; -T1 (T1.5);
u3 CTpOSl | PCHHHM HapylIuTelb, 00Jaa- | CpeJCTB BHIYUCIHU- HII.12; -T2 (T2.5);
CPEICTB Xpa- | IOIIMi 0a30BBIMU MOBBIIICH- | TEIHHOM TEXHUKH, HII.13; -T7 (T7.8);
HEHUsl, 00pa- | HIMU BO3MOKHOCTSIMU Mukponporpam- HIL.15 -T10 (T10.10)
00TKH U MHO€ o0ecreyeHue,
(w1n)  BBO- CeteBoe 000py/10-
11a/BBI- BaHUE
BOJa/mIepea-
g uHpopMa-
1005051
VYBU.144 | Yrpo3a npor- | Buyrpennuit Hapymuresas, 00- | BIOS/UEFI HIL6; CP.1 Cuenapuil peannzanuu
PaMMHOTIO Jamarommii - 0a30BBIMH  BO3- HIL.S; VBU.144:
copoca  ma- | MOXKHOCTSIMHU, BuyTpennunit HIIL.9; -T1 (T1.9; T1.22);
poist BIOS HApYILIUTENb, oOnagaronui HII.12; -T2 (T2.4; T2.11);
0a30BBIMH MOBBILIEHHBIMH HIIL.13 -T10 (T10.6)
BO3MOXHOCTSIMU
YBU.145 | Yrpo3a mpo- | Buemnuii HapymmTens, obna- | [IpukmagHoe mpor- HIIL.1; CP.1; CP.2 | Cuenapuii peanuzanuu
mycKa Tpo- | marommii  0a30BBIMH  BO3- | paMMHOE o0ecrie- HIL.6; YBU.145:
BEPKHU IIEJIOC- | MOKHOCTSIMU, BHemHuit Ha- | yeHue, CeTeBoe HIIL.S§; -T2 (T2.4; T2.5; T2.8);
THOCTH TIPOT- | PYIIUTENb, OOJafaroniuii 0Oa- | mporpaMMHoOe obec- HIL9; -T3 (T3.3)




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peanu3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
PaMMHOI0 30BBIMM ITOBBIIIEHHBIMU BO3- | eueHue, Cuc- HII. 10;
oOecreueHus: | MOKHOCTSIMH, BuyTpeHHUH | TEMHOE ITpOrpam- HIL11;
HAPYLIUTEb, oOnamaroniuii | MHOE obecrieueHre HIL.12;
0a30BBIMH  BO3MOXKHOCTSIMH, HII.13
BuyTpennuii HapymuTenb, 00-
Jagarommii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.149 | Yrpo3za c06os | Buemnuii Hapymurtens, obna- | O0bekTsl (paitinoBoit HIIL.6; CP.1; CP.4 | Cuenapuii peanvzanuu
00paboTKH JIAfOIIMi 0a30BBIMU MOBBIIICH- | cUcTeMEI, Cuc- HILS,; VBU.149:
CleAAJIb- HBIMH BO3MOXKHOCTSIMHM, BHYT- | TeMHOE Iporpam- HIL9; -T1 (T1.5);
HBIM 00pa3oM | peHHUN HapylIuTeNb, 00Jiaja- | MHOE oOecreueHre HII.12; -T2 (T2.5);
U3MEHEHHBIX | IOMUA 0a30BBIMH  TTOBBIIICH- HIIL.13 -T10 (T10.10)
daiinos HbIMU BO3MOKHOCTSIMU
YBU.150 | Yrpo3a c6os | Buyrpennuit Hapymuresas, 00- | BIOS/UEFI HIL6; CP.8 Cuenapuii peannzauuu
nporecca 00- | mamaronuii  0a30BBIMH  TIO- HILS8; YBU.150:
HOBJICHUS BBIIIICHHBIMU BO3MOKHOCTSIMU HIL.9; -T1 (T1.5);
BIOS HII.12; -T2 (T2.5);
HIL.13 -T4 (T4.6)
YBU.151 | Yrpo3a cka- | Buemnuii HapymmTens, obmna- | Be6-cepsep HIIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
HUPOBAHUS JTArOIINMI 0a30BBIMH BO3- HILS; VYBbU.151:
BeO-CepBU- MOXXHOCTSIMU, BHemHuii Ha- HIIL.9; -T1 (T1.5; T1.22);
COB, pa3pa- | pymuTenb, o0namarommii Oa- HIIL.13 -T2 (T2.3; T2.5)

OOTAaHHBIX HA
OCHOBE SI3bIKA
OIMCAHUSA

30BbIMH ITIOBBINICHHBIMH BO3-
MOXXHOCTAMMU




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
WSDL
YBU.152 | Yrpo3za yna- | Buemnuii Hapymurtens, obia- | Mukpomnporpam- HIL.6; CP.1; CP.9 | Cuenapuii peanuzanuu
JICHUs ayTeH- | Jaromuii  0a30BBIMM  BO3- | MHOE OOECIieueHue, HILS,; VBU.152:
TU(DUKAIMOH- | MOXKHOCTSIMU, BHemHuit Ha- | CuCTEMHOE MPOT- HIIL9; -T1 (T1.22);
HOM WH- | pylIuTeab, objagaromuii 6a- | paMMHOe obecre- HII.12; -T2 (T2.4; T2.11);
dbopmaruu 30BBIMM TMOBBIIICHHBIMU BO3- | YeHUE, Y YETHBIC HIIL.13 -T10 (T10.10)
MOKHOCTSIMU, BuyTtpennuit | naHHbBIE M1OJIB30-
HAPYIIUTENb, oOJaiaromiuii | BaTens
0a30BBIMH  BO3MOKHOCTSIMH,
BuyTtpennuit Hapymurenb, 00-
Jdajaromuii - 0a30BBIMU  TIO-
BBIIIIEHHBIMU BO3MOKHOCTSIMU
YBU.153 | Yrpo3za ycu- | BHemHuii Hapymurtens, obia- | Y3ei BhIUUCIUTEIb- HII.1; CP.1; CP.9 | Cuenapuii peanuzanuu
JIEHUS  BO3- | JTAIOINUI 0a30BBIMU BO3- | HOM ceTH (aBTO- HII.6; VBU.153:
JECUCTBUS Ha | MOKHOCTSIMM, BHEIIHUN Ha- | MaTU3UPOBAHHBIC HIL.S; -T1 (T1.2; T1.22);
BBIYHCIIH- pymuTenb, obJsamaroniuii 0a- | paboune MecTa, HIIL.9; -T2 (T2.3; T2.5)
TEJIbHBIE pe- | 30BBIMH TOBBIIIEHHBIMU BO3- | CEpBEpA, MAPLIPY- HII.12;
CYpChl TI0JIb- | MOXKHOCTSIMH, BHyTpeHHMI | TU3aTOPBI, KOMMY- HIIL.13
30BaTeIen HapYLIUTEND, obnamaromuii | Tatopsl, loT-yc-
npu oMol | 6a30BBIMH ~ BO3MOKHOCTSIMH, | TPOWCTBA H T.II.)
CTOPOHHUX BuyTpennuit Hapymurenb, 00-
CepBEpPOB Jagaromuii  0a30BBIMH  TIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.154 | Yrpo3a ycta- | Buemnumii Hapymutenb, o6na- | BIOS/UEFI HIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
HOBKH YSI3BU- | JArONMii 6a30BBIMH MOBBITICH- HILS; YBU.154:




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
MBIX BEPCHUH | HBIMU BO3MOYKHOCTAMH, BHYT- HIIL9; -T1 (T1.5);
OOHOBJIEHUSI | p€HHUI HapylIuTeNlb, oOJjana- HII.12; -T2 (T2.5);
OPOrpaMMHO- | IOIIMIT  0a30BBIMU  IMOBBIIIEH- HIIL.13 -T3 (T3.8);
ro  o0ecre- | HBIMU BO3MOXKHOCTSIMU -T4 (T4.6);
yenus BIOS -T7 (T7.22);
-T10 (T10.6; T10.10)
YBU.155 | Yrpo3a yrtpa- | Buemnuii Hapymurens, obia- | MaluHHBINA HO- HIIL.1; CP.1; CP.9 | Cuenapuii peanuzanuu
Thl BBIUMCIHU- | JAIOMUK ~ 0a30BBIMHM  BO3- | cUTENb HH(POpMa- HIIL.2; YBU.155:
TEJIbHBIX pE€- | MOKHOCTSIMH, BHEIHWI Ha- | IUU B COCTaBE HII.3; -T1 (T1.5; T1.9);
CypCOB pymuTeNb, obyamaronuii 0a- | Cpe/ICTB BBIUUCIIU- HIIL.6; -T2 (T2.3; T2.5;
30BBIMH TIOBBIINIEHHBIMUA BO3- | TEJIHOM TEXHHKH, HILS; T2.11);
MOHOCTSIMHU, Buyrpennuii | CeteBoe nmporpam- HIL.9; -T10 (T10.10)
HAPYILIUTEb, o0OJamaroluii | MHOE oOecIieueHue, HII.10;
0a30BBIMH  BO3MOXKHOCTsAMH, | CeTeBoil Tpaduk, HIIL.11;
BuyTtpennuit Hapymutens, 00- | CucreMHoe mpor- HII.12;
Jagaromuii  6a30BBIMH  T10- | paMMHOE O0ecIie- HII.13
BBIIIIEHHBIMU BO3MOKHOCTSIMU | YEHUE, ¥Y3€II BbI-
YUCIIUTEIIBHON CETH
(aBTOMaTU3UPOBAH-
HBbIE pabouune mec-
Ta, cepBepa, Map-
HIPYTHU3aTOPbI, KOM-
mytartopsl, [oT-yc-
TPOICTBA U T.II.)
YBU.156 | Yrpo3a yrpa- | BEyrpeHHnii HapymmTenb, 00- | MalmMHHBINA HO- HII.6; CP.1; CreHapuii peanuzaiuu




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
Tl ~ HOCHUTE- | Jajaromuii  0a30BBIMH  BO3- | cUTENb HH(POpMa- HILS; CP.8; CP.9 | YBU.156:
nen UH- | MOXKHOCTSIMU, BHyTpeHHu# | UK B COCTaBE HIL9; -T1 (T1.10);
dbopmanyu HapyILIUTENb, oOJagarouuil | CpesICTB BHIYUCIIH- HII.12; -T10 (T10.1; T10.8)
0a30BBIMU MTOBBIIIEHHBIMHU | TEJIbHOU TEXHUKH HIIL.13
BO3MOKHOCTSIMU
YBU.157 | Yrpoza ¢wu- | Buemnuit Hapymutens, obna- | CeTreBoe 000py10- HIL.6; CP.1; CueHnapuii peanuzaiuu
3UYECKOTO naromuii  0a30BBRIMH  BO3- | BaHue, CpeacTBo HILS,; CP.§; VBU.157:
BBIBEJICHUS MOYKHOCTAMHU, BHENHWN Ha- | BBIYUCIUTEIBHON HIL.9; CP.11 -T2 (T2.2);
u3 CTpOSl | pyLIUTENb, OOJAAAIONINN 0a- | TEXHUKH HII.12; -T10 (T10.8; T10.10)
CPEACTB Xpa- | 30BBIMH TOBBIIICHHBIMU BO3- HII.13;
HEHUs, 00pa- | MOKHOCTIMU HIIL.15
00TKH U
(w1n)  BBO-
11a/BBI-
BOJa/mIepea-
g uHpopMa-
1005051
YBU.158 | Yrpo3a dop- | Buemnuii Hapymwurtens, o6xa- | MammHHBIN HO- HIIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
MATUPOBAHMS | MalOmMi ~ 0a30BBIMH  BO3- | cCUTEIh HHPOpMA- HILS; YBU.158:
HOCHUTEJICH MOXKHOCTSIMHM, BHeIIHMN Ha- | MU B COCTaBe HII.9; -T2 (T2.2; T2.5);
uHbOpMAINK | pYIIUTENb, OONanammuii 0a- | CPeJCTB BBIYUCITH- HII.12; -T10 (T10.8)
30BBIMU TOBBILICHHBIMU BO3- | TEJIbHOM TEXHUKH HIIL.13

MOXHOCTSIMHU, BuyTrpennun
HapyIIUTEb, o0JIaaronnii
0a30BBIMH  BO3MOKHOCTSIMH,




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
O0beKT BO31CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
BuyTpennuii HapymuTenb, 00-
nagaomuii  6a30BBIMU  TIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.159 | Yrpo3za «pop- | Buemnuit Hapymurens, obaa- | CeTeBoe mporpam- HIIL.1; CP.1 CueHnapuii peanuzaiuu
CUPOBAHHOTO | Jaroluii  0a30BBIMM  BO3- | MHOE OO€CIieueHue, HII.6; VBU.159:
Be0-Opay3uH- | MOXKHOCTSIMU, BHemHuit Ha- | Y3ei1 BhIUUCIUTEINb- HILS,; -T2 (T2.1; T2.5);
ray pymuTenb, obyiamaroniuii 6a- | HOW ceTH (aBTO- HIL.9; -T10 (T10.1)
30BBIMH TIOBBIIIICHHBIMU BO3- | MATH3UPOBAHHbBIC HII.10;
MOKHOCTSIMU paboune MecTa, HIIL.11;
cepBepa, Mapuipy- HIL.12;
THU3aTOPBI, KOMMY- HIIL.13
tatopsl, [oT-yc-
TPOMCTBA U T.II.)
YBU.160 | Yrpoza xu- | Buemnuii Hapymwurtens, o6xa- | MammHHBIN HO- HIL6; CP.1; CP.8 | Cuenapuii peanuzanuu
[IEHUS JTAFOLIAI 0a30BBIMU BO3- | CHTEJIb HHpOpMa- HILS8; YBU.160:
CpPEACTB Xpa- | MOKHOCTSIMU, BHEIIHUN Ha- | IuK B COCTaBe HIL.9; -T2 (T2.5)
HEHHUs, 00pa- | pymuTenab, oOJagaImui 0a- | CpeACTB BHIYUCIH- HII.12;
0OTKH U | 30BBIMU TOBBIIICHHBIMUA BO3- | TEJIbHOM TEXHMKHU, HII.13;
(umu)  BBO- | MOXKHOCTSIMU CereBoe 000py0- HIL15
1a/BBI- BaHue, CpeacTBo
BOJ/Ia/Tiepea- BBIYMCIIUTEIBHON
g uHpOpMa- TEXHUKU
1005051
YBU.162 | Yrpo3za »okc- | Buemnuii HapymmTens, obmna- | [IpukmagHoe mpor- HIIL.1; CP.1; CP.4 | Cuenapuii peanuzanuu
TJTyaTaiuu b1 0100507 0a30BBIMH BO3- | paMMHOe o0ecrie- HII.6; VYBU.162:




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
g poBoi MOXXHOCTSIMHU, BHemHuil Ha- | yeHue, CeTeBoe HILS; -T1 (T1.10);
OAMHUCHU pyumuTenb, obnamaronuii 06a- | mporpaMmmHoe obec- HIL9; -T3 (T3.11; T3.16)
POrpaMMHO- | 30BBIMU TIOBBIIIEHHBIMU BO3- | IEYEHUE HII.10;
ro Koja MOYHOCTSIMU, Buyrpennun HIL11;
HAPYLIUTEb, oOJaiaronuit HIL.12;
0a30BBIMH  BO3MOXKHOCTSIMH, HII.13
BuyTtpennuit Hapymurenb, 00-
Jamarommii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.163 | Yrpoza me- | Buemnuii HapymmuTenb, o0ia- | CucteMHOe mpor- HIIL6; CP.1; CP.8 | CueHapuii peanuzanuu
pexBara HC- | ANl 0a30BBIMU IMOBBIIICH- | pAMMHOE o0ecrie- HILS; VBU.163:
KJTIO- HBIMU BO3MOKHOCTSIMM, BHYT- | ueHue HIL.9; -T1 (T1.3);
YEHUS/CUTHA- | pEHHUN HapylIuTelb, 00Jiana- HII.12; -T2 (T2.5);
Ja W3 TpHU- | IOMUA Oa30BBIMH  ITOBBIIICH- HIIL.13 -T10 (T10.1)
BUJIETUPOBAH- | HBIMU BO3MOKHOCTSAMU
HOoro  Omoka
byHKIMI
YBU.165 | Yrpoza BuyTtpennuit Hapymutens, 00- | Mapopmanmnonnas HIL.1; CP.8 Cuenapuii peannzanuu
BKJIFOUCHUS B | Tajaroniuii  0a30BBIMH  I10- | (ABTOMATH3UPOBAH- HII.4; VYBU.165:
IIPOEKT HE | BBILICHHBIMU BO3MOXHOCTSIMH | Hasl) CHCTEMa HIIL.6; -T2 (T2.5)
JIOCTOBEPHO HIL.S;
VCTIBITAHHBIX HIL.9
KOMIIOHEHTOB
YBU.166 | Yrpo3a BHen- | Buyrpennuit Hapymmrtenb, 00- | UHpopmammonHas HIL.1; CP.8 Cuenapuii peanuzaiuu
peHusi  CHcC- | Jajarommii  0a30BBIMH  TO- | (ABTOMATHU3MPOBAH- HIL.4; YBU.166:




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peanu3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
TEeMHON W3- | BBIIICHHBIMH BO3MOKHOCTSMHU | Hasl) CHCTeMa HII.6; -T2 (T2.5)
OBITOYHOCTH HILS;
HIL9
YBU.167 | Yrpo3a  3a- | BHyTpeHHU# HapymuTenb, 00- | Y3ei BhIUUCIUTEIb- HIIL.1; CP.2; CP.9 | Cuenapuii peanuzainuu
paxeHus najaromuii  0a30BBIMH  BO3- | HOM ceTH (aBTO- HIIL6; YBU.167:
KOMIIBIOTEpPA | MOKHOCTSIMH, BHyTpeHHMH | MAaTU3UPOBAHHBIC HILS; -T2 (T2.4);
Opu TOCellle- | HApyIIUTEb, oOnagarouuii | paboune Mecra, HIL9; -T3 (T3.3)
HUKU  HeOa- | 6a30BBIMU MOBBIIIIEHHBIMU | CEpBEpa, MapIIpy- HII.12;
TOHAAEKHBIX | BO3MOXKHOCTSIMU THU3aTOPHI, KOMMY- HIT.13
CalTOB tatopsl, [oT-yc-
TPOMCTBA U T.II.)
YBU.168 | Yrpo3a «kpa- | Buemnuii HapymuTens, obia- | CeTeBoe mporpam- HIIL.6; CP.1 Cuenapuii peanuzanuu
KW» YYETHOM | TArOUIUN 0a30BBIMU BO3- | MHOE oOecIeueHue, HIL.S; VBU.168:
3allUCH  JIOC- | MOJKHOCTAMHM, BHemHuM Ha- | YueTHBIE JaHHBIC HII.9; -T1 (T1.3; T1.6; T1.9;
Tyna K ce- | pylmuTenb, oOiamarmmil 0a- | Moap30BaTels HII.10; T1.11; T1.15);
TE€BBIM CEPBHU- | 30BBIMU TOBBIIIEHHBIMUA BO3- HIL.11; -T2 (T2.8; T2.11);
caMm MOYHOCTSMU HIL.12; -T4 (T4.1)
HIL.13
YBU.169 | Yrpoza Ha- | BHyTpennuii HapymuTenb, 00- | [IpuknagHoe mpor- HIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
AU Me- | Tajapmuii  0a30BBIMH  TO- | paMMHOE o0ecrie- HIIL.6; YBU.169:
XaHU3MOB BBIIIICHHBIMU BO3MOKHOCTIMHU | yeHHe, CeTeBoe HILS; -T2 (T2.5; T2.6);
paspaboTuu- nmporpamMmHoe obec- HIL9; -T3 (T3.12)
Ka neucHue, Cuc- HII.10;
TEMHOE IIPOrpam- HIL11;
MHO€E oOecreueHue HIT.12;




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
HIT.13
YBU.170 | Yrpo3za Hen- | Buemnuit HapymwuTenb, o0na- | OObeKTsl (aioBoit HILS; Cp.4 Cuenapuil peanuzanuu
PaBOMEpPHOTO | MAIMii  0a30BBIMH  BO3- | CHCTEMBI HIL.9; YBU.170:
mudpoBaHUus | MOXKHOCTSIMU, BHemHuit Ha- HII.12; -T2 (T2.4);
uH(OpMalMK | pyHIuTeab, oOJajarmuii Oa- HIT.13 -T3 (T3.3);
30BBIMH TIOBBIIICHHBIMU BO3- -T10 (T10.8)
MOKHOCTSIMU
YBU.171 | Yrposa Bremnuii Hapymurens, obna- | Y3en BRIUUCIUTEIb- HIIL.1; CP.2; CP.9 | Cuenapuii peanuzanuu
CKPBITHOT'O namuii  0a30BBIMH  BO3- | HOM ceTH (aBTO- HIIL.6; YBU.171:
BKJIFOUCHUS MOXHOCTSAMHU, BHEIIHUN Ha- | MATU3UPOBAHHBIE HILS; -T1 (T1.2);
BBIYHCIIN- pymuTenb, obJsamaroniuii 0a- | paboune MecTa, HII.9; -T2 (T2.3; T2.4; T2.5);
TEJILHOTO YC- | 30BBIMU TIOBBIIIEHHBIMUA BO3- | CEpBEpa, MapuIpy- HIL.12; -T3 (T3.1);
TPOIICTBA B | MOKHOCTSIMU THU3aTOPBI, KOMMY- HIIL.13 -T4 (T4.3)
coctaB  00T- taTopsl, [oT-yc-
CeTH TPOMCTBA U T.II.)
YBU.172 | Yrpo3za pac- | Buemnuii HapymmuTens, obna- | CeTeBoe mporpam- HIL6; CP.1; Cuenapuii peannzauuu
mpocTpa- JTAFOLIAI 0a30BBIMH BO3- | MHOE 00ecIIeueHHE HIL.S; CP.2; CP.9 | YBU.172:
HCHMS «II0Y- | MOXKHOCTSMH, BHemHui Ha- HIIL.9; -T1 (T1.1);
TOBBIX  4Yep- | pylIUTeNlb, OOJamaromuii Oa- HII.10; -T2 (T2.3)
BEI» 30BBIMHM IIOBBIIICHHBIMHA BO3- HIIL.11;
MO>KHOCTSIMU HII.12;
HIL.13
YBU.173 | Yrpo3a «cma- | Buemuuii HapymmTenb, obna- | Be6-cepsep HIL.6; CP.1 Cuenapuii peanuzanuu
Ma» BeO-cep- | maromuii  0a30BBIMH  BO3- HILS; YBbU.173:
BEpa MOXHOCTSIMU, BHemHuil Ha- HIL9; -T1 (T1.1);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
O0beKT BO31CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
pywmuTens, obnagaromui  Oa- HIL.13 -T2 (T2.1)
30BBIMH TIOBBLIIIIEHHBIMU BO3-
MOKHOCTSIMU
YBU.174 | Yrpo3a «bap- | Buemnuit Hapymurtens, obna- | CeTeBoe mporpam- HIIL.1; CP.1; CP.2 | Cuenapuii peanuzanuu
MHHTa» Jaomuii ~ 0a30BBIMH  BO3- | MHOE OO€CIICUCHUE, HIIL.2; VBU.174:
MOXHOCTsIMU, Baemnuit Ha- | CeTeBoil Tpaduk, HII.3; -T1 (T1.1; T1.8);
pymuTens, obianaromuid 0a- | Y3en BEIUUCTUTENb- HIL6; -T3 (T3.3)
30BbIMM TMOBBIIIEHHBIMU BO3- | HOM ceTH (aBTO- HIL.S;
MOKHOCTSIMU MaTHU3UPOBAHHBIE HIIL.9;
paboune MmecTa, HII.10;
cepBepa, Mapuipy- HIL.11;
THU3aTOPBI, KOMMY- HIL.12;
tatopsl, [oT-yc- HIIL.13
TPOMCTBA U T.II.)
YBU.175 | Yrpo3a «¢u- | Buemnuii HapymmuTens, obna- | CeTeBoe mporpam- HIIL1; CP.1 Cuenapuii peannzauuu
[IIUHT A JTAFOLIAI 0a30BBIMU BO3- | MHOE 0oOecIeueHue, HII.2; YBU.175:
MOXHOCTSIMU, Bremnuii Ha- | CeTeBoil Tpaduk, HII.3; -T1 (T1.1; T1.11);
pymuTeNh, oOMamaronuii 06a- | Y3ea BEIYHCIUTEIb- HII.6; -T2 (T2.8)
30BbIMH TOBBIIIEHHBIMU BO3- | HOM ceTH (aBTO- HILS;
MOXHOCTSIMU MAaTU3UPOBAHHBIC HIIL9;
paboune MecTa, HII.10;
cepBepa, Mapuipy- HIL11;
TU3aTOPblL, KOMMY- HIL.12;
tatopsl, [0T-yc- HIIL.13

TPOICTBA U T.I1.)




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu PHMH peaTu3aunu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
YBU.177 | Yrpo3a  He- | BHyTpenHuil Hapymurtenb, 00- | [IpukianHoe mpor- HIIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
noj- nagaromuii  6a30BBIMH  BO3- | paMMHOE o0ecIie- HIIL.6; YBU.177:
TBEPKJIAEHHO- | MOKHOCTSIMU, Buyrpennuii | uenue, CereBoe HILS; -T10 (T10.14)
ro BBOJA J1aH- | HAPYLUUTEIIb, oOnagarouuii | nporpaMMHoe obec- HIIL9;
HBIX OIEepaTo- | 6a30BBIMU MOBBIIIIEHHBIMU | TTeueHue, Cuc- HII.10;
POM B CHCTE- | BO3SMOXKHOCTSIMU TEMHOE MPOTrpam- HIL11;
My, CBSI3aH- MHOE 0OecIeueHHUE HII.12;
Hyto ¢ Oe- HIL.13
30MACHOCTBIO
YBU.178 | Yrpoza  He- | Buemnuii HapymmTenb, o0ia- | CucteMHOe mpor- HIIL6; CP.1 Cuenapuil peanizanuu
CaHKIIMOHU- hiE:DT0) 100707 0a30BBIMU BO3- | paMMHOE o0ecrie- HILS; VBU.178:
POBAHHOTO MOXXHOCTSIMHA, BHemHuii Ha- | yeHue HII.9; -T2 (T2.4; T2.5);
UCITOJT30- pymuTenb, obJiamaronuin  0a- HII.12; -T10 (T10.5)
BaHMUS  CHUC- | 30BBIMH TIOBBIIIEHHBIMU BO3- HIIL.13
TEMHBIX U C€- | MOXKHOCTSIMH, BuyTpenuunit
TEBBIX  YTH- | HAPYIIUTEb, oOnagaronui
JUT 0a30BBIMH  BO3MOKHOCTSIMH,
BuyTpennuit Hapymurenb, 00-
Jajgarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.179 | Yrpoza He- | Buemnuii HapymmTenb, obna- | OObeKTsl (HaiimoBoit HILS; CP.9; Cuenapuii peannzanuu
CaHKLIMOHU- JTArOIINHI 0a30BBIMH BO3- | CUCTEMBI HII.9; CP.11 VYBU.179:
POBaHHOU MOXHOCTSIMHU, BHemHu Ha- HIL.12; -T2 (T2.5);
Moaudu- pymuTens, obnamaromuii  Oa- HIIL.13 -T10 (T10.7; T10.8)

Kalluunu 3a-

30BbIMH ITOBBINICHHBIMH BO3-




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
IIUAIIIaeMON MOXHOCTSIMH, BuyTpenuuni
uHOpMalUK | HAPYUIUTENb, oOJaiaronuit
0a30BbIMH  BO3MOKHOCTSIMH,
BuyTpennuii HapymuTenb, 00-
Jamarommii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.182 | Yrpoza ¢wu- | Buyrpennuit Hapymurenb, 06- | CeTreBoe 000py10- HIIL.6; CP.1; CP.8 | Cuenapuii peanuzanuu
3UYECKOI0 nagaromuii  6a30BbIMH  BO3- | BaHue, CpeqcTBo HILS; VYBU.182:
yCTapeBaHUs | MOKHOCTSIMH, BHyTpeHHUN | BBIYMCIUTEIBHON HIL9; -T10 (T10.8; T10.10)
anmnapaTHbelX | HApYyILIUTEb, oOnagarouuil | TeXHUKHU HII.12;
KOMITOHEHTOB | 6a30BBIMHU NOBBIIIEHHBIMU HII.13;
BO3MOXHOCTAMU HIL.15
YBU.186 | Yrpo3a BHen- | BuyTpenHuit Hapymurtenb, 00- | CeTeBoe mporpam- HIIL.6; CP.1; Cuenapuii peanuzanuu
peHus  Bpe- | Jajalomui  6a30BBIMH  BO3- | MHOE O0ECIICUCHHE HIL.S; CP.2; CP.9 | YBI.186:
JIOHOCHOT'O MOYHOCTSIMHU, BuyTrpennuit HIL.9; -T1 (T1.1);
KOJla  4Yepe3 | HapylIuTellb, oOJataronuit HIIL.10; -T3 (T3.3)
peknamy, 0a30BBIMH MOBBIILICHHBIMU HIL.11;
CEPBUCHI U | BO3MOXXHOCTSIMHU HII.12;
KOHTEHT HIL.13
YBU.188 | Yrpo3za mon- | BuyTpennuii HapymuTenb, 00- | [Ipuknagnoe mpor- HIL.1; CP.2; CP.8 | Cuenapuii peanuzanuu
MEHBI TpOT- | Tajalomuii  0a30BBIMH  TIO- | paMMHOE o0ecrie- HIIL.6; YBU.188:
PaMMHOTO BBIIIICHHBIMU BO3MOXKHOCTSIMU | UeHHue, CeTeBoe HILS; -T2 (T2.7);
obecricueHUs porpaMMHoOe o0ec- HIIL.9; -T3 (T3.7; T3.8;
neucaue, Cuc- HII.10; T3.10);
TEMHOE ITPOTpam- HIL11; -T7 (T7.24);




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
O0beKT BO31CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
MHOE€ o0ecTieueHUe HIIL.12; -T10 (T10.7)
HIT.13
YBU.189 | Yrpoza wmac- | BHemnuii HapymuTens, obaa- | CeTeBoe mporpam- HIL.6; CP.1; CueHnapuii peanuzaiuu
KHUPOBAHUS JTAIOIIMKM 0a30BLIMM ITOBBIIICH- | MHOE OOCCIICUEHHE, HILS; CP.2; CP.9 | YBI.189:
JIEUCTBUU HBIMU BO3MOKHOCTSAMU CucreMHoe mpor- HIL.9; -T2 (T2.4);
BPEIOHOCHO- paMMHoOe oOecrie- HII.10; -T3 (T3.7);
ro Kojaa YeHUE HIL11; -T7 (T7.1)
HII.12;
HIT.13
YBU.190 | Yrpo3a BHen- | Buemnuii HapymuTens, obiaa- | CeTeBoe mporpam- HIIL.6; CP.2; Cuenapuii peanuzanuu
peHus  Bpe- | JaroIIMil 6a30BBIMU IOBBIIIEH- | MHOE 00ECIICUCHHE HIL.S; CP.8; CP.9 | YBI.190:
JIOHOCHOT'O HBIMH BO3MOKHOCTSIMU HII.9; -T1 (T1.1; T1.8;
KoJa 3a CYeT HII.10; T1.11);
ITOCEIICHUS HIIL.11; -T2 (T2.1; T2.4; T2.8);
3apaK€HHbBIX HIL.12; -T3 (T3.3)
CaliTOB B CETH HIIL.13
HNuTepuer
YBU.191 | Yrpo3a BHen- | Buemnuii HapymmTens, obmna- | [IpuknagHoe mpor- HIL.1; CP.2; Cuenapuii peannzanuu
peHus  Bpe- | Japommii  0a30BBIMH  BO3- | paMMHOE o0ecrie- HII.6; CP.8; CP9 | YBI.191:
JIOHOCHOT'O MOXXHOCTsIMU, Buemmnwnii Ha- | yenue, CeTeBoe HIL.S8; -T2 (T2.7);
KoJa B JIHC- | pyIIUTENb, oOnamarommii O6a- | mporpaMmmMHoOe obec- HIIL9; -T3 (T3.2)
TPUOYTHB 30BBIMH TIOBBIIIEHHBIMU BO3- | ieueHue, Cuc- HIIL.10;
IIPOrPaMMHO- | MOXKHOCTSIMH, BayTpeHHMH | TEMHOE ITpOTrpam- HIL11;
ro  o0ecre- | HAPYIIHUTEIb, oOJaaronuii | MHOE oOecrieueHre HIL.12;
YECHUS 0a30BBIMH  BO3MOKHOCTSIMH, HII.13




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
BuyTpennuii HapymuTenb, 00-
JAajaromuii - 0a30BBIMH  TIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.192 | Yrpo3a  wuc- | Buemnuii Hapymurtens, obna- | [IpukianHoe mpor- HIIL.1; CP.1; CP.8 | Cuenapuii peanuzanuu
MIOJIL30BAaHUA | JAIOIIUU 0a30BBIMH BO3- | paMMHOE o0ecrie- HII.6; YBN.192:
ySA3BUMBIX MOXXKHOCTAMH, BHemHwuii Ha- | yuenue, CeTeBoe HILS; -T2 (T2.5);
BEpPCUN TIPOr- | pyHUIuTENb, oOOJagamImuil 0a- | mporpaMMHoOe o0ec- HIIL.9; -T10 (T10.2)
PaMMHOTO 30BBIMH TIOBBIIIIEHHBIMU BO3- | euenue, Cuc- HII.10;
oOecrieueHus: | MOKHOCTSIMH, BryTpeHHUM | TEMHOE ITpOTrpam- HIL11;
HAPYIIUTENb, oOJyaaronnii | MHOE oOecIieueHne HII.12;
0a3’0BBLIMM  BO3MOKHOCTSIMHU, HII.13
Braytpennuit HapymmuTenb, 00-
nAajaromuii - 0a30BBIMU  TIO-
BBIIIIEHHBIMU BO3MOXKHOCTSIMU
YBU.198 | Yrpoza Buemnuii Hapymutens, obna- | CucreMHoe mpor- HIL6; CP.2; CP.9 | Cuenapuii peanuzanuu
CKPBITHOM pe- | naromuii 6a30BBIMHU MOBBIIICH- | pAMMHOE obecTie- HILS; YBU.198:
TUCTpaLK HBIMHM BO3MOKHOCTSIMHU YyeHHEe HII.9; -T1 (T1.5; T1.6;
BPEIOHOCHOU HII.12; T1.12);
IPOrpaMMOu HIIL.13 -T2 (T2.6);
YYETHBIX 3a- -T4 (T4.1);
Mcen aaMu- -T7 (T7.12; T7.13)
HUCTPATOPOB
YBU.203 | Yrpo3a yteu- | Buemnuii HapymmTenb, obna- | CeTeBoe 000pya0- HIL.6; CP.1; Cuenapuii peanuzanuu
ki wHpOpMa- | Haronuii 6a30BBIMH MOBHITICH- | BaHUE, CpeacTBO HILS; CP.2; CP.9 | YBN.203:
UM C HENOJ- | HBIMU BO3MOXHOCTAMHU, BHYT- | BBIYUCIUTENBHON HIL9; -T2 (T2.5);




Heratusu

Hnentn- | HaumeHo- Xapakrepucruka . Cnoco0ob1 | Bo3moxkHbIe cueHa-
OO0beKT BO3CHCT- ble
¢puxartop BaHHUe HApYyLIMTEJIsA, Heo0X0aAuMast st nocexers | PEAH3ANM PHMH peaTu3aunu
yIrpo3bl yIrpo3bl AJISl peajiu3auiM yrpo3bl st U YyIpo3bl Yrpo3bl
KJIIOYEHHBIX K | pCHHUW HapylIUTeNb, 00Jaaa- | TEXHUKU HII.12; -T3 (T3.2);
ceTu WH- | romumii  6a30BbIMH  TTOBBIIIEH- HII.13; -T6 (T6.3);
TE€pPHET HBIMU BO3MOKHOCTSIMU HIIL.15 -T9 (T9.11)
KOMIIbIOTE-
pOoB
YBM.205 | Yrpoza Ha- | BHemnuit Hapymwurtens, o6xa- | CpelcTBO BbIUKC- HIIL6; CP.1; CP.9 | Cuenapuii peanuszauuu
pYLICHUST pa- | MoK~ 0a30BBIMH  BO3- | JTUTEIBHON TEXHUKH HILS; YBUN.205:
OOTBl KOMIIb- | MOXKHOCTSIMU, BHemnuii Ha- HIL9; -T2 (T2.4)
oTepa u 0JI0- | pymuTenb, oOjagarmuii  Oa- HII.12;
KUPOBaHUS 30BBIMU TOBBIIIEHHBIMUA BO3- HIL.13
OCTyma K | MOKHOCTSIMH
€ro JaHHBIM
u3-32 HEKOp-
PEKTHOU pa-
00TBHl  ycTa-
HOBJIEHHBIX
Ha HEM
CpeICcTB  3a-
HIUTBI
YBU.208 | Yrpoza He- | Buemnuii Hapymmrtens, o6xa- | CpencTBO BbIUKC- HIIL.6; CP.2; CP.9 | Cuenapuii peanuzanuu
I[EJIEBOIO HC- | Jaromuii  0a30BBIMM  BO3- | JIMTEJIBbHON TEXHUKHU HIIL.S8; YBU.208:
IIOJIb30BAHMS | MOXKHOCTSMHU, DBHemHun Ha- HIIL9; -T1 (T1.5; T1.11);
BBIYMCIIN- pymuTens, obnagaromuii  Oa- HIL.12; -T2 (T2.7);
TEJIbHBIX pe- | 30BBIMM IOBBIIICHHBIMU BO3- HII.13 -T10 (T10.11)

CypCcOB

MOXHOCTSIMHU, BuyTpenHun




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
O0beKT BO31CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
CpPEACTBa BbI- | HAPYLIUTEb, obJaaroniuit
YUCITUTEIIb- 0a30BbIMH  BO3MOKHOCTSIMH,
HOU TexHukH | BHyTpeHHuil Hapymwurenb, 00-
Jamarommii - 0a30BBIMH  IIO-
BBIIIICHHBIMU BO3MOXKHOCTSIMU
YBU.209 | Yrpo3a  He- | BHemnuii HapymuTens, obja- | CpelcTBO BbIUUC- HIL.6; CP.1 CueHnapuii peanuzaiuu
CaHKIIMOHU- JTaroIInMI 0a30BBIMH BO3- | IUTECIbHOU TEXHUKHU HILS; YBU.209:
POBaHHOTO MOXKHOCTSIMHM, BHemHui Ha- HIIL.9; -T1 (T1.5; T1.9);
J0CTyna K 3a- | pylmuTelb, o0jaaaromuii Oa- HII.12; -T2 (T2.4);
[IAIIIAEMON 30BBIMH ITOBBIIIEHHBIMH BO3- HIIL.13 -T10 (T10.1; T10.5)
naMsITH  A1pa | MOKHOCTSIMU, Bnayrpennuit
npoleccopa | HapyLIUTENb, oOnagarouui
0a30BBIMM  BO3MOXKHOCTSIMH,
Brytpennnit HapymmuTenb, 00-
Jamarommii - 0a30BBIMH  IIO-
BBIIIIEHHBIMU BO3MO>XKHOCTSIMU
YBU.211 | Yrpoza wuc- | BuyTpennuii HapymuTenb, 00- | CucteMHOe mpor- HIL6; CP.1; CP.8 | Cuenapuii peanuzanuu
MOJIb30BAaHMS | IaJalomuii  0a30BBIMU  BO3- | paMMHOE o0ecrie- HILS; YBU.211:
HEIPOBEPEH- | MOKHOCTSIMH, BuyTpeHHuil | ueHue HIIL9; -T10 (T10.2)
HbIX II0JIb30- | HAPYILIUTEND, o0JIaaronnit HII.12;
BATEIbCKUX 0a30BBIMH MOBBILIEHHBIMU HIIL.13
JAHHBIX TIPU | BO3MOXKHOCTSIMU
dbopmupoBa-

HUU KOH(U-
T'yparmoHHO-




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
yrpo3bl yYrpo3bl AJIS1 peaiu3auu yrpo3bl st U YIpo3bl YIpo3bl
ro (aiina, uc-
M0JIb3yEMOTO
mporpam-
MHBIM ~ o0ec-
NeYEHUEM aJi-
MUHUCTPH-
pOBaHUS UH-
dbopmaron-
HBIX CHCTEM
YBU.212 | Yrpo3a  me- | Buyrpennuit Hapymurens, 00- | Unpopmarnmonnas HIIL.1; CP.1 Cuenapuii peanuzanuu
pexBara yII- | Jajalmui ~ 6a30BBIMU  TO- | (ABTOMAaTHU3UPOBAH- HIIL.4; YBN.212:
paBJICHUS WH- | BBIIIEHHBIMU BO3MOXHOCTSIMU | Has) cuctema, Cuc- HIIL.6; -T2 (T2.4; T2.5);
dbopmaron- TEMHOE MPOTpam- HILS; -T8 (T8.1);
HOM  cucTe- MHOE oOecrieueHue, HIL.9; -T10 (T10.1)
MOM CpencTBo BbIUUC- HII.12;
JIUTEIIbHON TEXHUKU HII.13
YBU.214 | Yrpo3za Hec- | BHyTpennuii HapymuTenb, 00- | MHpopmannonHas HIIL1; CP.1; CP.9 | Cuenapuii peanuzanuu
BOCBpPEMEH- | Iafjalomuii  0a30BBIMU  TI0- | (ABTOMATU3UPOBAH- HIL.4; YBU.214:
HOT'O BBISIBJIC- | BHIIIEHHBIMU BO3MOXKHOCTSIMU | Hasl) CUCTEMa HIIL.6; -T7 (T7.4)
HUS U pearu- HILS;
pPOBaHUS KOM- HIL9

MOHEHTAMH
uHpOopMaIm-
OHHOM (aBTO-
MaTHU3HPO-




Heratusu

Hpentn- | Haummeno- XapakTepucTuka . Cnoco0bl | Bo3dMo:xHbBIE CLIeHA-
OO0beKT BO3CHCT- ble
¢puxkarop BaHHe HAPYUIUTEJISA, He0OXo UM Aasi st —— peajau3anu puH peau3anuu
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YBU.215 | Yrpo3a  He- | Buemnuii Hapymurens, obna- | UnpopmarmonHas HII.1; CP.1; CP.8 | Cuenapuii peanuzanuu
CAaHKIIMOHU- T 0a30BBIMHU TMOBBIIIEH- | (ABTOMAaTU3UPOBAH- HII.4; VYBU.215:
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[I0JIb30BaHUs | Jaromuii 0a30BBIMHU IOBBIIIEH- | MHOE OO€ECIIEUEHIUE, HII.6; VBU.217:
CKOMIIPO- HBIMH BO3MOXHOCTSIMH, BHyT- | [Ipukitagnoe npor- HILS; -T2 (T2.7);
METUPOBAaH- | pEHHUU HapyIIMTENb, 00Jaaa- | paMMHOe o0ecrie- HIL9; -T3 (T3.8);
HOTO 70- | TorMii  0a30BBIMHU TIOBBINICH- | YeHUE, CeTeBoe HIL.10; -T7 (T7.24)
BEPEHHOI'0 HBIMH BO3MOKHOCTSIMU nmporpaMmHoe obec- HIL11;
HWCTOYHMKA neucaue, Cuc- HIIL.12;
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