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l. TepnauHbr r{ o[peAereHrrrl
Asrol{arn3upoBaHnaq cucleMa (AC) - cncreMa, cocro.qulat r43 rrepcorrara v

KoMrIJIeKca cpeAcrB aBToMarI{3arryvr ero AerreJrbr{ocrpr, pr3anr3iyroruarr raHSopMaur4oHrryH)
TexHor oruro BbrrroJrHeHur: ycraHoBne HHbrx Qy Hxqzfi .

AsroNrarrr3upoBarrnoe pa6o.ree Mecro (ApM)
KoMrrJreKc AC, [peAHa3HaveHHrrfi 4lr aBToMarH3a\uv
Bntra"

ApxurercTypa coBoKynHocrb ocHoBHbrx

xapaKTepvcrvlK, caoZc'ln, KoMnoHeHToB rau$opuarlr4oHHaq cucreMa <<Cafir>>.

BOI]JIOXICHHbIX HnSopnaurroHHbrx pecypcax KOMIIOHeHTaX, npaBHnax KX
83 ar{MoAe ircrnux, pexr4M ax o6pa6orrcu nu Sopnr a\uv.

Eeronacnocrb urlQopruaquu cocrorHke 3arrlnrrreHHocrr,r nHSoprr,rarlraa,
xapaKTepu3yeMoe cuoco6uocrbro [onb3oBarelefi, TexHr4qecKr4x cpeAcrB pr

r'rHQopuauvoHHbIX rexHolorufi o6ecnequrr xonSz4euu14a.[bHocrb, uenocrHocrb u
AocryrrHocrr uuSopMarIHH rpv ee o6pa6o.rr<e r unsopMarlnoHlrbrx cr4creMax"

BrauruoAeficrnyxrrqar (cnaexuan) cncreMa - cncrr3M a vrvr cerb, Koropa, B paMr(ax
ycralroBneHHblx SyHxqI,rfi uMeer B3anMoAeficrene nocpeAcrBoM cereBbrx r4HTepSeficon c
VC u He BKnroqeHa oneparopoM crrcreMbr Lrru eerv B rpr4sqqy fipoqecca orreHKr4 yrpo3
6esoracHocru ran$opvaqlrrz.

Bupyc (rconrntrore;rurtfr, rrporpaMuHsrfi) * prcrroJrHsevrrfi rporpaMMnrrfr roA ra,rH

r4Hreprperupyeuufr na6op uucrpyrcqwfr, o6la,uarourzfi csoficrsaN4n
HecaIIKII14OHLIpOBaHHOfO paCnpocTpaHeHHt 14 CaMOBOCIIp(]143BeAeHHr. CO:AaUnue
Ay6nHxarbl KoMrlbtoreprloro Brrpyca He BcerAa coB[aAaro'r c opnrnHarroM, Ho coxpaHr]or
cnoco6nocrb K 4a,rruefi ueMy pac[pocrpaHeHrrro 14 caMoBocrrpoH3BeAeHr4ro.

BosvloxHocrn Hapyrulrrerq - Mepa ycwlttit Hapyuru'rer\fl rrrfl peanr43arlnr4 yrpo3br
6eso[acHocrl4 uusopuaquu, BbrpaxeHHar B [c)Ka3arerqx KoMfrereHTHocru.
ocHarrle HHo cTH pecypc aM H H M OTH B aL\Lr]/l Hapy Ur4Tenr.

Bpe4ouocHafl [polpaMMa - nporpaMMa, rrpeAHasiHaqeHHafl rnfl ocyulecrBJreHr4t
HecaHKIIuoHI4poBaHHoro r(oaryrra w (utu) no:4efrcrBvrfl Ha HrrSoplraur{ro r4nr4 pecypcbr
uuQoprnraqHounofi cr4creM br.

BcnoruorareJrbHlle rexHuqecKr{e cpeAcrBa n crrcreMn,r (BTCC) - rexHraqecKue
cpeAcrBa Lr cl{creMbl, He [peAHa3HarreHHbre p.nfl lepeilaqn, o6pa6o-rxu pr xpaHeHH{
rauQopuaIIHI'I, ycraHaBJIHBaeMbIe coBMecrHo c rexHr4rrecKtaMH opeAcrBaMv vr cl4creMaMr.r,
rIpeAHa3HaqeHHbIMH Anfl o6pa6orra nuSopuaquu vrrLr B rroMeqeHurx, B Koropbrx
ycraHoBneurr uuQopMauuoHHbre c?rcreMbr.

3autuulaeMafl uHrsopnaaqun
co6crneHHocrr4 vt nonne)Kaurat 3arrIZTe B

rzuSoplraqax,

rrpo rpaMMHo-TexHr4.{ecx hfi

AeqTenbHocTr4 orrpeAeneHHofo

crp)/KrypHo- Qyu xu rroHaJrb H brx

cooTBeTcTBu.4 c

rBJr.flrolllaflcr [peAMeToM
'rpe6onaH vrMV npaBoBbrx

AoKyMeHToB HJrlr rpeboeaHvrflMr4, ycraHaBnr.rBaeMbrMu co6c:reeHHr,rKoM rzrr$opuaqrara"
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llHQopnraunfl iIaIIHbIe, coAepx(auvecfl B cr4crTeMax v cer.f,x (e roM rrncJre

3alrluuraeMat nH$opuetqHt, nepcoHanr,Hble AaHHbre, nHsopuaqHr o rcoH$nryp aLrkrv
cHcTeM u cerefi, IaHHbIe TeneMeTpl4tr, cBe.qeHnt o co6rtrztqx 6esonacHocrrr r4 Ap.).

l4nQopvraqlroHHal cncreMa QaC) - coBoKyrrHocrb coAepxaq eftcqe 6asax AaHHbrx
ran0opuaqrara u o6ecnequBarcurax ee o6pa6orxy znrpopuraulroHHbrx rexnororHfi v
TexHlrr{ecKz x cpeIcTB.

HHSopnaaLIHoHHo-TeJIeKoMMyHHKaur{oHHas cerrb (UTI{C) - rexHonor6r{ecKa,
cI4cTeMa' rlpeAHa3Har{e}IHafl Anfl rlepe !.a-9^r4 no llkrHiar.M cB.a3I4 r.rusoplraqlpr, AocTyn r(
xoropofr ocyqecrBJl{erct c ucnoJlb3oBaHr4eM cpeAcrB Bbrr{r4cJrr{rerruofi TexHI4Kr4.

lluQopuaquoHHble pecypcu - uHSopMauvr, AaHr:rbre, rpeAcraBJreHHbre n Sopve,
rrpeAHa3Ha.reHHofi An{ XpaHelts'vrfl u o6pa6orKpr B cr{creMa}: H Cerrx.

KonruoHeHT - nporpaMMHoe, nporpaMMHo-a,,[aparHoe r{Jrr4 TexHaqecKoe cpeAcrBo,
BxoAf,ruee s cocrae I4C.

Kourpo.n'pyeMas 3olla [pocrpaHcrBo, B KoropoM r.rcKJ*or{eHo
HeKoHTponl4pyeMoe npe6unaHl4e corpyAHHKoB I4 rrocerr4rr:refi oneparopa l,r nocropoHHr,rx
TpaHcnoprHblx' TexH[qeoKux 14 I4HbIX Marepl4anbHblx cpeAcrB.

HegorcyueHTlrpoBaHHble (Hegerc,rapnpoBaHusre) Bo3MolgHocrrr
SynxIlHoHaJIbHbIe Bo3MO)KHocrIr cpeAcrB BbrrIrrcJrr4TemHoff TexHr4Kr4, He orrgcaHHbre hn^
He coorBercrByroql4e oIrucaHHbIM B AOKyMeHTarfr4kr, trpr4 HctroJlb3oBaH]'1Ikr KOTOpbrx
Bo3MoxHo HapylxeHl4e xon0ra4enIIIzaJIrHocrt4, AoclyrrHocra vlr rleJrocrHocrr4
o6pa6arusaeN{ofr v nQopuauHu.

HecaunquoHlrpoBanHrtfi Aocryrr, HecaHKrrrroHrrpoBaHHbre Aefrcrnnq (HCD -
Aocryrl x rznQopuar\HLr vnw geficrBr4r c unQoplaaguei1 ocyrueorBJrreMbre c HapyneHqeM
ycraHoBneHHbrx npaB u (twl;Iu) IIpaBzn Aocryna x uuoop,u a:qirwr uttw gefic]jsurt c uefi c
npHMeHeHHeM IrrrarHblx cpe.4crn HuQopMalrl4oHuofi czcreMbr r4Jrrr cpeAcrB, aHarorlrqHbrx
lrM rlo cBolrM Oy"ntltoHanbHoMy rlpeAHa3Har{eHr4ro H TexHr4qecKr4M xapaKTepr4crr4KaM"

o6ecneqlrBarour'e cl{creMbl - t4HxeHepHbre cucreMbr:, BKJrroqaro[Ine cr4creMbr
3neKTpocua6xeuuf,, BeHT?lr flrJvtr4l oxJIa)KAeHr4-f,, KoHAr4uLIoHt{poB al:nl, oxpaHbr lt Apyr[e
I4HXeHepHbIe CLICTeMbI' a TaKXe CpeICTBa, KaHaJIbI H CI4CTeMlbI, [pe.qHa3HaqeHHble AIfl
oKa3aHH-s ycnyr cBq3lz' /lpyrux ycnyr vI cepBIIcoB, [peAoOTaBIIteMbIX cTopoHHLIMr4
opfaHl43arryrflMrl' or KoropLIX 3aBrrcur QynxqaoHnpoBaHue cuc1eM u cerefr.

O6pa6orrca un{opnaaquu - nro6oe 4eftcrnue (onepi;rqar) vrL,L coBoKynHocrb
\eftcrnuit (onepaqzfi), con,opruaeMblx c pIc[oJIb3oBaHr4eM c'peAc-r'B aBToMarr43arr4r4unu6ez
ucrlonb3oBa}JIdfl TaKVX cpeAcrB c unQoprr,tagwert, BK.[roqa-s c:6op, 3arrLrcb, cr.rcreMarn3aur4ro,
HaKo[JIeHI4e' xpaHeHZe, yroqHeHl4e (o6uoueuue, u:uleueuae), rd3BJrer{eHr]e,
I4c[oJIb3oBaHI4e, nepeAaq)' (pacnpocrpaHeHlre, npeAocraBreHHe, 4ocryn), 6loxupoBaHr4e,
yAaneHlre, yHr{qro)KeHHe u uQoplaaqv u.

Ocuosusle (rcpurH'recrcue) rpoqeccbr (6u:Hec-rpoueccbr) - yrpaBneHr{ecKr4e,
opraHH3aIIuoHHbIe, TexHolIorl4r{ecKI4e, [por.r3BoAcrBeHHbre. $aHancoBo-3KoHoMr4rrecKHe a



I4HbIC

)
ocHoBHbIe npoueccbr (62:Hec-ilpoueccrt), BbrrroJrHfleMbre o6ralarereu

znQcrprraaqrau, oneparopoM B paMKax peant3arrul cpyHxqufr (uoruouo.tuir) urrur
ocyqecrBlreH[q OCHOBI{bIX BI4IOB AerrenbHocrH, lrapyrxeHr{e h (wnu) [peKpaue]rr4e
KOTOPbIX MO)KCT NPPIBCC'TI4 K BO3HI4KHOBCHI4TO P'ICKOB (YUrEP6Y1.

rlepcouaJrbHbre AaHHbre (tIAu) - rrc6a.q nHsoprr,rauz.fl, ,e111s cflrr\aflcflK np.,rMo pu^
KocBeHHO onpeAeJreHHOMy Llrv o[peAenreMoMy Slr:uuecxovy n,rry (cy6rexr1,
nepcoHzlnblrbrx 4aHurrx).

flooo'rHrte 3JreKTpoMafHr{rHbre H3ryqeHuq v rraBoAKr{ (II3MITH) -
3neKTpoMafHI4THbIe rl3nyqeHI4t TexHaqecKax cpeAc:rB cl6pa6orxu sauzuaevofi
zu$oplraqrau, Bo3HlrKarotque KaK no6o.{Hoe rBJreHHe v)t Bbr::iBaHHbre 3neKTpar{ecKr.rMr4
cHrHaJIaMI4' 4efrcrnyroltll4MH B prx SneKTpl4r{ecKr4x vr MarI{IzTHrIX Irenqx, a TaKx(e
3neKT'poMafHrrrHble HaBOAKIT STHX CI4|HaJTOB Ha roKorlpoBoArul ve nkrHwr4. KoHcrpy KrJVr4 U
UENT4 ITVTAHT4fl.

floflrsosareJlb - JIITLIo, KoropoMy pa3perrreHo BbrnoJrHf,Tb HeKoropbre 4eficrn6a
(onepaqzra) no o6pa6orre r.*rSopu &rJuuB crrcreMe uilvr eerLrr{ HrlrroJrb3yroruee pe3ynbrarbr
ee $ynxquoHr4poBaHr,rr.

flpanu.na pa3rparIHqeHHfl Aocryrla - coBoKyrrHocrb ,,perBHJr, pernaMeHTr4pyroulix
npaBa Aocryla cy6rerroB Aocryna x o6rexraM Aocryra.

Ilporpa*rMHafl 3aKJIaAKa - cKpbITHo BHeceHnrrfi e [porpaMMuoe o6ecrer{eHr4e
QynxqaosalrHufi o6lexr, roroprtfi rpI4 onpeAeJreHHbrx ycnoBr{rx cnoco6eu o6ecneqarn
HecaHKuHoHHpoBaHHoe nporpaMMHoe soslefrcrnae. llporF)aMMr{ar 3aKnaAKa Moxer 6rrrr
peanr'r3oBaHa B BlIAe BpeAoHocHofi nporpaMMbr r4nr4 [porpaMMHofo KoAa.

rrporparvrMHo-a[raparHoe cpeAcrBo - ycrpoficrBo, cocrorulee kr3 a[raparHoro
o6ecneqeH]flfl rr QynxqaoHl{pyrcqero Ha HeM [porpaMMHoro o6,:cne.{e Hr4,fl, ysaerByroqee
n $opnrupoBaHur.r, o6pa6orxe, [epeAa."e vrv npueMe rzu$oprrrauau.

IlporpavrMHoe odecneqeuHe coBoKyrHocrb nt)orparMM cucreMbr o6pa6orxra
iau0opuauuH vr [porpaMMHbIX roKyMeHToB, Heo6xo4Hlmrx ,nnfl 3KcrrJryar aLrpfir, 3THX
nporpaMM.

Cerr sJreKTpocBq3H - cerb cBfl3vt [pe.(Ha3HaqeHHa.[ Anrr sneKTpocBr34 (nepe4aua
H rIppIeM cl{rHanoB, oro6pa.xaroqux 3ByKn, u:o6paxe:-;rzfl, )aptcbrrneusrrfi T.eKcr, 3HaKI- r4lrn
coo6rqeHzq rro6oro pola rro SneKTpoMarHr{THbrM cr{crenaarr,r).

Cpe4crna KprrrITorpaQnvecrcofr 3ar-Irrrr,r nu$opnraqrrH (uru$ponaJrbHbre
(rcpnnrorpaQuuecrcue) cpeAcrBa, KprrrrrocpeAcrBa, CI{314) arnaparHbre,
npofpaMMHble V a[napi]THo-[pofpaMMHbre cpeAcrBa, cr4creMbr v KoMrrJreKcbr,
peanl43yloque anropl{rN(bl KprrrlTorpa$Hvecxoro upeo(5pa:oBaHuq uH$oprraaqHrz Ll
lpeAHa3HarreHHble Ant 3alrlldru rauSopMaIIHIr npu [epeAar{e no KaHaJraM cB.rr3r.r u (unu) gnx
3aIrII'ITbI uH$opruaIIHI4 or HecaHKIrHoHI4poBaHHoro Aocryrra np1a ee o6pa6o.rxe a xpaHeHr4,.
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Cpe4crno 3aIrIHTbI urrQoprvrauuu (C3I{) TexFruqecKoe, [porpaMMHoe.
[porpaMMHo-TexHrlqecKoe cpeAcrso, BerqecTBo vt (u1u) MaTepu:an, npeAHa3Har{eHHbre L{.,.rH

Hcrronb3yeMbre An{ 3aulrtrur ran$op Maw4v 
"

Cpe4crna BblrlucdrlllTeJrbHofi rexnuru (CBT) - r3oBor.iynHocrb rrporpaMMHbrx r.r

TexHI4qecKHX 3JIeMeHToB cl4creM o6pa6orxa .qaHHbrx, cnocrl6nrrx QynrquoHrrpoBarb
CAMOCTO'TCJIbHO LIIIT4 B CIOCTABC APYfI,TX CI4CTEM.

Texuuqecrcufi KaHarI yreqKu uHQopvraquu (TKlfI4) - coBoKyrrHocrb Hocnrent
aHQopvaqnn (cpe4crntr o6pa6orxa), Sra:Hvecxoii cpeAbr pacrpocrpaHeHHt
I4HQopMarI4BHoro currr'a.\av cpeAcrB, KoropbrMz 4o6rrnaercr 3itrr1r4ulaeMar r.tr$oprraartzq.

Yrpora 6esonacHocru unQopmauuu (VELI) - conc,xyrrFrocrb yclonufr u $axropoe,
co3Aarotul4x IIoTeHIII4anbllyrc vIV peanbHo cyuecTByr.olrlyn oracHocTb HapyrxeHHt
6esoilacHocrn ranSopuaqnu.

VnuqroxceHue unsopvraquu * geitcrnun,, B pe3yJrblare Koropbrx craHoBr4Tct
HeBo3MoxHbrM BoccraHoBrrrb colepxaHue nHQopM€rrrur.r a ranq[oprnlauaounofr cr{creMe 14

(uttu) B pe3ynbrare KoropLIX yHar{To)Karorcq Marepr4anbHbre HocvreJrr4 nusoprraaqrzn.
Yreqrca (raulnrqaevrofi) uHQop*raqnr.r ro rexHuqecKuM KaHaJraM

HeKol{Tponl4pyeMoe paclrpocrpaHeHHe unQopnraqHz or Hocr{Te.[r :arqurqaeuofi
Hn$oprnraIII4H r{epes SuruuecKy}o cpeAy ro rexHuqecKoro cpe,{crBa, ocyulecrBnf,roxrero
rrepexBar v uSopuaqran.

YqssHn{ocrn HeAocraroK (cna6ocrr) nporpaMMHoro (nporpanMHo-
TexHHqecxoro) cpeAcrBa r4Irv cl4creMbr rr cern B rIeJ'rc)M, xoroprrfi(ar) Moxer 6rrrn
r{ cnoJrb3o naH(a) rnfl p ealrv]f,arr4v yrpo3 6 eso nacHo cru uH S opruauuu.
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2. O6wue roro)Kerrllq
2.1. BseaeHue

2'I.l' Hacroxula{ MoAenb yrpo3 6esonacHocrr4 aH@opvraguu,, o6pa6arrreaeuofi n
nuQopuaqlaoHnofi cl{creMe c I4cIIoJIb3oBaHr4eM cpelcrB Kpr4nrorpa$r.rvecrofi 3aurarbr
HuQopuaqura, (4anee -- Mo4enr yrpo:) conepxar pe3),nbrarbr orIeHKLr yrpo3
6esonacHocra rausopruarqura.

2.1.2. oqenr<a yrpo3 npoBoAurct B rlen;rx orpeAeneLrur yrpo3 6esonacHocrz
HHQopuauuu' pe€Lnv3arJ4fl (no:uuxnoneHne) Koropbrx Ero3MoxHa n raHsoplraqraoHuofi
cl4creMe <Cafir> (4a.nee I4C) (c yqeroM apxr4reKrypbr vr ycnonHfi ero
SynxquoHl{poBaHl4x) z l'roxer nprlBecrrr K HapyrueHr4ro 6esonaogocrrr o6pa6arrrnaevoil n
rAC IaH$oprrlaqrzH (uapryrueuuro xonSrz4eHrlr4anbHocr'l. rrej-rocrHocrlr, AocryrrHocr14,
HeoTKa3yeMocTH, froAoTqeTHocTr4, ayTeHTr4r{HOCTLI H .IOCTOBepHT]CTLI UUsOpvrau:zu w(ulra)
cpercrB ee o6pa6orxz) u (wm) K HapyueHr4ro, npeKparuerFrnro rfynxqHoHqpoBaHr4 s VC -
aKTy€LnbHbrx yrpo3 6esoilacHo crrr rau SopnaaqHu.

2'I.3. B coornercrBl4l4 c rIocraHoBJIeHI4eM llpannre.lirbcrnra P@ or l nox6pr 2012r.
Js 1 1 19 <06 yrnep)KAel{nl4 rpe6onauzfi K 3aurr{Te nepcoHirrbHbrx AaHHbrx rrp1a ux
o6pa6orxe n HuSopMaut{oHHbIX crrcreMax [epcoHanbHbrx AaHHbrx)) Hacroru]a-s Morers
yfpo3 noAnexvT I4cIroJIL3oBaHuIo npra $opnar4poBatvrLr rlte6orranrafi x cprcreMe 3axlarbr
fIAu, o6pa6aruBaeMbrx v l4C.

2,2. VIcrorrH rr Kr,r pa:lpa6orrcu
2.2.I. Hacrorrqar Mo4elb yrpo3 c$opnanpoBaHa B coorBeir erBr4l c MeroAHr{ecKr4M14

AoKyMeHranara @CTOK Poccura H @CE poccun c yr{eroM cJreAyrcuux rplrHur{rroB:

- B cnyqae o6ecne.reHH.rr 6esonacuocrr4 nnsoprraarJuu 6% HcrroJrb3o BaHuflCK3I4 npn
QopuHpoBaHvrv MoAeltl yrpo3 r4cnonb3yrorc.s MeroAilr{ecKae AoKyMeHrbr @CT3K
Poccuu;

- B cnyqae oIIpeAeneHHt MauucrepcrBoM apx.urer('rypbr 14 crpor4renbcrBa
Cuoleucxofi o6lacru (4anee - Muuucrepcrno) ueo6xo4lrMocr7 o6ecne.{eHraq
6esonacHocrI4 HHSopuar[:zta c I4crroJrb3oBaHl{eM CK3I,I nprz $opnrupoBaHr4u MoAeru yrpo3
I4cronb3ylorc.fl MeroAurrecxze AoKyMeHru <DCT3K Poccura u @(lE Poccnu.

2"2.2" llepeuenr HopMarI4BHbIX rlpaBoBbrx aKToB, r\4eroAar{ecKutx .uoKyMeHToB t4

HaIII4oHaJIbHbIX craHAaproB, Hcnonb3yenarrfi I.ilfl oqeHKrr yrpo3 6esonacHocrH
nn$opuarJvrv vr paspa6orxu Mo4eru4 yrpo3:

- <De4epalrurrfi 3aKoH or 27 rr*orrr 2006 r. Nr 149-<D3 <06 uu$opMarrr{14.
TZHQOPVAqIIOHHIIX TEXHOJIOI LIflX V O 3AIIII,ITC IAUSOPNAA\VL;>;

- (De4epalrultfr 3aKoH or 27 HroJIr 2006 r. J\l I 52-@3 <O nepcoHaJrbHbrx AaHHbrx);
-llocrauoBJleHne llpanvlrenbcrBa Poccaficxofi (Degepaquu or 2lMapra 2012 r.

J\b 21 I (06 yrBep)KAeHI4t4 rrepeqH{ Mep, HarpaBneHHbrx sa o(jecneqeHue Bbrrro,rrHeHr4t
o6qsaHHoctefi, npelycMorpeHHblx @e4epanrHbrM 3aKoHorr,r <<O nepcoHanbHbrx AaHHbrx)) fi
[pI4H-f,TbIMI',I B COOTBeTCTBI4H C HI{M HOpMarr4BHbIMr4 rIpaBOBbrMI{ aKTaMr4, OleparopaMr4,
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.{BntrIOIIII{MIdCfl fOCyAapcrTI]eHHbrMl1l Lrrv MyHr4rlr4naJrbHbrMr{ opfar{aMr4>;

- ilocrauoBJleHue llpanzrenbcrBa Poccuficxofi tXre4epaqzH or I Hos6 pt 2012 r.
JVs 1119 <06 yrnep)Kre,FIL4I{ rpe6onauufi K 3aulr4re re'pcoHanbrrbrx AaHHbrx rrp1a r4x
o6pa6o'rxe e uu$opMalrptoHHrIX cncreMax nepcoHaJrbHbrx {aHHrbrx));

- flpzxas (De4epanurofi cnyN6rr tto rexHnrrecKor,{y v sKcrroprHoMy KoHrponrc
or 18 Senpanr 2013 r. Ns 21 <06 yrnepxAeHnu Coc:rasa v coAepxaHyt
opfaHH3arIr4oHHbIX kr re)(Hr4qecKr4x Mep no o6ecne.{eHZr0 6ego[acHocr4 [epcoHaJrbHbrx
AaHHLIX []prl I4x o6pa6orrce n nu$opMalluoHHbrx ct4creMax [epcoHaJrbHbrx AaHHbrx));

- MeroAu.recxufr AoKyMeHT <Mero4uxa oqr3HKu yrpo3 6esonacHocrr4
un$opuarlwkr>>, yrBep)KAeusrtfi @egepanrHofi cryx6u no rexH[r{ecKoMy r4 3KcnoprHoMy
KoHrponrc 5 $enpanx20'.Zl r";

- Easosa-s Morenb yrpo3 6esonacHocrn nepcoHanbHr,rx AaHHbrx [prr r4x o6pa6orxe n
uH$oprraaIII4oHHbIX cucreMax rrepcoHanbHbrx AaHHbrx, yrBepxneHHar 3aMecrr4TerreM

AHpeKropa @e4epanlnclft cnyN6rr ro rexHr.rqecKoMy kr 3KcnoprHoMy KoHrponrc
15 Senpans 2008 r.;

- llpzxas @e4epalrnofi cnyN6rr 6egonacuoclz Poccufrcr<oft @e4epaqrzra
or 10 I4roJIq 2014 r. JYs 3il8 (06 yrBepxAeuuu CocraBa u c)oAep)KaHqr opraHr43auzoHHbrx
14 TexHHqecKux Mep [o o6ecueqenuro 6e:orlacHocrn rrepcoHanbHbrx IaHHbrx [pr4 r4x

o6pa6orre n unSopMauI4oHHbIX cncreMax [epcoHanbHbrx ra]HHbrx c Hcnonb3oBaHr4eM
cpeAc'TB KpnnrofpaQzvecxofi 3aqr4rbr rausoplraquH, neo6xo,lHMbrx AJrfl BbrnoJrr{eHaq
ycraHoBneHHbIX llpanu:relbcrBoM Pocczficxofi (De4epaquu rpe6onauufi K 3arur4re
[epcoHzurbHbrx AaHHbrx ,4n.f, Ka)KAO|O t13 ypOnueft 3aurl{ilIetrHocTr4));

- MeroAIaqecKl4e peKoMeHAa\r4Lr no pa3pa6orxe HOpMarHBHbrx npaBoBbrx aKroB,
onpeAensrcuIVX yrpo3bl: 6esonacuocrrl nepcoHanbHbrx AaHHbrx, aKTyanbHbre lpkr
o6pa6orxe [epcoHaJIbHbIX iIaHHbIX n raHsopuarrnoHHbrx cr4creMax nepcoHaJrbHbrx AaHHbrx,
3KcnnyarHpyeMblx npH ocyilrecrBileHr4Lr coorBercrByrrcrrlHx. BtrroB AerrenbHocrH.
yrBepxAeHHbre pyKoBoAcrBoM 8 L{enrpa @e4epanruofi cnyx6rr 6esonacHocrtl
Poccuffcxofi @e4eparJLrr4 3J rraapra 2015 r. JVs l4917l2l6-43j2;

- foCT P 59853-2021<I,IuSopnaaqrroHHble rexHoJroruu. KonanneKc craHnaproB Ha
aBToMarI'I3I4poBaHHbIe cl4creMbl. Aerovarr43r,rpoBaHHbre cHcreMbr. TepiravHrr LI

onpeAeneHvrfl>>, yrBep)KAeHuufr npI4Ka3oM Poccrau4apra or 19 nor6p n 2021 r. J\! 1520-cr;
- |OCT P 50739-95 <Cpe4crna Bbrqr4crurerrnofr r,oXHrlKH. 3aruHra or

HecaHKUaoHI4poBaHHoro Aocryna x zu$opMarlr4r4. O6urue re.)(H6qecxHe rpe6oBaH'r)),
yrBepxAenurtfr rocraHoBrleHI4 eM foccraH4apra Pocc prv or 9 $enpan n 1995 r. J19 49:

- |OCT P 5l 188-98 <3arqHra Husopnraguu. VlcnbrraHnq rrporpaMMHbrx cpeAcrB Ha
H€L[vqne KoMrIbIorepHbIX BLIpycoB. THnosoe pyKoBoAcrBo)), yrBepxAesnrrfi
rlocrarroBneHr4eM foccrau,lapra Poccur{ or 14 urotrs l99B r. Jrls 295;

- |OCT P 59795-2021<I,Iu$opnraurloHHble rexHorrorHu. l{ourrJreKc craH4aproB Ha
aBToMarH3HpoBaHHbIe cl4creMbl. AeroNaaru3zpoBaHHbre er4rlreMbr. Tpe6onaHrar K
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yrBeplKAeHHbrfrcoAep)KaHr4IO AOKyf{eHToB)),

or 25 oKr{6p.s 2021r. Nr 1297-cr

- PyxonoAxu\uir AoKyMer{r <3aulzra
uH$opvraqun. Tepuuurr a olpeAeneHr{q)),
focrexxoMr4ccuv Poccull or 30 Mapra 1992 r.

[pl.rKa3oM Poccrari"uapra

oT HeCaHr(rlr4ol{lrpoBaHHofo AocTyrra K

yrBep)KAenrrrrfi Peuresneu rpeAceAaren,

2.3. OqeHrrBaeMbre yrpo3bl
2'3'1. MoAenr yrpo3 coAepxl4r pe3ynbrarbr oqeHKr aHrponoreHHbix yrpo3

6esonacHocru aHsopvaqrln, Bo3Hr{KHoBeHr4e KoropbrK obycroereno 4efrcrouavn
Hapylul4Telefi, 14 TexHoreHHbIX I4cror{HHKoB yrpo3. llpu erorra B Hacrorulefi Mo4env yrpo3
He paccMarpI4BaIOTCq yfpo3bl, cB.f,3aHHbre c rexHr4rrecKlrMa KaH€uraMH yreqKH aH$Oprrlaqau
(4alee - TKyI'I), no rpHrrHHaM, neper{HcneHHbrM e ra6rru,e l.

Ta6nHua 1 -- O6ocsoBaH:afl ucKrloqeHr4r yrpo3, peanr43yeMbrx 3a cqer TKVI4

O6ocuona H rre ncKrroqeHnq

XapaxrepLr3yrorct
Bbrc oKoKB arru$utlupoBaHHbr x
Lrcnonb3yroulr4x
c II e ur4 aJrr4 3 trp o B aH Hyro

HAJI14I{I4CM

Hapyrur4relefi,
IOpOfOCTO_gtuyrc

arraparypy,
pervcrpr4pyrorqyro aKycrnqecKr4e (n no:4yxe) LI

nu6poaxycrr4qecKr4e (n ynp,yrax cpegax) BoJrHbr, a
TaKxre gneKTpoMarHr,rrtrbre (n rov qncne onravecxue)
pr3ryr{eHHr v SneKTpr4qecKtre cr4fHaJrbr,
MoAynr4poBaHHbre an$optrarnBHbrM aKycrr{qecKuM
cr4rHanoM, Bo3Hr{Karoulr4e 3a cqer npeo6pa:onaHufi s
TexHr4r{ecKkrx cpeAcrBi}x odpa6orxu nu$opuauuu,
BTCC v crpor4TenbHbrx KoHcrpyKur4rx u
HHXeHepHO-TeXHLrqecKHX KOMMyHr4Karll{rx no.[
eoe4efrcrBneM aKycruqecKn)( BoJrH.

Xapaxrep v o6lerr,r o6paGiarrrnaelrofr B cr.rcreMe
anQopuaqza HeAocraror{eH r,rrfl Morv Baurzrz
Hapyrxr4Telefi x ll3aur.rr4 TaKr,rx yfpo3.

J\b I Vrporbr, cBfl3aHHbre c
TEXHICqECKIIMII I(AHAJIA.
Mn yTeqKH rrHeopMaur,tH
Yrpo:rr yrer{Kn
aKycrr4trecxoff (peuenofi )
rzHQopuaqrrH*

I



Vrporrr, cBs3aHHbre c
TEXHUqECKIIMII KAHAJIA-

MH yreqKu nHeopMaunrr
Vrposrr yrer{Ku nu4onofi
unSoprraarlr4H*

Vrpo:rr yrerrKr4
raH$opvarlr4r4 no KaHanaM
NSMI,IH

O6ocuonaHrre tdcKrroqeHuq

Xapaxrepr43yrorc{
Bbrc oKoKB anuSn4upoBiaH Hb rx Hapytrrr{relei,
I4CrIOnb3yIOtIII4X C[elr]4aJrr{3i I4po BaHHbIe onrHr{e c KH e
(ourzxo-elexrpoHurre) cp,e.[crBa Anfl npocMorpa
rauSoprraarlr4u c 3KpaHOB Atro[neeB 14 4pyrr4x cpeAcrB
oro6paNeuur cpeAcrB BblqncJrnrelrsofi TexHr4Kr4,
anQoplrarlVoHHo-Bbrr{IrcJrr{T,eJrbHbrx KoMrrJreKcoB,
rexH14rrecKHX cpeAcrll oCpa6orxu rpa$Hvecxori,
Br4Aeo- u 6yxneHrro-qzSponofi unQopuaquu,
BXOATUIUX B COCTaB Cr4CTeMbr.

Xapaxrep 14 o6tena ,c6pa6arusaeN4ofi B cr,rcreMe
IaHQopvaqzu HeAocraror{eH Artr MorrzBaur4r4
napyuurelefi x pealn:larlnr[ TaKr4x yrpo3. I

v^.^^-.-^-Xapaxreph3yrorcr .runrur.t,l i

BbrcoKoKB anuSugupo B aHHbrx
krcnonb3yroulux

HANI4qI4EM

HapytrrtrTereil,

AOpOfOCTO.[lqUe

B CI4CTEMC

MOTI4BAIIII14

c[equanr43r4poBaHHbre TexHHr{ecKHe cpeAcTBa
rrepexBara no6o.{Hrrx (n" cB{3aHHbrx c [prMbrM
SyuxqaoHaJrbHbrM 3HaqeHHeM DJreMeHroe cacretmr)
aH$opuarr4BHbrx 3neKTpoMarHtrrHbrx nolefi u
3neKTp[qecKlrx cr4fHaJroB, BO3HlrKarOqr4x rrpr4
o 6pa6 orr<e nH $opla arr4Ll TexH arrec Kr4MH cp eAcrB aMr4
CI,ICTCMbI.

Xapaxrep u
Hu$opuaqzrz

o6reu o6pa6iarursaeNaofi
HeAOCTaTOqeH nnfl

* 3a r'rcKJrroqeHneM yrp03,
roprarrrBHbrx (uo6znrurrx)

Hapyrur{Telefi K peanr43auvl,t TaKWX

XAPAKTCPI43YIOTII4XC-S LICil(]JIb3OBAHHEM HAPYIXI4TCIqMH

ycrpoficrn cbeMa rau$opuaunr.r (uauruerur, coroBbre
rele$onrr, qu$ponble KaMepbI, 3ByKo3anr4cbrBarcruue ycrpoficrna 14 r4Hbre cpe4crna).

2.4. v qacrH r{ Kn Qvn rcq noH r{ poBa Hrrfl cr{crenr rr (ceru)
2.4.1. I'In0opnaa\krt;, o6 oprauv3aL\r4flx, r4Merourrx orr{orreHrre K I4C, npe4craBneHa

a ra6ruue 2.

T a6 twla 2 -- flepeveHb opraH uzagwfr
J\b

nln Porr opraHH3aur.tH OpraHu:ilquq

I Oneparop cacreMbr Mrz Hr.rcrepcrBo apxuTer,.Typbr
Cuo.uescrcofi o6nacrra

14 CTpO14TeJrbCTBa



ll
2.5. OreercrBeHHocrl 3a o6ecne.reHrre 3auluru unsopMauun (6eronacuocrH )
2'5.1. OrsercrBeH.HbIMI4 :a o6ecner{eHr4e 6esonacHc)cra ltl/{u ilpLr Lrx o6pa6orr<e n

I4C, npI4Ka3oM MuHuc'rpa apxl4TeKrypbr Lr crpoureJrbcrB,il Cuorencrofr o6.nacrn
Ha3Har{eHbI Ion)KHocrHbIe nr4\a I noApazgeJrenr4fl, npeAcraBJreHHbre e ra6r7qe 3.

'la6twp 3 - OreercrBeHHble :a o6ecneqeHrre 3aurnrr,r un$opuauzu (6e:onacgocru)
Nb

nln
Porr rrogpa3Ae,nele'us /
AOJr?I(HOCTHOIO Jr rr ua {orxuocrHoe firru

I Oreercrsennufi sa o6ec-
neqeHHe 6esonacErocrz
nepcoH€L[bHbrx AaH HbIX

Ha.{arrFruK orAena uu fipon
Hbrx cr4crerra (Or4en quQpo
oHHbrx cucrev)

2.6. Oco6eHHocru repecMorpa Mo4eJrH yrpo3
2.6.1. Hacrorrqaa Mo4erb yrpo3 Mo)Ker 6rrrr repec.Morp.Ha:

- tro peueH]Ilo Ml4flacrepcrBa Ha ocHoBe rrepnoAur-recKrar npoBoAr4M brx aHarrr43a 14

oIIeHKI4 yrpo3 6esonacHocun 3aruvr(aevofi zH$opMarlr4r,r c yr{eroM oco6eusocrefi a (ulu)
r{3MeHeHr4itIlC:

- B cnyqae BO3HI4KHOBeHLII (o6napyxeHrar) HoBbrx yrcnznaocrefi h yrpo3
6esonacHocrr4 ransoprraau un;

- B cnyqae u3MeHei.^l/.fl Qe4epanrHoro 3aKoHolareJrbcrBi:l B r{acrr4 orIeHKr4 yrpo3
6 es onacHocrrr HH$ opna a rJVr4;

- B Cnyqae [otBJIeHI{t HOBbIX yfpo3 B r4crronb3yeMbrx LrcroqHHKax AaHHbtx o6
yrpo3ax 6esonacnocru uusoplaaqnrz ;

- B cnyqae I43MeHeHHt crpyKrypno-$yHxrruoHaJrbHbrx xapaKTepvcrrtK,
[pnMeHqeuux unSopMaIII4oHHbIX rexHoJloruit utru oco6t:nuocreff SyHxqraoHr4poBaHvfl
IdC;

- B cnyqae ilotBreHla{ cne4euufi 14 (uru) Saxron o HoBbrx Bo3MoxHocrflx
[oTeHur.raJrbHbrx Hapyur{Telefr ;

- B cnyqa-f,x BbIqBreHVfl rrHrlv.rleHroB znQoprr,raquosuofi 6e:onacnocrr4 sVC w (utu\
B3ar{MoAefi crnyroulzx (cveNnrrx) cprcreMax.

nra:aqvH z au$opvauu- 
I

o / no4pa3Ae,'reHr.re

Bw3a\w n un$opuaunoH-
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3' onucaHHe crlcreM u cereii lr Hx xapaKTeprrcruKa rcarc o6reKToB 3a1lr{Tbr
3.1. O6uree orrncanne o6reKTa orleHKH yrpo3
3.1.1" Hacro-arqa.a Mo4erb yrpo3 pa:pa6oraHa B orHorrreH wwLrc.
3 .I .2. OcHonsue xapaKr epwcrwrcu I4C :

3.1.2.1. Cocran o6pa6arunaerraofi zusopuaqaz:
- O6qeaocryrrHar aHsopnr ar\vrfl.

3'l'2.2.ocsonHue, npoqeccbr (6ra:nec-npoqeccrr), Antr o6ecne.{enr4x Koropbrx
co:Aaua I4C:

- OxasaHr4e rocyAilpcrBeHHbrx 14 MyHaunn€urbHbrx y cnyr (llp"arrolaraer opraHlr3a_
qarc IpeAOcTaBneHa'q focyAapCTBeHHbIX H MyHI4UI{naJIbHLIX ycnyr B CO0TBeTCTBLII4 c 3a-
KoHoAareJrbcrBoM Poccv.ilcrcofi Oe4ep aguw);

- BeAeHpre ne6-pecypcoB (llpe4uonaraer Ae-srenbHocrb, c B-rr3aHHyro c HarronHeHHeM
o$HqraanrHoro cafita oplraH'3all'rr, [peAocraBJreHrreM Aoory[a. nonb3oBarenrM K cepBr.t-
cau, lrHSopMaIIHH u Ma'[epLraJIaM ua caitre, coBeprxeHcrBoBaHheM crroco6on z MeroAoB
rIpeAcraBJIeHI4t uuQoprraa\vu Ha caitre, ynyqrxeHnelr o6cry)r(HBaHprq norb3osarerefi c
yqeroM rroJro)KeHnZ saxo.soAareJrbcrna).

3.r.2.3. vponeur 3aurnureHHocrr4 lI!H: 4 (<rAxr onpeAeneHr4,
3aulntueHHocrl4 [IepcoHaJTbHbIX AaHHbrx npn nx o6pa6orxr: n uu$opMauqoHHa,
<Cafir> MuuncrepcrBa alDXHTeKTypbr a crpozrenbcrBa CurueHcxofi o6nacrz>).

3.2. CocraB u apx[TeKrypa o6rexra orIeHr(H
3.2.1. Cocras I4C c'upe4erreH s -ra6rur\e 4.

Irb
nln Xaparcrepr{crHKa 3uaqeuue rKapa

I llporp anrMHo- arraparH br e

cpeAcTBa
oc-407-zK-D09 - I

oc-l01-zK-Dl0 - I
2. O6rqecracreMHoe rrpor-

paMMHoe o6ecneqeuue
- Windows 7 llpo$eccproH

a
J. llpraxna4Hoe nporpaMMHoe

o6ecneqeuae
- Be6-cepnep Apache

4" Cpegcraa 3aulrrrbi ransop-
Meu.uu

KpuurorpaQuvecKaq 3auI
- <Kpnnrollpo CSP> Bepcr4i
B ase) (CepruSrzqrapyrorqHft
CO/l14-4716 or 15.01.2
15.01 .2026)
AurunnpycHaq 3aulr{r a :

- Kaspersky Endpoint Srlcuri
11.6.0.394) (CepraSrrqHp
Poccun Ns C@/C:ILI-}
4efrcrnureJreH ao 0l.l 1.20t

i

I

I

;,"r-; Wi"d"rrc 10 fi-l)

ypoBHt

cacTeMa

Pro 
i

i-
JVg

AO

n 4.0 R4 (HcnorrHeHne

i oprau OCE Poccnvr
(-124 AefrcraurerreH

ry rnn Windows (nepcna
izroqafi opraH OCF
:;23 or 15.12"2021

Ta6,ruua 4 - CocrashC

26: Ce
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Nb

nln Xaparcrepuc'rr{Ka 3uaqeuue xa

opraH OCTSK Poccuu
AefrcreureneH no 22"01 "201
Konrpo.nb cbeMHbrx Mau

Qopnaaquu:
- Kaspersky Endpoint llecur
11.6.0.394) (CeprnSrrqzp
PoccHrE }lb 4068 or 22.0
22.01.2029\

par(TepHcTr{KH

,\lb 4068 or 22.01.2019
29\
rruHHbrx Hocr{TeJrefr uu-

rity 4n.a Windows (nepcrar
>yrcrqnfi opraH @CT?K
1.2019 Aefrcru4rerreH .4o

3"2.2.I4C npeAcraBJlter co6ofi pacnpeAenerrHyro cr4creMy (xovnrexc
aBToMaTI43I4poBaHHrtx pa.6ouux MecT, KoMMyHHKaUI4oHHoro 14 cepBepHoro o6opyAonaHkre.,
Teppl4Topl4a-llbHo pa3MelqeHHbrx B oAHoM rrJrw HecKoJrbKr4x c:y6texrax P@ vt o6.reguHeF{Hbrx
B eAI{Hylo cllcreMy c I4crIoJIb3oBaHHeM cerefi 3ner(Tpocnr:H) co cnelyrcrrluMr4
xapaKTepr4cTr4KaMH:

3.2.2.1. llo4r<nror{e)Hl4e K cerrM 3neKTpocBfl3v, BKJuOrreHHbrM B COCTaB e4UHOfi CerU
3n e Krp o c n-ss r4 P o c c uir.ct<ctit (D e4 ep aq w - r{M e ercr .

3.2.2.2. llo4rruoveHr4e x I4TKC MuuprcrepcrBa - or(lyrclByer.
3"2"2"3. llo4rclroqeHr4e x I,ITKC <ZHrepuer)) - HMee,rcq.

3 .2.2.4. llo4xmove Hr.re x I,{TKC r4Hbrx opraHn3a r\wir - orc'yrc-r'Byer.
3.2.2.5. B I4C He ocyqecrBJlterct B3ar.rMoAeficrsne c cr{creMaMn vt cerrM4 .rlpyrHX

oprannsaqufr.

3.2.2.6.F VIC He ooytuecrBrtercq B3auMoAeficrnHe c ApylrrMrz cr4creMaMLrr4cerqM2
MuuzcrepcrBa.

3.2"2.7 . K un$oplrilurloHHblM pecypc attLIC He ocyuecrBrrercr JroKaJrbHbrfi Aocryn.
3.2.2.8" K unSopMaIII4oHHbIM pecypcau HC ocyruecrBrflerc-s yAaJreHHbrfi locryn"

Oco6enuocrn yAaneHHoro Aocryna np[BeAeHrr s ra6rraue 5.

T a6m.\a 5 - Vlaneuuufr Aocryrr
JIuqa,

ocyuecTBrqr0ulne
yAaJreHHbrfi Aocryn

Ile.nr Aocryrra Cnoco6 Ao(]Tyrl

llorusonareJr14 r.rHQopMarlrroHHat C TIOMOIIIbIO

IONKJITOqCHHfl TI

3e

Ko sceNa y3naM

CHCTCMbI

3.2.3. Texuorortrvt, r4ertonb3yeMbre svrc orpa)r{eHbr n ra6ruqe 6.
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-[a1luqp 6 - TercroJrofr4n, r.rcnonb3yeMbre sVIC
Nb

tln TexHortoruq

I{eI Creunue HocureJrn !4n$opvaqHra
2. TexHoro rux sapry arn43arJLru He
3" TexHolorvtx 6ecnpoBoAHoro Aocryrra He

F{e4. Mo6znrnbre rexHrar{ecKr4 e cpeAcrBa
5. Be6-cepnepu IAcn
6. Texsolorr4r Be6-Aocryna He
7. Smart-xaprrr He

He8. Texuol orzn rpraA.tc_4ereM
9. Texuoloruu cy[epKoMrrbrorepHbrx clrcreM He

He
He

10. Eolulze naHHbre
l1 :q "cno"oe 

npory aoql4H o e o6opy4or aHpre
12. OAHopagoerre napoJra He
13. 3lercrpoHHafl nolrra He
t4. TexHororllf, nepeAarra sHAeouHSopMauKrI Heu

Hez15. TexHolorus yAa,re4ggro pa6ouero croJra
16. Texuol ora A y ilaneHHoro aAMr4HHcr pvrD oBanr4fl Hez

Heu17. TexHororr.r-fl yAareH Ho ro BH e[oJro cHoro locry rr a
18. TexHolorus nepeAar{H peqr4 Heu
19. Texuolornt vrcKy ccrBeHHoro r4HTeJrneKTa Hen

3.2'4.I'IC $ynxllnot{I4pyer ua 6a:e HuspacrpyKrypbr MusprcrepcrBa apxnreKrypbr
H crpor4TenbcrBa ClaoreHcxofi o6lacru.

?Icno.nu:yercn / He
[ICtIOJIb3YETCfl

IiCTIOJIb3VCTC.'I

LtcnoJrb3veTct

Ltcronb3yeTct

LICTIOJIb3VCTC'

14cIIOJIb3Ve'fct

r4crronb3yeTct
HCIIOnb3yeTct

14CrIOJrb3yeTct

cnoJIb3yeTct
crronb3yeTct

cllonb3yeTct 
I
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4. ArcryaJrbHbre yrpo3br desonacHocrn uHeopnrauuu
4.I " B xoAe orreHKr4 yrpo3 6esouacHocrr4 raHrpoprraa.rrr-onpaAenflrorcq Bo3MoxHbre

yrpo3br 6esouacHocrr4 rarr$opvra\vvr H rrporr3BoA:arefl vrxorleHKa Ha aKryanbHocrb utntr4C
- aKTyzlnbHbre yrposrl 6esonacHocrr4 raHSopnraqua.

4'2' B coorBercrBurr c MeroAI4r{ecKI4M AoKyMeHToM <Mero4uxa or{eHKH yrpo3
6egonacHocrt4 uH0opruaql4n>), yrBepxAeHHbrM @e4epanruofr cryN6ofr no rexH4qecKoMy
14 3KcrloprHoMy KoHrponrc or 5 Qenpats2}2l r., BbIflBJreHo aKryanbHbrx yrpo3: 125.
flepe'reur aKTyanbHbIX yrrpo3 6esonacHocrr4 rausopvaqr{H rlpeAcraBJreH s ta6r41.e 7 

"

yrpo:lbr 6esonacHoc.rn nu$opuaqrau

HanruenoBaH He yrtr)o3br

fo copoca [apont BIOS
ufl KoIa r4nv traHHbrx

Vrpo:a eosrer7crBvrfl Ha D

Vrpo:a BoccraHoBJreHHr ulutu rloBTopHoro r{cnoJrb3oBaHprr ayregrudara_
rIHoHHoft r,r H (ropuaqHn

BOCCTAHOBJIEH}I' fI urefi
Vrpo:a AecrpyKrnBHoro rr3MeHeHHt

vrpo: a re clpyKTr4B Ho ro r4c rrorr b3 o BaHrrfl 4.nrt up r1rr""r"-" Oyr11rr, 
" " "*BIOS

VrposaAJIHTeJIbHofoyAep)KaHvflBbItIHcJII4T..'u"'',ffi
JI.'IM14

vrpo:a rocryna K 3aruauaeMbrM Qafinarr,r a ,.nontr""""".la 
"6r"Ar"a" 

,r
TU

AOCTy[a K JroKaJrbHbrM afrraN,r cepsepa npu noMorrlr4 URL
o3a 3arpy:lKr4 Herrrraruofi o quouuofi cacrer\4bI

a 3apa)r(eHaq DNS-Kerua
3a r430b1TOr{HOfo BbIneJIeHI4r Otr rveHoii [aN4f,TH

MexaHH3MOB aBTOpV3arJLlkl;, Ant rIoBbIrxeHH.rI [pr4_

I,ICIIOJIb3OBAHIdfl noAAenbHbrx ulr nolrnaceil BIOS

VIgeuru-
Qurcarop

y814.004

yF14.007
yFI,I.00g

yEI,L00g
yBI4.012

y8I4.013

yBvL}I4

yEI,I.0l5

y8I,1.016
y8I4.018
yBI,I.01g
yFr4.022
y814.023

yBvI.025
yBvr.027

Y814.028
y8I4.030

yBI,I.03l

yBvr.032
y8r4.033

Vrpo:a I43MeHeHI{q KoM[oHeHToB unsopnaaqzoHnoi:i (""t"r-rt"p""*""fi )
cHcTeMbt

Vrpoga Hgt\aeHeHrrt cncreMHbrx ra ruo6aJlbHbrx
Vrpo3a HCKa)KeHl,{fl AnO4nVOfi 14 BbrBoAr4NAOfi sa nepu$epraftsrre ycrpoficrna
14HQOpMarlH14

ucIIo.rrb30BaHr4fl anbrepHarr4BHbrx nyrerZ .4ocryla K
Vrpo:a Hcnorb3oBa:ulafl r,r H S op u arl H Lr r4A e Hru Q n xaq nu l ay r eu-ru$wrcauwv, 3 a-
AAHHOH TIO YMONqAHHTO

Vrpo:a ucrroJrb3o Barrufl
erareu4fi

IICIIOJI b3OBAHII' CJIAOOCTEH KO.III4 BXOTHbIX AAIIHbIX



HannreHoBaHue yrpo3br

Vrpo:a Hcrr oJrb3o BaHHfl cla6ocrefi
HA,4AHHbIMI{

rrporoKonoB ce leBorohorcalrHoro o6ve_

a I4CCJTeAOBaHUfl MeXaHI43M OB 6orrr n MMbI
HCCJIeAOBaHUfl II p14JIO)KeH Ht : or.rdrtr o6 oruu6xax
Hcrrep [aH vfl 3arrac a rcrrc qefi ueo6xo4lrMbrx Anr o6HosreHnq BIOS
nrexcafi roBoro cKpr,rrrrr4Hf a

Vr 3a Mexcafiroeofi [oAAenKr{ 3arrDoca
3 a Hap j/rxeHHr u3O nflr\uvr cpeAbr rr c IIOJrHC]HH'

rIeHI4{ IIeIOCTHOCTI4 AaHHbIX KeUIa
Vrpos a HeBo3Mo)KHocrI{ BoccraHoBJreHI4, c ec eLrv: pa6our na [I3BM rpu Bbr-
BOne H3 HrIX cocr o sgwitt rrur aHkrn

A HCBO3MOXHOCTI,I YN CHH' NPABAMI,I I]ON narelefi BIOS
HeKOppeKTHOfO 3a!.aljll.t',i bI nl:IHHbIX H3aKUHt{

vrposa HeKoppeKTrroro t4 crroJrb3o BaH."fl npo3par{r{oro npoKcr4-cepBepa 3a
CIICT IINA|UHOB 3e

Vrpo:a HeKoppeKTHoro r4c[oJrb3o BaH:afl SyHxqraoHaJra rporpaMMHoro v an-
rrapaTHofo ooecneq eIJIl.^fl

Hen paBoMepHofo o3HaKoMJr eHVA c 3a[tr4rrlaevofi au ar\ueu
Vrpo:a HerlpaBoMepuoro/HeKoppeKrHoro Hcrr oJrb3o BaHafl uriiep6er.u 

"ru-l-I{MOAeI4CTBVfl C trpH".roxeHU eM
Vrpoga HenpanoNaepHux 4eficrsuk B KaHanax ,""rii
Vrpo:a Heca.FIKIII4oHI4poBaHHoro BoccraHoBJreHr4r ),zAaldsnor-n tuur"r!*ro,

MAIryI.]l

Vrposa He caH KII aoHI4 poBaHHoro BbrKJrloqe Hatr prr!t;. o O^oau *a*u*r*to t*
rrlr4Tbr or 3arprc?t e BIOS
vrpo:a HecaHKurroHapoBaHHoro Aocryrra K aK,rHBHoMy 14 (nru) IIacc14BHOM,v-'

ra: $aszvec-
Br4pryanbHoMy u (utru) $zsHvecxoMy cereBolr y o6opyAoBaHzro
rcofi vt (utu) tsrzpryanbsofr ceru
Yrpo:aHecaHKIII4oHI4poBaHHofoIocTy[aKayTeHTH.f"*u@
rJuvr i

Yrpo:a HecaHKrluoHtrpoBaHHoro Aocryra K xp'HLrMor 
" 

u"piy*oo*n 
'po*cTBe 3aulr4uaeMor4 a MarIHr4

Vrposa HecaHKur4oll[poBaHHoro r43MeHeHr.rq ay.l euruSnxaqaoHuofi
Mar\HLL

Vrpoaa HecaHKurroHnpoBaHHoro r4c[oJrb3o Ba:n,4fr npnBr,rnerrpouurrrrr;* 6y*
Kur4fi BIOS

3a Hecar{KuHoH14 BAHHOfO KonupoBaHr4r 3aulrtuaevofi us Mauvtu
HecaHKut{oHIt BAHHOfO KThPOBAFIUq
HecarrKuHoHr.r BAHHOTO co3!.annfl Y.{d'rHofi 3a1ncu IIOJIb3OBATEJI'
HCCAIIKUI4OHI{ BAHHOfO Iane}lufl 3a[tHuaeuou zn

llaeuru-
Qurcarop

yBvL}34

yBvr.}36
yBvr.037
y8r4.039
yEI4.04l
yBvI.j42
y8r4.045
y8r4.049
y8I4.051

yFI,I.053
yBI,I.06l
y8r4.062

yEI,I.063

yF14.067
y8r4.068

y8r4.071

YBVLO72

yBvr.}73

yBv1"07 4

yEI,I.0g5

yBI,I.0g6

yEI,I.0g7

y8r4.088

yEI,I.0g0
yEI,I.0g 
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BIOS

HCCAIIKUI4OHH BAHHOfO IPABJTCHI4q O

}'{AU.hU



I,Igeuru-
Qurcarop

yBvl.}g4

yE[,L095
y8I4.098

y8I4.099
yBI,{.100
yBvr.t02

yBI,I.103
yBvt.t04
yEI4.109
yEI4.1 1 I
yEI,I.l13

yBI .rt4
yEr4.1 15

yBIA.1 l6
yBvr.rIT
yEI,I.1 l g

YBI4.I2I
yBr4.r22
yBvI.I23
yBvr.I24
y814.127

YBVI,I28
yBvt.I29
yEI,L 130
yEI4" 13 1

yBI4.t32
yFI4.139
yBI4. 140
yBI4.t43

yBI4.t44
yBvt.t45
YBV.I49
yBI,I.150
yEu.151

HaurueuoBaHrre yrpo3bl

vrpo:a HecaHKrIHoHHpoBaHrroro ynpaBneH"" .rr*porrrutlr.fi r ao.ro"n^
CM

Yrposa HecaHKut4oHr4poBaHHoro BneHrrr yKa3:{gI4MLr
Vrpo:a o6uapyx eHVr orKpbrrbrx froproB 14 vilerTltSraxaqzra [pr4Bf,3aHHbrx K
HHM ceresrrx cryx6

ooHapyxeHl|Ifl XOCTOB

ooxoAa HeKOppeKTHO Ha
vrposa onocpeAoBaHHoro ynpaBneHuq rpyrr cfi nporpaMM r{epe, .o"*..rno
I4CnOnb3yeML,re AaHHbre

eHH.s rurloB o6texrog 3aITII4TLI

9!p9A949HHr ronoJro rr4 H Bbrr{HcJr trrel tH oil c eru
BCCX HACTPOCK I4 MeTpclB rrpHJroxeHHt

[epeAar{r4 AaHHbIX nO CKpbrTbrM KaHaJlaM
vrposa nepe3arpy3Kr{ arraparHbrx r [porpaMMro-un"-+*,"" rp.A.r" *"
rIrIcilurenr rt oil rexHr4 Kr4

I

I

1*n"t,r* _
nOJIHeHLIt UeJIO!I|4 CJIeHHbIX ne

Yrpo:a [epexBara BBoAr{Moi.t u nrrno4uuofr rra neprzSepufiHrre ycrpofrcrna
HHQOpMautr14

q9P9XEEIq4AHHbIX, N CPEAABACMbIX TI O BbIII I4CNUTCJI bl{Ofr C ErH
Vrpo:a nepexBara [pnBr{Jrerlr HO|O |IOTCTKa

Vrposa nepexsara npusanerr4poBaHHoro npor{ecca
CH}I' CHCTCMHO|O

fI O BLI ttI e H Vfl IIDHBI4I e f Zfr
s BIOS

Vrpo:a [oAIenKr4 sanucefr xypHaJra perrrcr auvw co6rrrni ]
Vrpo:a [oAMeHbr geitctyut ronb3oBarerq n
Vrpo:a [oAMeHbr AoBepeHHoro rroJrb3oBarent

noAMeHbr BHOH KOIIVA T MM:HO|O OOecneqeHat
[oAMeHbI ConepxrrMofo ceTeBbrx pcoB
roAN4gHbr cy6rexra cereBoro n
tIoJI)'qeHI4t IrpenBa bHOI4 I4H Nrarlr4lt o6 o6lexre 3arur{Tbr

[po:a npeoAonenur $ueuqecrcofi 3aulr4rbr

!pr4_B9rgHr4.S C[ICTeMbr B COCTOfllF']ae ((Ol]Ka3 n o6clyxvBaHnlr>>
Yrpo:a nporpaMMHoro BbrBeAeHr4q u3 crpor crpeAc,rB xpaHeHzr, o6pu6otn,
z (Hnra ) esolE/arreoga/ne p e4a v n r.tr S opM aur{v

MMHOfO CODOCa n r BIOS
Vr cKa rrpoBepKr4 qenocTHocTr{ rr
Vrposa c6o-s o6 14 CIICUHAJIbHbIM OO 3OM H3MEHEHHbIX
Vrpo:a c6oq rpoqecca o6HoereHns BIOS
Vrpo:a cKaHIzpoBaH:nfl oe6-cepnucoB, pa3pa6o:launrrx Ha ocHoBe q3brKa on1a-

HHbrx MexaH[3Mo J iyreHTu$uxauuu

eM o0MaHa

eaHr4n WSDI-



HautrenoBaHr{e yr po3br

Agqgrr4f, ayreuru$rrKarllroHHofi nH MArlr4u
vrpo:a y cvneH^fl noa4efi cr Bufl Ha Bbrr{HcJr,teJrbH bre pecypcbr rroJrb3oBaTe-
4efr npn rroMorrlu cropoHHtrx ce
Vrpo:a ycraHoBKI4 yt3BHMbIX Bepcr4fi o6nosn eHnfl, rrporpaNfMro.o o6..ro
r{eHur BIOS
Yrposa bI BbITI14CJII4TCNb HbIX

br HocuTeleft un a\uu
Vrposa Snsuvecxor-o BbrBeAeHvrfl r.r3 crpor .paa.ru *pu
uru ) eno4 al r.ur,o galnepeAaqr4 r4H arJuu

Marr4poBaHHr Hocurelefr r.rH$opnaaqzu

tlpo:a <SopcnponaHHoro se6- HHra))
Vrpo:a xvrqeHur cpeAcrB xpaHeHas, o6pa6o.rKn r,r (utu)

eilal{u uH M?uult
3KcrrJryaTarJr4vt r\u eofr nolnvcv n

Yrposa [epexBara ]rcKnro\eHuslcurHa,[a
uxuzfi

E4{T9N9E4' I TIP994T HC AOCTOBCPHO PICTIbITAHHbIX KOMIIOHCHTOB
BHeApeHZt cHcreMHofi us6rrror{Hocrl4

}I(CHH' KOM n brorep a [pr4 rroceul eHnlr4 He 6rarosa4dN urrx cafr ro n
r{eTHOII 3ailVCU AOCTyna K CeTeBLIM CeDBI4CaM

34 HAI?ITIII' MCXAHI43MOB

HenpaBo HO|O IXH aHur r,rH@opvaqlra
Vrpo:a cKpbrrHoro
CCTII

BKIIOqCHI,I' BbIIIHCNHTCJIbFIOTO \/CTPOftCTBA B COCTAB 6Or- 
J

I

AI{EHI,I' <(TOI{TOBbIX qC

o3a ((crraMa> se6-ceoBe
((oapMuHfa))
(oI4IIfl4Hfa))

Yrposa HerroA'rBepx4dHuoro BBoIa AaHHbrx orrepar
Hyro c 6esonacuocrbro
v rp o: a H e c aH Ku H o H [rp o B aH H o f o tr c rr o Jr b3 o BaHr4fl c 14 c re M H brx 14 ceTeBbrx yTH-
JI14T

3aultaulaeuofr r,rH Ma\vu
rr3HqecKofo BAHkrfl annapaTHblx KOI\I IOHeHTOT]

BHeApeHrrt oHocltofo KoAa r{e KJraMy, cepBl4cbl H KOHTEHT
IONMCHbI II MMHOTO OOeCIIeqeHprt

V rp o g a N ac K up o sauus Aeirgtr;uia Bp eA o H o c H o r o Ko/l a
Vrpo:a BHeApeHlrt BpeAoHocHoro KoAa 3a cqer noceureH vfl 3apalKer"ut" ."^
ToB B ceruVl ET

Vrpo:a BHeApeHrrq BpeAoHocHoro KoAa B Arzcrl)u 6y-rwv rpofpaMMHoro o6ec-

HeHa-a, o6pa6orra ra

qpofpa%=l
v3 rrpr4Br,rnefprpoBaHHoro 6,roxa 

]

eeoAa/srrroeul*- 
I

vl>>

yBu.l52
yBI,{. 153

yEI4.t54

y8I4.155
yBI,I.l56
yBvI"I57

y8I4.158
y8I4.159
yEI4. 160

yBr4.t62
yBt4.I63

yEI,I. 165
yBvI.r66
yBI4.r67
y8r4.168
yBvI.t69
yBvr.r70
YBI4.T7 T

yBr4.t72
yBr4.I73
yELLj74
YBrAj7 5
y814.177

y8I4.178

yBI4.t79
yEI4.182
yEI,I.1g6
yEI4.188
yEZ.189
yBr4. 190

l/8I,1.191

opoM B cr4cTeMy, cBq3aH-

IEIICHH'



yEI4. t 98

yBu.203

yEvI.205

yBvr.208

yBu"209

yBIA.2rl

yBvr.2t2
yBu.2I4

yBu.2r5

yBI4.2t7

HaunaeuoBaHue yrpo3br

Ir cIr oJr b3o BaHufl yr 3B14 M bIX aZ trFg1psyytefo o6ecneqeHr4t
Vrpo:a cxpuruofi perr{crpar1r4r4 npe4ouocHofr nporpaMMofi yuerHbrx 3a_
ilHc,en ailMIlHU

Bbrtlucn prrelrsofi TexHI4Klr

Yrposa HcrroJtb3o BaHufl cKoM[poMernpoBaHHoro
o6HosreHufi nporpaMMHofo o6ecne.{eHr4q

Hapyrxr4Tenefr rr HalpaBrreHr4fl araK, a TaKXe UeO6xo4aMofc) ypoBH,
3arrlnrbr uuoopnlaqua, npeAcraBJreHbr B ra6ll4rle <<vroqsesnsre
oe3orracHocrrr> pa3Aena <oueuxa yfpo3 B coorBercrB4u
OCE PocczH>> Mo4ena yrpo3.

rpo3a yrerrK[ raH dl opnaaqr4n c HerroAKJrroqeFrHbrx
roTepoB

Vrpo:a HapyrxeHnn pa6orrt
AaHHbrM u3-3a HeKoppeKruofi
IIIIITbI

Vrpo:a HeueneBorcf r4crroJrb3oBaHlu

Vrpora HecaHKrIHoHHpoBaHHoro Aocryrra K 3aluuruaevofi rraMrrpr s,Ipa ilpo-
qecco

I:ry:: rcrroJrb3oBaHv' HerpoBepeHHbrx .to.o"toriu,*o.*r- A*rrr^ .,p,
SopuupoBarrhrr4 xon$HrypalrI4oHHoro $afina, rrcrroJrb3yeMoro rrporpaMMHbrM
o 6ecne.IeHuelv{ aAMHHprcTptr p oBaHLIfl krH aruvoHHblx CHCTeM

BaTa ynpaBJreHr{r aH aqaounofi crzcrelrofr
Vrpo:aHecBoeBpeMeHHoroBbI,gBJIeHI4flI4pea|Hpouffil
Qopuauuousofi (aerolrarlI3l4poBaHHofi) r".t.ri, (n rov qacne cpeAcrBaMr,r

rracHo crt4 lrusopuauuu
vrpo:a HecaHKrIuoHHpoBaHHoro Aocryrra K cr4creNre npn norour, aropo*
HHX CCPBI,ICOB

K cerr.r I4urepHer KoMrrb-

KoMrrbrorepa w 6loxnponaH:afl Aocryna K ero
pa6our ycraHoBneHHbrx Ha HeM cpeAcrB 3a-

Bbrr{trc,TaTeJrbHbIX pecypcoB cpeAcTBa

/[oBepeHHoro I4cTor{HI4Ka

4'3" llepeqeHb aKTyanbHbIX yrpo3, npHne4euHufr nbr[re. onpene;reH 6eg yr{era
peanl43oBaHHoro KoMrIJleKca ueponpzlruff opraHn3atlgoHrroro H TexHur{ecKoro
XapaKTepa, cHr4>KaIoIUero Bepof,THocTb pean13a\r4vr yrpo:t co cTopoHbr BHyTpeHHr4x r.r

BHeIIIHTIX Hapyul{Telefi. }lrorosrte BblBonbt o6 axryaJrbHoc'rv yrpo3, crenaHHbre c yqeroM
peanrl3oBaHHoro KOMIIJIeKca treponparrufi opraHH3aqr4or{}{oro kr TexHr4qecKoro
xapaKTepa, cHr4>Karoulero BepotTHocTb pean43a\vu yrpo3r co cTopoHbr BHyTpeHHr4x u
BHeIrrHIlx Hapylul4Telefi, lI yqI'ITbIBaeMbIe IIpz o[peAeneHr.rrr yroqHeHHbrx Bo3Moxuocrefi

KpHnlorpa$Hvecxoir

aKTyanbHbre yfpo3br
C NICTOI PI qECKI,IMI,I .4OKYMCHTAMI4
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5' OqeHrca yfpo3 B coorBercrBnrr c MeroAuqecKr{Mu JloKyMeH.raMH OCE poccr.lr
5.1. B coorBercrBnLr c HopMarr.{BHbrMH IIoKyMeHTaua rDCE poccau x o6lexrana

3arrlr4Tbr, KpoMe 3a[luu]aeuofr zrrs opMarlHrr, orHo crrc_rr :

- cpeAcrBa KpnrlrorpaQuvecroft :aIqHrrr r.rn$opMa iau (21anee - CK3I4);
- cpeAa QynxquoHupoBaHr.rs CK3I4 (4anee _ CO);
- un0oprraarJvrfl, orHocqulatcf, K Kpr4rrrorpa$H.recxoi;t 3arrlrrre :auturuaenrofr

I4HQOpMaUHI{' BKrlroqaq KnlorleByro' naponbHyro H ayrenrzQi{Ilkrpyrcrt1yro auSopMaqr4ro
CK3I4;

- AOKyMeHTbI' AeJta' XypHanbl' KapTOTeKI4, v3ilaHLfl, TeXHHqeCKAe AOKyMeHTbr,
BI'rAeo-' KI4 Ho- z Sorouarepl'Ianbt, pa6ouae Mareprr anbr 14 T. n., B Koropbrx orpaxeHa
3alqaqaeMat zn0opuaqz.r, orHoctqaqct K IAC u ux Kpnurorpa$uuecrofi 3arJr.rre,
BKrroqaq AoKyMeHTauurc ua CK3Z 14 Ha rexHzr{ecKl4e 14 npolparvrMHbre Kor\rrroHeHrrr COK;

- HocHTeJII4 :auluuaen'tofi auSopuaquz, uclonb3yeMr,re B ausoplaaunosHofi
cncreMe B rlpoqecce Kpl'ItlTorpa{lzvecxoft 3aqHTbI 3aulnruaenroil zusopMauvu, Hocr4TeJrA
rcrro.{enofr, ilapoJrbHoir w ayrenrHsHqrzpyrorqefr ansopuau.aa CK3tr4 w noptnoK nocryna K
H14M;

- ucIIoJIb3yeMbIe sIAC KaHa,qbI (twnuu) cBfl3v, BKJrrcqar xa6elrsue cr4creMbr;

- IIoMeuleIJKfl, B Koropblx HaxoAtrct pecypcbl pIC, I.IMerou]r4e orHo[reH4e K
Kp 14 nro f p aQ H v e c r<o fi : aq nre 3 arqr4 uI ae rra o 17 H u $ op M a rrr,r H .

5.2. B coorBercrB]aht c HopMarI4BHbrMH roKyMeHTanazr <DCII Poccun nce Sz:nqecKr4e
rvrra, aMerorrlue Aocryrr K TexHr{qecKuM r{ rrporpaMMHbrM cpeAcleavVIC, pa3Aen*orc, Ha
cneAyloq?re KaTefopuu :

- IILIIJa' HMeIouII4e IIpaBo Ilocro{HHoro AocTyra B, KoFlTponupyeMyro 3oHy I4C
(corpy4ul4Klr' HMerouIHe Aocryn rc VC,3aperncrpr4poBaHn:bre noJrb3oBareJrr4 VC apyr^*
opraHu3aqrafi , o6clyxr4 Baroulufi lepcoHan) ;

- JII4IIa' I4MeIoUII4e npaBo pa3oBoro AocTyra B KoHtponupyeMyro 3oHy VIC
(nocerurelH vr o6cnyxuaarorqufr nepcoHan, rr4l\a, ocyuecrBn*ourr4e peMoHT,
o6clyxzeaHkre v conpoBo)KAeHHe nporpaMMHbrx, Te.KHr4r{ecKprx u nporpaMMHo-
TexHr.rqeoKr4x cpeAcrn ZC, B ToM rrr4cne C3VI);

- nprrBun err4p o BaHrrbre rroJr b:oeare.rr n I4C ;
_ BHCIIIHHC I4CTOqHITKI4 ATAK"

5.3. Bce rroreHrlnaJrbr{bre Hapyur{TeJrr4 rroApa3Aen.f,rolc, Hrr:

- BH€ITIHHX Hapylxlatelefi, He vMeloxllrx Aocryna x I,IC kr ocytrlecrBn.fircuvx araKu
H3-3a npelenoB KoHrponupyeuofi :ourr I4C;

-BHyrpeHHHX Hapylrr4Telefi, ocyqecrBnruoqr4x
KoHTponrrpyevofi 30Hbr vrc, BKJrrOqa{ [oJrb3oBarerefi
HerrocpeAcrBeHHo s I4C.

a'taKn) HaXOATCb B [peAenax
VI,C, 14, peanu3yrouax yrpo3br
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5'4" llpearonaraerct, qro BHerrIHr4e rlcrorlHr{Ku araK, I4N{erouI4 e HIru He HMeroruue

npaBa Aocryrla B KoHTponl4pyeMyro 3oHy vrc, Moryr paccMarp HBarbcfl B KaqecrBe
noTeHIII4aJIbHbIX I4CTOqFII4KOB aTaK.

5'5'llpvn'InerupoBaHHble rloJlb3oBareJrrr rrJreHbr rpyrrnbr a4Mr4Hr4crparopoB,
Koropble Ha3Haqalorcfl u3 qucna oco6o AoBepeHHbrx nuq u ocyuecrBrqfor rexHrrqecKoe
o6clyxnea[ue rexHHrIecKLIX H nporpaMMHbrx cpeAcrB CK3I,I v COK, BKJuoqa, HX
Hacrpofixy, xon$rarypupoBaHae u pacnpeAeJreHr4e KJrrc,rreBoft AoKyMeHT arJ1u Mexry
FIenpHBlInerupoBaHHbIMH rIoJIb3oBareJr-flMI4. K ltx r{I4cny orHocurcfl nu.ua orBercrBeHHbre
3a o6ecneqenue 6esonacHocrr.r [epcoHanbHbrx AaHHbrx B VIC v orBercrBeHHu[
rronb3oBaTenb Kpr,r nTocpeAcTB.

5'6' llpearroJlaraerc-q, rrro c I4ctIoJrb3oBaHLreM rKpt4r'rocpe4crB 6e:onacsoc*
Hn0opvaqzu ueo6xoAl4Mo o6ecile'raBarb roJrbKo rrpn [epe4aLre unQoprurarrr4r4 no KaHaJraM
cBt3lr o6ulero IroJIb3oBaHu-q, rIo3ToMy Hanliqpre rroreHLIVaJIbHbrx Hapy111a'erefr Bo3MoxHo
ToJIbKo cpeAl4 rareropnfi Sa:nvecxux rlru, uMerotrIHX rroAKnroqeHn e K I4C..
flpe4no:roxeHLIe o6 orueceHr{H Kareropulr Hapyrxr4Terefi ri noreHur4a,rrbHbrM r4cror{HrrKaM
araK npeAcraBJreHbr e ra6rHue g.

Ta6nHrIa 8 - llpea[onox{eH ue o6 orHeceHur H Karerop HV Hapyurarerefr K TIOTCHIIHAJIbHbIM

HCTOqHHKAM ATAK
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flpegno"'rorrcerlue
o6 orueceHHrr

KaTefoprrI|
Hapyurrrrelefi rc

IroTeHuHaJrbHbrM
I,ICTOTIHI{KAM ATAK

O6ocHr
OTHECEHI

K TIOTE

He npono
rcia I4C
30IIaCHOC'

o6 orserr
AeHHe.
CneAeHra.q

ultrrbr o6
rqesa I4C
Kpyfy cor
!oxyueHr
y oTBeTC'

cpeAcTB r{

HnQopvrar
(urxadv).

Jlzqa, r4Me-

rorrlr4e rrpa-
BO IIOCTO-

{HHOfO

AOCry[a B

KOHTpO-

nHpyeMyro
3oHy o6's-
CKTA ?IH-

Sopua-
TI'j3arfvLl

IIurla,
o6ecle-
quBaloulr4e

SyHxqH-
oHr4poBa-

HPIC CHCTCM

u ceteit wttu
o6ecne-
r{I,IBaIOqZe

CHCTEMbI

onepaTopa

Aa

oBaHr,re [PeAno.noxeuns o6
r.rrrr Ka Tefoput,t HapyrrlHTe,refr
9 HUHaJIbHbIM I|CTOT|HIIKaM

ATAK

I

;l"t.;-o 6rt o "" n o -, t rt o 
" 

utor-"]
rwepand no o6ecneqeuuro 6e- i

Hoc'lu ll,{n 14 npeAynpexAeHr4e
'BercrBeHHocrl,r 3a prx neco6lro_

)HVrfl O (pr43r.rqecKux Mepax 3a_
o6rexr<.1e, n Koropbrx pa3Me-

ZC, 4oc,rylHbr orpaHar{eHHoMy
corlcytrHt4KoB,
{eHrar1nr Ha CK3H He xpaHzrct
;eTcTBeHHOfO 34 3KcrrnyaTaur{rc
rB Kptrrrrorpa$uvecxofi 3aulr4Tbr
)Mau,uu B MerulrrJrr4rrecKoM cefr $e



Kareropn
V

Hapyurr{Te

.nefr

Bua
HapyuruTe

JIq

cofJracHo
MeroAurce

orleHKr{
VELI or

0s.02.202r

llpeano;ro?KeHre
o6 orHeceHr{rr

KaTeropI{u
Hapyurrrre.nefr rc

rIoTeHquaJIbHbIM
IICTOqHI{KAM ATAK

O6ocHoeaHrre npeArroJroxeHtlq o6
orHeceHrru Kareropurr Hapyru urelefi

K IIOTEHIIII AJIbHbIM IICTOIIHUKAM
ATAK

flotrerqe H r4fl,, ts Koropbrx pacnonararor_
cq IoKyr4eHrarlr4r sa ClK3IrI, CK3I4 u
KoMrroHeHTbI COK, He ocHarueHbr
BXOAHbrNtr4 ABepbMH C 3aMKaMr4.
He o6ecueqnBaercr rtocro.sHHoe 3aK_
pbrrr4e 4nepefr rroMeqeHv.it, n Koropbrx
pacnona|aloTcr AOKyMeHTaLIVTA Ha
CK3I4, CK3I4 H KoMrrorieHrbr C@K, Ha
3aMOK V t;,4X OT,KpbrTHe TOJTbKO IJI,'I CaH_
KrIUOHUprlBaHlrof o npoxoAa.
He ycraH:oBJreHbr npaBzna 14 lpor]eAy-
pbr AocT)'fra K MaIXHHHbIM HOCtrTeJrrM
uuQopuaqzz.
He o6ec[e.{eH yqer Marrrr4HHbrx Ho-
cnrelefr unQopnaaL\vtvr, wenonb3yeMbrx
s VIC Anrr xpaaeHkrfl u <>6pa6orKu HH-

Sopuaqu.a.
He yrBepxAeHbr [paBuna Aocryna B
IOMeUleHa.s, fAe pacnonafaroTc,
CK3I4, n pa6o,ree u Hepa6oqee BpeMr.
a TaK)Ke B HeIX"[aTHbrx cI4TyaIIH.f,X.
He yrBetr))r(Aet{ rrepeqer{b Jutl, }rMe-
roIIIwx [paBo ,lOCTy[a B noMellleHr4flj
rAe pacronararorc_s CK3I,I.
{ocryn rocropoHHnx Jrr{u B rroMelue_
Hufl c KoMrroHeHTaMV VO aonycKaerc,
He TOJIbKO B rrpHcyTcTBtrr4 JIr{rI, HMe_
rouIHX rlpaBo oaMocTo.sT,enbHofo Aoc_
Tyrra B AaHHbIe [IoMerlleFrr4fl Ha BpeMr,
orpaHur{e}rHoe cnyNe6uofi neo6xo_
AlrMocrbro. llprn 3roM He rrpeArrpa_
HaMaroTc_rr Mepbl, r4cKlrcqaro[Ir{e Bo3_
MO)KHOCTb AOCTyt]a [ocTopoHHr{x nl4u K
o6pa6arurnaelrofi nusopua \uLr vr Apy-
fHM OObeKTaM 3aqHTbr.
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[pe4nono]KeHue
o6 orHeceHrrrr

rcaTefopuu
Hapyrur{Telefi rc

rroTeHUr{aJrbHbrM

UCTOIIHNKAM ATAK

O6ocH
OTHECEH

K fIOTt

IIuqa, rrMe-

rorqr4e [pa-
BO IIOCTO-

tHHOfO

AOCTyrra B

KOHTpO-

nrrpyeMyro
3oHy o6r-
CKTA HH-

Soprnta-
TI.I3ArryId

Anropn:o-
BAHHbIE

nonb30-
BATCJIU CKIC-

TeM r4 cereii

Aa
I 
He nponr

| rcir I4C

| :onacuoct-
I 
o0 orBel

| .ueHl4e.

I c".o.rr,
I

I ulHrbr o(

I ureua I,I(

I xpyry co'

I Aonvr."
I y oTBeTC

cpeAcTB

rauSopua
(uxaQy).
flouerqer
cr AoKyM
KOMIIOHCI

BXOAHbTM

He o6ecr
pbrTr4e AB
pacIIonafi
CK3I,1, CI
3AMOK H Ii
r(rIr4oH14pc

He ycraur
pbr locry
HuSopuar
He o6ecr
cureneit p

s I4C trq
$opvaqar
He ycraH<
pbr ynpaB
TIONb3OBAT

He ycrau<
3aulr4Tbr.

I

)cH oBaH ue rrpeArroroxeuHrr o6
:eH ur.t KaTefopr{u Hapyuure.neii
oTeHuHaJrbHbIM ucTortH Ir KaM

ATAK

)BoAr4To{ o6yveHrae rroJrb3oBare-
3 uepa.nr no o6ecneqeuraro 6e-
oc)rr{ II[u H npeAyrpe)KAeHr4e
e'r'crBer{Hocrr4 3a I4x ueco6lrc_

wrq o Qu:uvecxax Mepax 3a-
obtexl'oe, n KoTopbrx pa3Me-
4C, Aor:ry[Hbr orpaHnqeHHoMy
)o:rpyAHrrKoB.

)Hraukrr{ Ha CK3I,1 He xpaHurct
TCTBeHFTOfO 3a 3KcnnyaTaur.{K)
i .Kpr4n rorpa$Hvecxoft :arqnrur
lar\uv r] MeranJlr4r{ecKoM cefide
't.

eFwrfl., Er KoTopbrx pacflonafaroT_
/MeHrar_Ir.rt Ha CK3I4, CK3tr4 u
eHTbr COK, Fre ocHarueHbr
M,A IBepbMH c 3aMKaMn"
rcIeql4BaeTct IIocTotHHOe 3aK_

IBr3pefi noMerrleHuit, n KoTopbrx
rfirroTcJr AOKyMeHTaT\ufl. Ha

CI(3I4 Lr KoMnoHeHrbr C@K, Ha
r Lrx oT},cpblTr4e TOJTbKO Ans CaH_

poBaHHofo [poxoAa.
rH0BJrerrbr rrpaBr4Jra 14 [pouely_
ry[ra K MaIUr,rHHbIM HOCI4TeJTTM

taLTljI4.

r:eqeH yr{eT
zuQopnraquu,
I xparreHufl u
vt.

M€IIIIHHHbIX HO-

14clronb3yeMbrx

o6pa6orx:z LrH-

IOBJICFIbI

BJICHHJ'I

.rerefi,
IOBJIICTIbI

rpaBr4na z rpoueAy-
yqeTHbrMv 3auvrcfMu

ilpaBnlra napolrHofi
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llpe4nono)r(eHr{e
o6 orueceHur.r

KaTefoprru
Hapyutrre.nefr rc

IIOTeHUT{aJrbHbrM

HCTOTIHHKAM ATAK

O6ocn
OTHECCH

K IIOTI

He ycrar
HHr AOC]
He yrBe
IIOMCIIICI

CK3I4, S

a TaK)Ke l

He yrBe
rorrlr4x n
fle p?cnr

locryn r

HH,fl C KO]

HC TOJTbI

rcruux nl
Tyrra B Ai

ofpaH14r{c

A14MOCTbI

H[MaroTc
MOXHOCT

o6pa6arc
rav o6te

Jluqa, HMe-

IOrrIVe [pa-
BO pa3OBO-

fo AocTy[a
B KOHTpO-

nHpyeMyrc
3oHy o6r-
CKTA IjH-

Sopnaa-
TId3AUJdIL

Pa:pa6or-
I{ITKI'I IIPO|-
paMMHbrx,

rporpaM-
MHO-aIIIIa-
paTHbrx

cpeAcTB

Her IJenz ne

HOC HAJIH

IIuqa, prMe-

rorrlr4e ilpa-
BO pa3OBO-

fo AocTyna
B KOHTpO-

nnpyeMyro

llocranulu-
KI4 BbII{HC-

JIPITEJIbHbIX

ycnyf, yc-
nyr cBr3H

fa CneAesut
rllrrTbr o
rqena 14(

Kpyfy co

[oxyuer
y oTBeT(

CPCACTB

)cHoBaHrre rrpeA[oroxeHnq o6
:eHrru KaTefopr{H Hapy[urelefr
oTeHrII{AJIbHbIM trcTortHHKaM

ATAK

/cTalroBJreHbr [paBr4na pa3fpaHuqe-
AOCTyIIa.
yTBep)KAeHbr npaBHna AocTyila B

3rIIeHrr{, fAe pac[onafaroTcq
14, n pa6oqee u Hepa6ouee BpeMr,
oKe B HerrrTaTHbrx er4Tyawflx.
yTBep)KAeH Ueper{eHb rrr4u, lIMe-
rx npaBo AocTyna B [IoMeuleHr4r,
)acnr)Jrarefiorcr CK3I,1"

r lrocT0poHHrrx nHu B noMeule-
orwrroH,oHTaMu I4C gonycKaerc.rr

brr:o B frpt4cyTcTBr4Lr rrurr\ r{Me-
nllaBo caMocTorTenbHofo Aoc-
AilHHbre noMeuleHljfl Ha BpeMq,
q€)HHoe clyNe6uofr ueo6xo-
bro. flpa sroM He rpeAnpr,r-
fcr Mepbr, r4cKJrloqarour4e Bo3-
lTb locry[a nocTopoHHr4x nr4rl K

L6arrrnaerur:ofi uu$opMauuu t4 Apy- 
I

o6rexrarr 3arqr4rbr. i
)KTaM 3arqr{Tbr._-_--_---j
upenrronararor rroreHunanb- 

I

qze HapyrxHTeJrt

eAeHHr: o (pH3uqecKHX Mepax 3a-
rrbr o6irexrrcs, s Ko.ropbrx pa3Me-
:ua VIC, Aocry[Hbr orpaHr,rqeHHoMy'

/fy corpyAHnKoB.
KyMeHrauvr Ha CK3I,1 He xpaHzrct
oTBeTCTBeHr{OrO 3a 3KCnJIyaTaur4to

rp4nlorpaOr.r.{ecxofi :aulnrbl
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llpe4uo.no?KeHHe
o6 orueceHr{n

KaTeropnu
Hapyurrrrelefi rc

TIOT'CHUI{AJIbHbIM

I,ICTOIIHI,IKAM ATAK

3oHy o6r-
CKTA LIH-

Soplra-
Tr43a\VLr

O6ocHoeaHr{e rrpeArroJroxeHun o6
oTHeceH au KaTefoprru Hapyruure,refi

K IIOTEHUH aJIbHbIM IICTOqHIIKAM
ATAK

r4H(popMerrlr4n B MeriurJrr.rqecKoM cefide
(uxaSy).
florraerqer rvfl , rr Koropbrx pacflonararor -
cq noKyNreHraur4r ua CK3I,I. CK3Irl u
KoMrroHe.HTbr C(DK, He ocHarleHbr
BXOAHbTMH IBepbMr4 c 3aMKaMr4.
He o6ecnequBaercr rrocroqHHoe 3aK-
pbrrne 4nepefi rroMerqeHvtit, n Koropbrx
pacnonafaroTc.rr AoKyMeHTar\vrfl Ha
CK3I4, CK3I,I u KoMrroHeHrbr C(DK, Ha
3aMOK U rrx oT.KpbITZe TOnbKO nLfl. CaH-
KUI4OHIIPOBAHTIO| O IIPOXOAA.

He yrBepxAeHbr rpaBr.rna Aocryna B

rloMerrfeHar, fAe pacnonafaroTcrr
CK3I,I, e pa6ouee u nepa6oqee BpeMr,
a TaK)Ke B HerrITaTHbrx cr4Tyar\Ltflx.
He yrBep)r(Aer{ fiepeqeHb Jrr{q, prMe-

roull4x [F,aso ,4ocTyrra B rroMerleHr4fl,,
rAe pacnoJraralorcr CK3IL
{ocryn nocropoHHr4x nau B rroMeure-
Hufl c KoMrrroHeHTaMr4 I4C aonycKaerc,

I He TOnbKO B rrpr4cyTcTBVrr4 rrplJ\ uMe_
I

| rculr4x [paBo caMocTorTerbHofo Aoc_
Tyna B AaHHbre noMetueHr4r Ha BpeM.s,
orpaHr4r{errHoe clyxe6nofi seo6xo_
.ur'rMocrbKr. fltru 3roM He rpeArrpr4-
Hr4MaroTcr: Mepbr, t4cKJuoqaroulHe BO3_

MOXHOCTb AOC] yrra nocTopoHHr4x Jrr4u K
o6pa6arrrnaeuofi ausopva\Hw Lr rpy -
rzlt o6reI{TaM ::ta[IHTbI.
llpe4craer.rreJrlr rexHHr{ecKr4x, o6c,ry-
xHBaroIIIux kr .{pyfr{x BcrroMofaTeJrb_
Hbrx cnyxr5 nplir pa6ore B noMeuleHr4rx
(crofixax), rAe pacroJroxeHbr CK3I,{,
HaxoArTct B )Tr.rx IroMelueHr4rx He
TOJTbKO B |rpr4cy.TcTBHr4 COTpyAHr.rKa oT_
BercrBeHHoro 3it 3KclnyajrariHro CK3H. j
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flpe4no.no?KeHue
o6 orueceHr{u

KaTefopnu
Hapyurrcre.nefi rc

IIOI'eHUr{aJIbHbrM
TICTOTIHTIKAM ATAK

IIuqa,
npHBneKa-
eMbre ArA
ycTaHoBKI4!'

nacrpofiru,
IICTIbI-

rauufr, nyc-
KOHaJTaAOq-

HbIX U

I4HbIX BI?T-

4on pa6or

Italeropu
\l

HapylurrTe

"uefi

Jluqa, r4Me-

rorrlHe npa-
BO pa3OBO-

fo AocTyna
B KOHTpO-

nupyeNryro
3oHy o6l-
CKTA |'I}j-

$opua-
TI./3AUJrIT4

O6ocH oeaH ue rrpeArroJroxeHHq o6
orHeceH rrH r(areroprrrr Hapyur urelefr

K IIOTEHUII:IJIbHbIM IICTOq HH KAM

ATAK

Peuour, o6cnyNuBaHue 14 corrpoBox-
AeHrre [pofpa.MMHbIX, TeXHHT{eCKIX 14

[pofpaMN4Ho-TexHHqecKHX CpeACTB
I4C, y rorv{ rrr4 cJre C3LI, BbrrroJrHrerc_s He

AoBepenr{brMlr JrHrIaMpr, 6es srrnorHe-
HVr Mep rro H o6ecne.{euuro 6esonac-
Hocrn lIJIu.
Cne4enH:n o Su:nuecxrax Mepax 3a-
uIr4Tbr o(5lexloe, n KoTopbrx pa3Me-
IrIeHa VIO, gocryrrHbr orpaHnqeHHoMy
Kpyfy coTpyA}rrrKoB.

[oxyrvreHrarlr4jrr na CK3Z He xpaHnrct
y OTBeTC)TBeHHOfO 3A 3Kc[nyaTau[ro
cpeAcrB Kplrn'rofpaSnvecxofr saururrr
un$opvrarlnr4 rB Mer€urnuqecKoM cefi$e
(uxaQy).
flonaerqerrkrfl , rli Koropbrx pac[onararor-
cq AoKyMeHra.LIr4r ua CK3I,1, CK3ITI u
KoMrroHer{Tbr COK, He ocHaureHbr
BXOAHbTMH ABe)pbMLr C 3aMKaMH.

He o6ecnerruriraercs IlocroflHHoe 3aK-
pbrrr4e anepefr rroMerueHvtit, n Koropbrx
pac[onafiaroTcirr .qoKyMeHTa\wn Ha

CK3I4, C.K3I4 14 KoMrroHeHrbr C@K. na
3aMOK U trx OTIKpbITHe TCIIIbKO .IIJU CaH-
KrIr4OHr4p0BaHHiOrO IIpoxoAa.
He yrBep)r(Aelrbr rpaBuna Aocryna B

rroMerleHr,rt, fAe pacflonafaroTct
CK3I,1, e pa6o'aee u uepaloqee BpeMr.
a TaKXe B HerrIIaTHbIX CHTyaUUTX.

He yrBepxAelr fleper{eHb Jrr4rr, r4Me-
rouux IFlaBo ,AocTyna B rroMeilIeH]1lfl.,
rAe pacroJraralorcr CK3Z.
locryn nocrolloHHnx nr4u B noMerue-
IjVIfl C KON/II]OHCIHTAMV ZC AONYCKACTC'
HE TONbKI) B II
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[Ipeano,ro]r(eHHe
o6 orHeceHnlr

KaTefopun
Hapyurrrrelefr rc

IIOTeHIII{a.r'IbHbIM

IICTOqHIIKAM ATAK

O6ocH
OTHECEH

K IIOTi

lroruHx n
lrynasat-
I 

ofpaHr4rtl

I AT4MOCTb

I trru*ot,
I

I 
MoxHocl

I o6pa6arr
l-
I 

fr4M oobc

I flpelcrat
x14 Baro[]
Hbrx cny)
(crofixax
HaxoArTc
TOJIbKO B

BCTCTBCH

He npoe<

rcfi VC
30IracHoc
o6 orser
treHr{e.
Oreercrn
cPeACrn

anQopnra
oco6o 4ot

loxynaeH'
y oTBeTc

cpeAcTB I

rau$opnaa;

(uxaQy).
He ycraH
pbr Aocry
IaHQoprr,tar

He o6ecr
cure;reff r

s VIC tiln
doprr,rauur

llpznnrre-
fr{poBaH-
HbIC IIOJIb-

3OBA'I]CJII4

o6rexra
HuQopua-
Tn3aL\VrV

Cuc-
TeMHbre aA-

Mr4Hr4CTpa-

Topbr v ax.-

Mr{Hr4CTpa-

ropbr 6e-
3OIIACHOCTI,I

Aa

)cHoBaHHe rrpeArroiloxeunq o6
:eHr.rH KATerOpnr{ Hapyrrt lrre.nefi
oTeHIlH aJIbHbIM IICTOqHIIKaM

ATAK

K fipaBo caMocTorrTeJlbHofo noc_
B AAHHbIC IIOMCqCHUfl HA BPCM,fl,

rr4r{oHHoe c,ryxe6nofi ueo6xo-
crbro. Ilprz 3roM He npeAnpu -
roTcq Mepbr, HcKnroqaroilIae Bo3-
tocf'b .4oc1yng [oc]]opoHHrrx nnq K

iarbreaeNrofi HHSopMauHH 14 Apy-
OObCKTAM 3AIUHTbI.

Icranr{TeJlr4 TexHI4itecKVX, o6c;ry-
lrcrrlr4x H ApyfHX BCrrOMOraTeJrb-

cly>rc6 rF,u pa6ore B 11oMeuleH1aqx
ixax), fAe pacronox(eHbr CK3I,1,
t!flTC,fl B 3TL{X IOMeIIIeHI{'X He

rrpr4cyTcTBr4r4 COTpyAHT{Ka oT-

BOAITTCT OoyqeHrre noJrb3oBaTe-
) lrepav no o6ecne.reHraro 6e-
lcru lJ.lH pr rpeAynpelr(AeHue
)TcrBer{Hocrl4 3a Hx ueco6mo-

rseHHrrft 3a 3Kcnnyararlr4K)
I rKpr4nlorpaQuvecxofi saulurrr
Ial\vH l-ra3HaqaeTcr He I43 rrI,ICIa

oBepelrHbrx nr4rl"
jHTarlr4rt ua CK3tr4 He xpaHr4Tct
rcTBeHrroro 3a 3KcnJryaTarlurc

r(purr'lorpaSuvecxoft saruHrr,r
@t:Jrer B Mer€LtrJrnr{ecKoM cefiSe

H,OBJIeIIbI rIpaBHJra
'y[a K MarrrHHHbrM

a\vv.

14 npoueAy-
HOCI4TCJI'M

rileqeH yqer
lru$opvaquu,
r xpar{eHllfl L\

tI{.

MAIIIHHHbIX HO-
prcnonb3yeMbrx

o6pa6orxu vH-

Horo 3a 3Kcrnyaraur4ro CK3I4.



Kareropu
t4

HapyurI|Te

refr

Bua
HapyruHTe

JIfl
cofJracHo

MeroAuxe
OIIEHKII

YELI or
05.02.202r

fIpeqno.rro)t(eHHe
o6 orseceHun

r(aTefopl.ru
Hapyurrre.nefi rc

IIOTEHUIIAJIbHbIM

ITCTOTIHIIKAM ATAK

BueuuHe
I4CTOqHI,IKI4

ATAK

Cnequalr-
Hbre cnylK-
6u r4Hoc-

TpaHHbrx
focyAapcrB

BseruHne
I4CTOIIHIIKZ

ATAK

Teppopuc-
TVqecKHe,

O6ocuosaHrre rrpeArroJroxeu uq o6
orHeceHrrr{ Kilreroprru Hapyruurelefr

K IIOT|9HUIAJIbHbIM I{CTOqH I{KaM
ATAK

He ycr€rHoBneH rrepeqeHb ,rlr4U, Ko-
TopbIM p'a3pelxeHrt 4eficra6r rro BHe-
ceHr4ro lr:nreuenrafi B xon$uryparlnro
r,rH$opvraquorruofr cr4 creMbr r4 cr4creMbr
3aqnrbr nnSopuaqHr.r.
He yrBepxAeHbr rrpaBnna nocryra B

IIoMeIIIeHur, r-Ae pac[onararoTct
CK3I4, n pa6c,vee r.r uepa6oqee BpeMr,
a TaKXe r] HerUTaTHbrx cHTyar\vflx.
He yrBep)KAeH [eper{eHb Jrr4rl, }rMe-
roxIHX nllaBo AocTyna B rroMerueHkTfl,
rAe pacnorrararorcs CK3Z.
[ocryn [ocropoHHr4x nr4r.I B rroMexre-
HLrr c Kot,r[oHeHTaMr4 VIC rcnycKaerc.rr
He TOJIbKO B tIpHCyTCTtsrlI4 JrI4U, HMe_
roulr4x rrpaBo caMocTorTenbHoro loc_
Tyna B AilHHbre noMellleHllfl Ha BpeMr,
orpaHar{eHHoe cnyxe6noft Heo6xo-
ArrMocrbrio. flp" 3ToM He rrpeAnpa-
HHMaTOTCTI Mepbl, HCKJIIOLIaTOUIUe BO3_

MO)KHOCT]b noc'ry[a nocTopoHHr4x Jrtlu K
o6pa6arunaerraofi uusopnraulrz kr upy-
rzu o6teKTaM 3a[Ir.{Tbr.
He npoBonqrcr pa6orlr ro no46opy
coTpyAHHKOB. ilpr,rBHnefapoBaHHbre
[oJ]b3oBa'rerra ZC na:naqarorcr He r43

HVCra AOrlepeH Hbtx n14r_1.

He ocyule)crBJlj{ercr o6pa6orKa cBe-
geuuit, cocraBJrqroqnx rocyAapcrBeH-
Hyro rafiHy, a raKxe r4Hbrx cnegeuHfi,
KoTopble lv{oryT [pelcTaBn.sTb I4HTepec

Anfl peanu:sar\uvr Bo3Mo)K Hocrn. B rr -
coKa_s cToaMocTb 14 CJIOX{HOCTb nonfo_
TOBKH peanH3arlHr4 B03MOXHOCTT4.

He ocyutecrBJrrrercx o6pa6orKa cBe-
geuui1 c o craBJrqro ulr4x rocyAapcrBeH -
gy4l raftuy, a raKxe r4Hbrx cne4eHHfi



Kareropn
tl

HapyrurrTe

;refi

Bua
Hapymr{Te

JIfl
cofJtacHo

Mero4urce
oueHKH
YEI4 or

05.02.202r
3KCTpe-

MI,ICTCKI4C

fpyrru-

BseruHHe
T4 CTOT{HPIKI4

ATAK

llpec-
TyrrHbre
fpyrrnbr
(xpH-
MHHAJIbHbIC

crpyKry-

BneruHue
HCTOTIH14KI4

ATAK

O14ertrHrre

Qu:lrvec-
KVe nHUa

BHeruuHe
I4CTOqHI{KI4

ATAK

Konxy-
pupyrculr4e
OpraHLI3a-

L\VII4

Bueruuue
HCTOI{H14KLI

ATAK

Ilur1a,
o6ecne-
r{HBaIOUIHe

IIocTaBKy

npofpaM-
MHbIX,

npofpaM-
MHO-arIIa-
paTHbrx

cpeIcrB,
o6ecne-
r{I4BarouII4X

cucTeM

BHeurune
I4CTOT{H14KT4

ATAK

BrreruHe
(yronen-
une) pa-
6orsnxn

flpe4nono?KeHne
o6 orHeceHrrrr

KaTefoptru
Hapyrur.rrelefi rc

IIOTeHUI{aJrbHbIM
I,ICTOIIHIIKAM ATAK

fia

O6ocHosaHHe rrpeArroJroxeHnq o6
oTHeceH r.rH KaTefopurr Hapyru ure,refi

K IIOT(]H UUiaJIbHbIM LICTOT| HnKaM
ATAK

KOTOpbre MO|)'T rrpeAcTaBnflTb HHTepec

Anfl peanu3a\tnw Bo3MoxHocrH" Bsr-
coKa.s cTrf,r.rMocTb H cJloxHocTb [onfo-

v3itrlvt't Bo3M o)K H ocTH.

KoHxypr.r pyrcr rlr4e opraHu3auufi or-
cyrcTByruT.

I4cnom,:./rorcj{ ycnyrr4 HenpoBepeH-
HbIX NOCTABUIIIKOB.

He lpotr3Borvrrcfl KoHTponb rlenoc-
THocrn 'yrraKoBKH, ulro116 nporpaM-
MHbIX, rrpofpaMMHo-a[[apaTHbrx
apetrcrB, o6ecnequBaroqr4x cHcreM.



5.7. Ha ocHoBaHr{r,r acxoAHbrx AaHHbrx o I4C, o6tex:rax 3rrrrlr4Tbr r4 HcrorrHnKax araK
onpeAeneHbl o6o6rqeuulre Bo3MoxHocla 14 cror{HHKoB arar(, Koropbre orr14caHbr B
ra6nHue 9.

Ta6turya 9 - o6o6ureHHbre rlo3Mc,xHocrr,r r4cror{HnKoB araK

O6o6ureH Haq Bo3Mo?r(Hocrb rrcrort HIr KoB ara K
ffpegnolo?KeHHe
O BO3MO?KHOCTH

I{CTOIIHHKOB ATAK
Bo:nroxsocrb caMocro{TeJrbHo ocyrrlecrBnrrb co3AaHHe cnoco6oe ila
araK, noAroroBKy H rIpoBeAeHI4e araK TOJIbKO 3a [peAenaMr4 r{:oH-

lnpyelrofr 3oHbr

BosNaoxHocrb caMocrorreJrbHo ocyqecrBJrrrb co3AaHne c:roco6oe

30

Kareropu
LI

HapyIIIr.rTe

.nefi

Bua
HapyrrrHTe

JIg
cofJIacHo

Mero4nrce
oueHKu
YELI ol

05.02.2021

lIpe4nonolmeHHe
o6 orHeceHr.ru

KaTefopuu
Hapyurrrre.nefi n

IIOTeHqI{aJIbHbrM
HCTOIIHI,IKAM ATAK

O6oc
oTHece

K TIO

(nonb3o-
sarerz)

)cHoBaHrle rrpeArroroxeHrlq o6
reHrrrr Kareropr{H Hapyuure.nefr
OT EHUI{AJIbHbIM I{CTOqH UKAM

ATAK

araK' noAforoBKy r{ [pol]eAeHl4e araK B rlpeAenax KoHTponr{pyerwofr
30Hbr, Ho 6eg $uszvecxofo Aocryrra K a[rraparH[,rM cpeAcrBaM, Ha
xoroprrx pearusosaHrr Cj3Z u cpeAa rax SynrqvoHu Hfl
BosNaoN'ocrb caMocrorrerrbHo ocyuecrrJrrrb co3AaHpre cnoco6os
aTaK, [oArOToBKy I4 IIpOr]eAeHr4e aTaK B rrpeAenax KoHTpontapyelrrOil
3OHbr C snsrzvecKr4M trOCTynOM K an[aparHbrM cpeAcrBaNf, Ha KO-

H3oBaHbr CK3I4 h cpe1a zx SynxuroHtrpoBaHru
BoslaoNHocrb trpHBJIeKarb cnelluanr4croB, r4Meroxlr4x orrbr:T pa3pa-
6orxu Lr aHann3a CK3z (exruovar cneqpranucroB B o6racrz aua-
Irr43a c[ifHanoB lnuelrHoH [eperar{r4 u cvrHaltos no6oqHofo 3JreK_

ry1q4gg1gglg 4gnyqeHu_s 14 HaBoAox CK3H
B os NaoxH ocrb npr4BneKarb crreur4 aJT r4croB, r4M erour4 x orrbl T pa3p a_
6orxlur aHarrur3a cK3z (nxruovaa c[erlrzaJrncroB B o6nacrra prc-
[onb3oBaHLrfl Anfl peanr43arl[V a-faK HeAoKyMeHTr4pOBaHHbrx Bo3_
MoxHocrefr upuxla.qHoro rr MMHOfO OoeC[eqeHr4t
BosNaoxHocrb rrpuBJreKarb clrerlr4anr4croB, uMeloulr4x orbrr pa3pa-
6orrn H aHarrv3a CK3ITI (exruovax creur4anucroB B o6wrcru .nc-
[onb3oBaHvfl Anfl peanr.r3arlnv a^taK HeAOKyMeHTprpoBaHHbrx Bo3_
MOXHOCTefi annaparHofo v [pofpaMMHofo KOMnoHeHTO]l Cperbr
$yHxquoHnpoBaHr4q CK3ZI)

Her



3l
5'8' B coorBercrBrlLr c HopMarrBHo-npaBoBbrMrz AoKyMeHraMH qpCE poccr4p1

peanll3allut yrp03 6esonacHocrl4 zHtpopnraqun olpeAeinrercr Bo3Mox(HocrrMr4
I4CTOTIHI4KOB ATAK.

5"9" B paMKax ,'poBoA,Mrrx pa6or ro co3naH,ro, pa3pa6o'rxe H BHeApeHr4ro cncreMbr
3alrll{'rbl kIC, pealtn3yerct KoMTIJIeKc Mepo[putrlrfi opral{I43ail:I4oHHoro r4 TexHqr{ecKofo
xapaKTepa, cnuxarorquil BepotrHocrb peanl43aunr4 yrpo3 co cropoHbr BHyTpeHHHX
Hapyllurelefr.

5'10' c yverou peanrI3oBaHHoro KoMrIJreKca Meponpun-.ui,t opraHr43arlr4oHHoro H
TeXHHqecKoro XapaKTepa, cHl4)I(arcqero BepotTHocTb peanv3a\Hu aKTyanbHbrx yfpo3,
npol43BeAeHo yrotlHeHl4e neper{Ht aKTyaJIbHbIX yrpo3, Korc)poe rrp4BeleHo s ra6ruUe 10.
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5.11. Llcxogn v3 o6o6uleunrrx Bo3MoxHocreit r4croqHur(oB
yrorrHeHHbre BO3MOXr{OCTr{ Hapyrxr4Telefi v Ha[paBjreHurr araK
aKryanbHbre yfpo3rr). Pe:ynbrarbr rrpr.rBeAeHr,r e ra6rzqe, I 1.

aTaK orrpeAeneHbr

(coornercrBytoulr{e

Ta6nrzqa l1
HanpaBnelrHt

- Vro.rFIeHHr,re Bo3MolKHoc'uu HapyuuTeleil u
aTaK (cooTBercTB)/IOUUe aKTyanbHrre yrpo:nr)

J\b

n/t

VroqudnHbre Bo3-
MOlr(HOCTrr Hapy-
IIIITTEJIEfi I{ HAII-
paBJreHufl aTaK
(coornercrBVro-

uIHe aKTya,'IbHL,Ie
yrposrr)

Arcrya.nuHocrb
I{CtIOJIb3OBAIJIdfl

(npunreHeuun)
AJIq

rrocTpoeHIdfl rr
peaJru3aunu

ATAK

O6ocnosaHne

1.1 flpone4eHvre araKr4
npn Haxo)KAeHr4lr B
[peAeJrax KoH:fpo-
rupyeuofi 3oHbr

fa - O6cnyxunarculraft [epcoHaJr vr ilvua.
o6ecneqaBarourue $yrrxqnoHr4poBaHHe
VC, ue r,rMeror Bo3Mo)KHocrr4 HaxoAHTb-

cfl B [oMelur3Hr4tx, flle pacnono)KeH€r

VIC, v orcyrcuBr4e rroJrbr3oearerefi ZC
- Pa6oreL lonb3oBarelefi ZC ne perna-
MeHTUpOBaHa

- OrsercrseHurrfi :a o6ecneqeHae 6e-
3orracHocra fl.flH, aAMr4Hr4crparopu IrlC
Ha3Haqalorafl q3 qr4cJra oco6o AoBepeH-
Hbrx nzq

- PeuoH'r, o6clyNlaBaH:ae u conpoBox-
neHr4e ilpofp{}MMHbrx, TexHr4r{ecKr4x u
nporpaM.\4Ho-TexHnqecKr4x cpe4cre ZC,
B ToM i{r,icJre (:3V1, BblrrorrHrercr r{e Ao-
BepeHHbIMH JIr{uaMI,I, 5e: BbInoJIHeHHt

Mep no ,a o6ecreqeHnrc 6e:onacsocrr4
lIIu
- B noveuleHllr.sx, B Ko'ropbrx rrponcxo-

4rar o6pa6orxa IIAu, HeBo3MoxHo Ha-

xolKAeHr4e nocTopoHHHX JrI4U

- He rrpoBoln"rcr o6y.reHne rroJrb3oBare-

refi LIC MepaM rro o6ecneqesuro 6e-
3orracHocrH ll,{n r.r rpeAyrpex4euue o6
oTBeTCTBTIHHOOTLI 34 VX UeCO6lrOAeH[e

-He Hcrronb3yrorcq ceprusaqr4poBaH-
Hbre cper:;cTBa 3aullrTbr r,rrisopuaur4H or
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J\b

nln

Vro.tH6HHbre 803-
MO?r(HOCTrr Hapy-
ruurelefi Ir Han-
paBJreHr{fl a:raK
(coornercrByr0-

ulrre aKTyaJtbHbre
yrporur)

Arcrya.nuHocrb
HCIIOJIb3OBAHUq

(npr.rueueHur)
Aflq

rrocTpoeHIdfl tr
peaJrn3arluH

ATAK

HCA

-He w(

HbIe cp(

6a:u su

o6nonrt.r

- Orser
cPeAcre

nnSopu
oco6o r,

r.2 llpone4euue araK
Ha 3Tarre 3KCnny-
ararJr4qr CK3I,1 Ha
cneAyroqne o6r-
eKTbr: - AoKyNreH-
raukrro Ha CK3H n
KoMrroHeHru CO;

- IIOMeqeHUtt, B

KOTOpbIX Haxoiqr4T-

cf, coBoKyrrHocTb
nporpaMMHbrX 14

TCXHI4qCCKHX ?J]C-

MeHToB cucreu o6-
pa6orxu AaHHbrx,
cnoco6srrx SvH-

KUr4OHr.rpOBaTb ca-
MOCTO'TCJIbHO I4JII4

B COCraBe Apyrux
cHcTeM, Ha KO-

Topbrx peanr.r3oBa-

urr CK3Z u C<D

ta - \_,rrljgll

cpeAcrB

nn$opnar

oco6o Ar

- loxyv
y oTBel

cpeAcrB

zu$opnai

(uxa$y)

- lloveu
roTcq Aol

KOMNOHE

HbIMH AB

- He o6r

pbrTr4e A

pacIIonar

CK3I,I, C

3AMOK I4

KTILIOHHp

1.3 flony.reur{eBpaM- | Au
Kax rrpeAo.tu"u."- 

|

Hbrx ItoJIHoMov^il, 
I

a raK)r(e B pe3ynb- 
|

rare Ha6rro4errufi 
|

- Pa6ora

MeHTrrpo

- He npo
:neit l4C

30fIacHoc

06ocnosaHr.re

rc[onb3yrorcf, ceprraQrauzpoBaH-

peAcrBa aHTr4BHpycuofi 3a[rIHTbr,

]upycHbrx cHrHaTyp perynrpHo He

II'IOTC'I

)TrlrBeI:[HbIii 34 3KCflnyaraulrK)

rB Kp14rrrorpaSuuecxofi 3aru14Tbr

rMaIItIU Ha3HaqaeTct He a3 r{I4cna

AOBepeHHbrx nr4r_tt

Oreercrseuuufi 3a 3KCnnyaTaunK)

3 Kpr4rrrorpaSr.r.recxofi 3a[Irzrbr
vli1L\UkI Ha3HaqaeTCt He I43 qI4CJI€l

I0BepeHHbrx Jrrru.

MeHraLIHf, sa CK3Z He xpaHr4Tcn

)l'cTBeHHOTO 34 3KCrrnyaTarlHrc'

r Kp14rrrrorpa$zuecxofi 3aurnlbr
'a\wv B MeranJrr4qecKoM ceficbe

{euleHutt, B KOTOpbTX pacnonafa-

Aor(yMer{rauvs. na CK3Irl, CK3Id u;

)HeHTbr l3OK, He ocHauleubr BXoA-

ABepbMlI c 3aMKaMr4

o6ecne.nHBaerct locrorHHoe 3aK-

: Aseperl:i noMeureHu,it, e Koropbrx

l|aroTc:r AoK).MeHTaryr4fl Ha

CIK3I4 rr KoMrroHeHrbr C@K, ua

r I4x o'rKpbrT[e :foJrbKo nnfl ca[-
poBaHr{ofo rrpoxola

Ta rroJrb3osarereft I4C se perna-

)o.BaHa

loBoAr4lcr o6yve uve no.lrb3oBare-

C MepaM ro o6ecneqeHuro 6e-
ocrn fl,AH H npeAyrrpex4eune o6
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Nb

filrr

VroqrriuHbre Bo3-
MO)r(HOCTT{ Hapy-
ruurelefi u Ha[-
paBJreHnfl aTaK
(coornercrByro-

ulrre aKTyaJrbHbre

YrPosbI)

AxryanuHocrb
IICtIOJIb3OBAHIdq

(npunreHeuun)

DJrfl
rrocTpoeHIdfl tr
peaJ'Iu3aIIUU

ATAK
cneAyrolqefi wu-

Sopuaquu: - cBe-

ileuuir o Susrzuec-
Kprx Mepax 3arqr.rTbr

o6rerron, B r(o-
Topbrx pa3Merx,eHbr

pecypcbr r{Fr-

Sopl,raqraouHofi
cr4cTeMbr; - cBe-

Aenufi o Mepax no
o6ecne.reHl4ro KoH-
rponupyenrofi so-
urt o6rerroB, B

KOTOpbrx pa3Me-
rrleHbr pecypcbr r{H-

Sopnraqnossoii
cHcTeMbI; - cBe-

geluui,t o Mepax no
pa3fpaHLrr{eH}tro

AOCTy[a B no-
MCU-ICHH'. B KO-

Topbrx HaxoAqTc{
CBT, Ha Koropbrx

peaJIIl3OBaHLI

CK3I4 z C<[r

OTBETCT]

- Cne4e

IIIt{Tbr Oi

I4C, Ao(

corpyAH

t.4 14cnolr:oBaHae
ruTaTHbrx cPe.4crs

I4C, orpaHrrrreHHoe
MepaMr4, peanr4-

3OBAHHbIMA B I{H-

Sopvraqnouuofi
CIICTEMC, B KO-

ropofr r.rcnonb3yer-
cq CK3I,1, kr Harr-
paBneHHbrMI4 r{a

rrpeAorBparueHr{e

ila - Pa6ora

MeHTr4pOl

- Orserc
30rracHoc

Ha3HaqaK

Hbrx nvq

- Pevosr

AeHHe nl

rpofpaMr
B TOM qI4

BepeHHbn

()6ocuosaHne

TneHHocrv 3a r4x ueco6lro.rleHr4e

leFIlIt rO SLr:u.recxux Mepax 3a-

o6rerlos, ts Koropbrx pa3MerrleHil

ocTyrrlrbr ofpaHr.rqeHHoMy Kp_y-f)/

THAKOB

. rroJri,3oBarelefi I4C ne

BaHa

sercrseuHrlfi :a o6ecneqenue 6e-
ru fl,{n, a1Mn:nLrcrparoprr ZC
)Tcr H3 qlacna oco6o AoBepeH-

HT, OOCnyXVBaHI{e I4 CorrpoBo)r{-

npofp€tMMHbrx, TexHHqecKHX 14

M\{Ho-TexHrrqecKr4x cpe4crn I4C,
II4r]JIe (.:3VI, BbIIIOnH'eTcq He Ao-
bII\dt{ JIT4IIaM}I, 6es BbIroJ'IHeHHt

pefna-

J
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i\b

nln

Yroqrr6nHbre Bo3-
MO)r(HOCTI Hapy-
ruurelefr H rra[-
paBJreHrrfl aTaK
(coornercrByro-

ulr{e aKTyaJrbHbre
yrposrr)

Arcrya"rrHocrb
IICIIOJIb3OBAHIIfl

(npunaeueunn)

AJI'I
IrocTpoeHr4fl Lr

peaJrH3aunu
ATAK

()6ocnoeaHr{e

v npeceqeHue He-
caHKrdrroHr4poEaH-

Hrrx lefrcrr'tair

Mep no a odecneqeHLrro 6esonacHocru
lIIs
- He npoBoArrrcx o6yueru4e rroJrb3oBare-

neft VIC MepaM ro o6ecneqeHzro 6e-
3orrocHo,oru [Ifn 14 lpeAyrrpex4eurae od
orBercrrleHHocrr{ 3a HX seco6moAeHr4e

- He r{cronb:ly}orcq ceprra$zqapoBaH-
Hbre cpe,4cTBi:x 3aqurrr zuoopMarl[Ir4 ou

HCA

- llolr:oBarenn VIC He zMeror Bo3-

MOXHOCTT4 3a[ycKa CTOpOHHefO r4nH yc-
TaHOBKH,, L13t{eHeHr{r HacTpoeK aMe-
roulerocr [porpaMMHoro o6ecneqenas
6es xoHTponr: co cropoHbr orBercrBeH-
Horo 3a o6ecneqeHve 6e:onacuocrrz
lI,[u
- He zcirroJrbri/rorcr ceprasuur4poBaH-
Hbre cpeqcrBa aHTznupycuofr 3aru[Tbr,

6asrr Br4JlycHbrx curHaryp perynflpHo He

o6Hoerqrorcfl

- llporperMMHlbre, TexHr4rrecKLre, npor-
paMMHo-'fexHr,rqecKlre cpeAcTBa, B TOM

qucne w C3Vl., HacrpoeHbr He AoBepeH-
HbrMr4 nr4IIaMZ r4 He COO'|BeTCTByrOT Tpe-

6oeaHuqlr ilo w o6ecnen{euuro 6e:onac-
Hocrr4 IIJIU

2"r @usH.recruit Aoc-
ryrr K CBT, Ha Ko-
Topbrx peanr43oBa-

nu CK3I4 u Cl<D

[a - O6cny>KzBa[orrJzfi nepcoHar h lrvrrJ.a,

o6ecne.{HBarorrrr4e SyHrqraoHapoBaHr.re
l4C, ue r4Merol Bo3Mo)KF{ocrH HaxoAr4Tb-

Cfl. B I]OMeUle,HHtX, rAe paC[OnOXeHa

I4C, s orcyrcrBHe rroJrb3osarerefi IrIC

- B noue)uleHrlxx, B Kouopbrx [po[cxo-
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J\&

nln

VroqudHHbre Bo3-
MO?|(HOCTn Hapy-
ruHrelefr u Harl-
paBJreHr.rfl aTaK
(cooraercrByro-

ulr{e aKTyaJrbHbre

YrPosnI)

Arcryanr,Hocrb
IICTIOJIb3OBAHUq

(upHvreuenHl)
AJIf

rrocTpoerrvfl u
peaJ.IH3auuu

ATAK

Ar4r oOp

xoxAeHr

- llotrer
rorcr Ao

KOMfIOH(

HbrMr4 Ar

-He o6

pbrrHe I
pac[ona

CK3I,I, (

3AMOK I4

KTIT4OHUF

2.2 BosNaoxuocrb Bo3-

.ueftcreonarb Ha

a[napaTHbre KoM-
rroHeHrbr CK3.h n

C@, orpaHr{qeHHat
MepaMH, peaaH-

3OBAHHbIMII B AH-

SopuaqzouHoli
CHCTCMC. B KO-

ropofi ucrroJrb3yer-
cq CK3I4, r4 Han-
paBneHHbrMH Ha

IIpeAoTBparue]rr4e

H rrpeceqeHHe He-

caHKIIr4OHrrpoBarr-

srrx leficrnuir

Aa - B novr

4zr o6p

xoxAeH?

- Kopny
HbI OT B(

ponaHtr)

- lloveu
IOTC' AOr

KOMTIOHC

HbIMr4 AB

- He o6e

pbrTr4e Al

paclonar
CK3Z, C

3aMOK t4

KII14OHHDT

3.1 Coglanr.re cno-
co6oa, rloAroroBKa
14 rrpoBeAeHHe aTaK

c IIpHBneqeHr{eNr
CIIEUIIAJ]PICTOB B

Her He ocy
geruwir,

uyro rafr
Topbre M

peann3al

l)6ocnonaHr{e

o6pa6orr<a llln, HeBo3MoxHo

3HI{€ IIOTCTOpOHHHX nZU

4efqeHr4,l, B KOTOpbTX pac[oJ]ara-

AoKyMe.HraLrurfl ner CK3l,1, CK3tr4 er

)HeHTbr COK, He ocHa[IeFrbr BXon-

ABepbMr{ c 3aMKaMr4

o6,3cfleql4BaeTc-f, .rrocTofl HHoe 3aK-

: 4nepeif noMeuleHwfi, e Koropbrx
JralraloT0r AoKyMeHTa\ufl Her

:, CK3Irl 14 KoMroHeHrbr C<DK. na

u r4x oTKpbrTr,re ToJrbKo .4nr caH-

rupoBaHHofo npoxoAa

M,3[rI€HH{X, B KOTOpbIX [pOI4CXO-

pre6ou:a IIAH, r{eBo3Mo)KHo Ha-

rr4:e [o0TopoHHr4x nl{q
yrla CH(STeMHbIX 6IOXOS 3arrlHrrle-

BcKpbrlr4r (ouevaraHr/onlov6u-
r)

)[leHr.Irr, B KoTopbrx pacnonafa-
orcyMel,rrar\vfl Ha CK3I,1, CK3Z n
reHTbr (lOK, He ocHauleHbr BXon-

tBepbMr?t c 3aMKaMI4

ooecIleqhBaeTcr IIocToqHHoe 3aK-

) Arrepeiri: rroMerueHurt, v Koropbrx
Jla|aloTcr AoKyMeHTAWrfl Ha

:, C|K3I,I rr KoMroHeHrbr C(DK, Ha

Lt vx o"tKpbrTHe ToJrbKo Anr caH-

Ihprfs6HllOro npoxona
/rrlecrBrrrercr o6pa6orxa cBe-
cocTa.BJrflrorrIHX focyAapcTBeH-

ftty, a t:'aKxe HHbrx cseAeHnfi, xo-
tCIfYT I]IPCACTABII,f,Tb I4HTEPCC AIq
rJlala Bo3Mo)KHOcrr4. Brrcoxaq
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Nb

t/n

Vroqrriunbre Bo3-
MO?I(HOCTH Hapy-
urure.neii u Han-
paBJreHHq aTaK
(coornercrByro-

ulrre aKTyaJrbHbre
yrposrr)

Arcrya.nsHocrb
I{CIIOJIb30BAHUfl

(upuvreueuua)
AJIfl

trocTpoeH'llfl kr

pearrlH3aIIUU

ATAK
o6lacra aHarrv3a
cI4fHaJIOB, COIpO-
BoxAarouux $yu-

KrIr{oHHpoBaFr}re

CK3I,1 aC(D,un
o6racru acrror:b3o-
BAIjHfl Anfl peuwr-

3ar\uvr aTaK }le-
AOKyMeHTr4pOrlaH-

urrx (ne4eKJra-

pnpoBaHHrrx) nos-
Mo)KHocrefr uprnx-

raaHoro llo

CTOHMOC

anv3auv

)./. llpone4enHe Jla-
6oparopnbrx r.rc-

cre4oaauuli
CK3I4, HCrroJrb3)-
eMbrx BHe KoHTpO-

rupyevoft 3oFrbr,

ofpaHl4rleHHOe Me-
paMr4, peanH3orlaH-
HbrMr{ n unQopua-
qnonuofi cprcreMe,
n xoropofr Hcrronb-

3yercr CK3Z, n
HarrpaBneHHbrMH

Ha npeAorBpa-
rrleHlre r4 [peceqe-
HIIE HCCAHKUIIOHI4-

poBaHHbrx Aeri-
creufr

Her He ocy
geruuh,

Hyro rafi
Topbre M

peanr{3ar

cTor4Moc

anvr3auv.

aa
J.J llpone4euze pa6or

IIo co3naHrfio c[o-
co6os v cpeAcrB

aTaK B HayqHO-r4C-

CNC.IIOBATCJIbCKPIX

rleHTpax, c[eur4-
anr43r4pyrorrlnxcfl B

Her He ocyr
4euuit, c

uyrc rai.rr
Topbre Mc

peanLr3arl

CTOI4MOCT

aJIId3arl\lv

O6ocHosaHHe

MOCTb 14 OJIOXHOCTb IIOA|OTOBKT4 pe-
VUI/I4 BO3MOXHOCTII

cyrqecrnnflercfl o6pa6orxa cBe-

, rlocTaBn_sIo[Ir4x focyAapcTBeH-
ti'lty, a"[aK]r(e nHbrx cne4euHfi, xo-
MOfyT lrpeAcTaBJl{Tb r4HTepec Ant
iaL\uvr Bo3MoxHocrr{" Brrcoxa_s
oc'rb H cJroxHocTb noAfoToBKr4 pe-
Iprr{ Bo3t4oxHocTI,l

cyulecrrlnrerc-rr o6pa6orxa cBe-

, c:ocTaBnffoulux focyIapcTBeH-
rfiu:y, alaKxe HHbrx cee4eunfi, xo-
MOryT [peAcTaBJrfTb r4HTepec Ant
ta\nv Bo3MoxHocrr4. Brrcoxaq
ocTb 14 cJroxHocTb [o.uoToBKH pe-

H BO3I\,IO)KHOCTn i
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J\b

u/n

Vro.rH€HHbre Bo3-
MO?I(HOCTT{ Hapy-
ururelefr r{ Harr-
paBJreHrrfl aTaK
(coornercrByrc-

ulrre aKTyaJrbHbre
yrporu)

Arcrya.nrHocrb
IICTIOJIb3OBAHI|fl

(upuvreueHur)
AJIq

rrocTpoerrrrfl rr
peaJru3arluu

ATAK
o6racru paspa.6or-

KT4 V AHATIVI3A

CK3I4 z C(D, n
TOM rIUCne C AC-

NOJIb3OBAHVEM I,IC-

XONHbIX TEKC'IOB

Bxor.suero n CO
rptrKnaAHoro fIO,
HerrocpeAcTBeHHO

HCrronb3yroulefo
Bbr3oBbr npofF)aM-

MHbrx Syuxuufi
CK3I,1

4.1 Couasue cno-
co6on, noAror0BKa
r4 rrpoBeAeHr4e aTaK

c rrpr4BneqeHHeM

c[eu[aJrr4cToB B

o6racru prcfroJrb3o-

BAHxfl Anfl peanv-
3awil4 aTaK He-

AOKyMeHTHpOTIaH-

irrx (ne4eKJra-
pnpoBaHHux) no:-
Mo)KHocrefi cnc-

renanoro llo

Her He ocy
geuuir,
Hyro rafr
Topbre M

peanr{3at

cTouMoc
anv3auv

4.2 BosN{oxHocrb pac-
IIOnafaTb cBeAeI{r4-

flMVr) COAepXa-
UIIIMI'IC' B KOIIC-

rpyKropcxofi,lo-
KyMeHTaTIW HA

a[[apaTHbre H

lporpaMMHbre
KoMrroHeHrrr C(D

Her He ocy
geruuit,,

Hyro raft
Topbre M

peanH3al

4.3 BoslaoxHocrb uo3-
leficreosarb Ha

Her He ocy
geuvrfi,

(J6ocHosaHre

IrlecrBnrercr o6pa6orxa cBe-

, cocTaBnrrculux focylapcTBeH-
ail.ay, a'raKxe r4HrrrX cne4euafi, xo-
M,)ryT llpeAcTaBJItTb I4HTepec Anq
3al\krv Bo3MoxrHocrlz. Btrcoxar
ocrb a oJroxHocTr, rroAfoToBKr,{ pe-
IH]4 BO3]\4OXHOCTPI

/tqecTllrqeTcq (fopaoorKa cBe-
(locTaBJrrroruHX focyAapcTBeH-

irry, a raKxe HHbrx cne4eHHil, xo-
tofyT rrpeAcTaBr.sTb r4HTepec Ant
r[4r,r BO3MOXHOCTH

rlecTrln_rrercq 0opaooTKa cBe-
BCH-0ocTaBJIffotunX
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J\b

nln

Yro.rHdHHbre Bo3-
MOTKHOCTU Hapy-
ruure;refr u Harr-
paBJreHI|q aTaK
(coornercrByrtl-

ulIIe ar(TyaJrbHbre
yrporrr)

AnryanrHocrb
IICtIOJIb3OBAHIIfl

(npuvreneHur)
AJrs

trocTpoeH'dfl rr

peaJrn3aq[rH
ATAK

JITOObIE KOMIIOHCH-

rrr CK3I4 u C(D
Hyro Tar,t

Topbre M

DCAJI143A

O6ocHonaHre

.HY, & TaK)I(e UHbIX CBeAeHHLI, KO-

:ofyT [peAcTaBJrrTb r4HTepec Anrr
Illlr4 BO3MOXHOCTI4
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6. OnpegeJreHr{e KJracca CK3I4
6'1. B coorBerorBuvr c llpHxa:onr OCE Poccuu ,Ns 378 o,r l0 nwrrfl2014 r.,

MeroAI4r{ecKI{MH peKol\{eHAarJvrflMu OCE Pocora Nsl49l71216-432 or3l Mapra 2015 r., c
yrleroM yror{HeHu-f, aKTyanbHocrn ylpo3, a TaK}r(e yroqHeHHbIMI4 BO3MOXHOCTflN{|4
Hapylunrenefi u HanpaBJIeHIrtMI4 araK l4crlonb3yeMbre Arq 3iuqr.rrbr znsop1aaqHra CK3l{
Aon)KIlbI o6ecne'{plTb KpHrlTorpa$ravecKyro 3arIHTy rro ypoBH},o He Hr,rxe KC3"


